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Threat Reduction Measure Conducted in 2019

This document is an unclassified summary of intelligence held by Security and intelligence departments and agencies. It has
primarily been created by the Canadian Security Intelligence Service, with input and agreement from the Communications
Security Establishment, Global Affairs Canada, Privy Council Office, the Royal Canadian Mounted Police and Public Safety
Canada. It responds to a specific request by the Commission for the Public Inquiry into Foreign Interference in Federal Electoral
Processes and Democratic Institutions, for an unclassified summary of information regarding this particular topic and should
not be used as the basis of understanding for any other topic. This document is based on intelligence collected and assessed
over a period of time and does not necessarily reflect the Government of Canada’s full understanding of the topic at any specific
point in time. The underlying intelligence has been provided to the Commission. By employing summaries and redactions, this
document sanitizes intelligence in a manner that removes the potential injury to national security and international relations,
does not disclose sensitive activities, techniques, methods, and sources of intelligence that would cause potential injury, and
abides by relevant Canadian legislation. It does not provide all of the caveats and limitations contained in the original classified
documents or provide an assessment of the reliability or credibility of any specific piece of intelligence, as it could disclose
information that would cause injury.

This is a summary of some intelligence information that is available to the Government of Canada’s national security and
intelligence community on a certain topic, presented such that it can be released to the public without disclosing information
that would cause injury to national security and international relations. As such it has several important limitations. The
summary must be read in light of these limitations, otherwise the summary has the potential to mislead the reader. The
limitations are the following:

®  Summary may be incomplete: The summary summarizes some, but not necessarily all, the intelligence information on
this topic that is available to the Government of Canada’s national security and intelligence community. For example,
it only contains relevant information that can be appropriately sanitized for public release.

e  Summary does not indicate time of collection: This summary does not indicate, unless expressly stated, when the
summarized information was collected or obtained. This information was collected and analyzed over a period of time,
which may/may not have been available to decision makers across the Government of Canada during the writ-period.
As such, for example, it should not be assumed that the information was collected close in time to the events being
described.

e  Summary may contain information that is single-sourced: The summary does not indicate whether the information it
relates comes from a single source, or from multiple sources.

®  Summary may contain information of unknown and varying degrees of reliability or information that may have
been provided to influence as much as inform.

e  Summary does not indicate the source of information: The summary may present information from different types of
sources without identifying the type of source (i.e. open source, human sources, technical intercepts, etc.). Nor, does it
indicate whether it was translated from another language than the language in which it is presented.

®  Summary does not indicate corroboration or lack of corroboration: The summary does not indicate whether other
information exists that may corroborate the summarized information, or, alternatively, whether there is no such
corroborating information.

e  Summary does not analyze information: This document is a summary of intelligence; it is not an analysis of the
overall import, meaning, or strength of intelligence.

The Commission has been provided with all relevant intelligence and assessments, which indicates information on reliability and
corroboration of the information contained therein.
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SUMMARY

1. Canadian Security Intelligence Service (CSIS) was granted authority to undertake threat
reduction measures (TRMs) under the Anti-terrorism Act, 2015. A TRM is an operational
measure undertaken by CSIS, whose principal purpose is to reduce a threat to the security of
Canada as opposed to collecting information and intelligence to investigate such threats.

2. The CSIS Act imposes several conditions on CSIS TRMs. It first requires that there be reasonable
grounds to believe that a particular activity constitutes a threat to the security of Canada and
that the measure is reasonably expected to reduce the threat before CSIS may undertake a TRM.
It demands that the proposed measure be reasonable and proportional in the circumstances
and that CSIS consult with appropriate federal entities prior to undertaking a TRM. The TRM
must be conducted pursuant to a warrant issued by the Federal Court where the Service’s
activity would limit a Charter right or freedom or would otherwise be contrary to Canadian law.
The CSIS Act also forbids TRMs that fall within six prohibited conducts (e.g. causing bodily harm
or death to an individual; violating a person’s sexual integrity; obstructing justice).

3. When appropriate, CSIS takes action to reduce a threat to Canada’s national security when
other departments aren’t in a position to do so. Not restricted to foreign interference, CSIS can
use the TRM authority to address threats that arise under s.2 of the CSIS Act.

4. Government of Pakistan (GoP) officials in Canada attempted to clandestinely influence Canadian
federal politics with the aim of furthering GoP’s interests in Canada.

5. The Government of Canada (GC) conducted a TRM in advance of the 2019 Canadian federal
election (GE43), to reduce the foreign interference (Fl) threat posed by the GoP. The situation
was monitored and assessed to have effectively reduced the threat of interference.



