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Executive Summary of the Threat Environment!

s (S//CEO) Foreign interference (Fl) activities target all levels of government and various facets of
Canadian society (e.g., diaspora groups, the general public, media entities). Since elections are
integral to liberal democracies, Fl activities often peak during election periods, as they represent a
‘window of opportunity’ and could play a decisive role in—or have a direct impact an—the final
electoral outcome.

s (S//CEO) During elections, Hostile Activities by State Actors (HASA) employ Fl to influence
Canadian politics by i) clandestinely supporting individuals who are perceived to be receptive to
foreign state interests, and ii) opposing individuals who are perceived to be against these foreign
states. To accomplish their goals, HASA exploit loopholes in political party nomination processes;
engage in money and financing operations; mobilize and leverage community organizations; and,
manipulate media outlets,

+ [5//CEO) The PRC is the most active among state actors engaging in Fl activities in Canada. India,
Russia, , Pakistan, Iran and are other state actors who actively
engage in Fl activities in Canada to advance their interests. These states may leverage a narrower
range of tools and resources than the PRC, but their activities are nonetheless detrimental to

Canada’s interests.
The Threat

(U) SITE TF defines Foreign Interference (Fl) as: "activity conducted or supported by a foreign
state/actor that is detrimental to Canadian national interests and is clandestine, deceptive or involves a
threat to a person.” In the context of Canadian electoral processes, the objective of Fl is to affect
electoral outcomes and/or undermine public confidence in Canadian democratic institutions. By
contrast, foreign influence activity is overt and forms a part of routine global diplomatic engagement.’

(S//CEQ) Fl is not the same as diplomatic activity. Traditional diplomacy works through recognized
channels to achieve specific policy outcomes or objectives [e.g., trade negotiations with the United
States). In contrast, Fl involves the use of clandestine, deceptive, or corruptive practices that are meant
to influence Canadian policymaking, public narratives and civil society in a way that obfuscates the role

' CSIS 1A 2022-23/57, Foreign Interference and Elections: A National Security Assessment, October 31, 2022
* SITE Task Force After Action Report (AAR), Threat to the Canadian Federal Election 2021, January 31, 2022,
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and interests of the foreign state. Diplomats from some states routinely engage in activities that
cross the line from acceptable overt diplomatic engagement to covert malign interference. ?

(S//CEQ) Hostile Activities by State Actors (HASA) target all levels of government—including federal,
provincial, municipal and Indigenous—and various facets of Canadian civil society (e.g., diaspora
groups, the general public, media entities). Fl activities also transcend party lines, ideologies and ethnic
backgrounds. *

(S//CEQ) As elections are integral to the proper functioning of liberal democratic societies, election
periods are crucial for Fl activities. They represent a ‘window of opportunity’ for certain foreign states
for which Fl could influence or sway electoral outcomes. Foreign states continue to develop impartant
relationships in Canada year round in furtherance of their own political platforms, and will use these
relationships to their advantage notably around election time, often through heightened Fl activities. *

Methodologies/Tools

(S//CED) During elections, HASA employ Fl and seek to influence Canadian politics by clandestinely
supporting individuals perceived to be receptive to foreign state policies, narratives and geopolitical
strategies. At the same time, these foreign states also actively oppose individuals who are perceived to
be against their interests—through i) exploiting loopholes in political party nomination processes; ii)
maney and financing activities; iii) mobilizing/leveraging community organizations; and, iv) media
manipulation (to include radio, Internet-based, and print media). *

Nomination Processes

(S) Nomination processes for political parties in Canada are not directly regulated by federal or
provincial government legislation or enforcement bodies (e.g., Elections Canada). Each political party
sets and enforces its own rules, and party members can vote in nomination races, regardless of their
legal status in Canada. For example, individuals who are not Canadian citizens—and therefore cannot
vate in elections at any level of government in Canada=—can still vote in a party nomination process as
long as they are party members. The nomination process can be critical as many ridings in Canada are
considered ‘safe seats’ that have long been held by a particular political party. In other words, gaining a
party's nomination in a riding that has long supported that party is akin to winning the subsequent
election. Therefore, Fl activities during the nomination race could achieve the desired outcome without
reliance upon Fl activities during the election period. HASA exploit this loophole to engage in Fl that
target specific candidates and particular electoral ridings. ’

' CSI5 14 2022-23/57, Foreign Interference and Elections: A National Security Assessment, October 31, 2022
“ C8IS 1A 2022-23/57, Foreign Interference and Elections: A National Security Assessment, October 31, 2022
*CSIS 1A 2022-23/57, Foreign Interference and Elections: A National Security Assessment, October 31, 2022.
" SIS 1A 2022-23/57, Foreign Interference and Elections: A National Security Assessment, October 31, 2022.
" CSIS 1A 2022-23/57, Foreign Interference and Elections: A National Security Assessment, October 31, 2022
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(S) HASA also channel monetary donations and other assistance to preferred candidates in elections,
with the intent of fostering a bond of obligation to the foreign state and/or its proxies. This is usually
done via trusted interlocutors such as proxy agents or co-opted community organizations. The sense of
obligation can then be leveraged for future favours and policy positions that are in the national
interests of the foreign state—and to the detriment of Canada. Furthermaore, this bond serves to
solidify foreign state proxies as gatekeepers for community support. If the preferred candidate pursues
a course of action contrary to that of the foreign state, community support would likely be withdrawn
and the candidate could potentially lose their next election. *

Community Networks

IS) Local community networks are a key vector for facilitating Fl activities. For example, PRC officials
often conduct Fl activities through local networks that are tied to—but not necessarily directed by-
SR - regular basis. Key components of these Fl networks usually include i)

e i) leaders of local Chinese Canadian community groups; iii) staff of targeted
candidates/elected officials; and, iv) political candidates/officials themselves. This network
structure—used for interference at all levels of government—enables an adaptable, resilient approach
to extending and enabling PRC covert influence. The role played by each component varies by location
and campaign, and much of the assistance rendered is likely shielded intentionally from broad public

scrutiny.

Media

(S) Traditional and online media outlets play an important role during election periods, offering a
curated communications channel between political campaigns and the general public. As such, they are
a target for foreign state Fl activities that seek to manipulate and influence key media entities, contraol
narratives, and disseminate disinformation. *°

Threat Actors

People’s Republic of China:

(S//CEQ) FI activities are part of their normal pattern of behaviour and are active at all times. PRC
Fl threat actors are largely pragmatic and tend to pursue paths of least resistance by supporting
whichever party or individual is believed to be “friendliest’ to the PRC's interests. The PRC is the
most active among state actors. The PRC continues to develop important relationships in Canada
year round in furtherance of their own political platforms, and will use these relationships to their
advantage notably around election time, often through heightened FI activities. '

" CSIS 1A 2022-23/57, Foreign Interference and Elections: A National Security Assessment, October 31, 2002

" CSIS 1A 2022-23/57, Foreign Interference and Elections: A National Security Assessment, October 31, 2022

SIS 1A 2022-23/57, Fareign Interference and Elections: A National Security Assessment, October 31, 2022

U CSIS 1A 2022-23/57, Foreign Interference and Elections: A National Security Assessment, October 11, 2022,
2
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(S//CEQ) The Chinese Communist Party (CCP) in particular uses Canada and Canadians to
proactively support PRC interests; this includes rejecting and publicly criticizing US
policies—specifically those harmful to the PRC, supporting international PRC initiatives (e.g., the
Belt and Road Initiative, the Global Security Initiative), positively portraying the PRC and the CCP,
and a general ‘deference’ to the PRC’s authority and interests. “

{8) PRC officials often conduct F| activities through local netwarks that are tied to—but not
necessarily directed by- 77C eficais 0 Cansce an a regular basis. Key components of these F
networks usually include i) #5c oficws in Canacte 1) leaders of local Chinese Canadian community
groups; iii) staff of targeted candidates/elected officials; and, iv) political candidates/officials
themselves. This network structure—used for interference at all levels of government—enables an
adaptable, resilient approach to extending and enabling PRC covert influence. The role played by
each component varies by location and campaign, and much of the assistance rendered is likely
shielded intenticnally from broad public scrutiny,

(TS//CEQ) The People's Republic of China (PRC) remains the most significant FI threat to Canadian
interests. The sophistication and intensity of its Fl activities — which are directed against all levels of
government and civil society — as well as the broad spectrum of its targets and Fl methods, outpaces
other hostile state actors. '

(S//CEQ) The PRC continues its efforts to cultivate relationships with current MPs and influence their
views on issues of strategic importance to the PRC. These effarts are primarily aimed at MPs who are
ethnically Chinese and/or who represent ridings with a large Chinese diaspora community. PRC Fl
activities target all levels of government, often transcending political party lines and taking place over a
period of several years. PRC Fl threat actors are largely pragmatic and tend to pursue paths of least
resistance. Generally, PRC Fl targeting is motivated by a desire to support, in a clandestine and
deceptive manner, as many candidates as possible who either seem to be receptive to or actively
promote viewpoints beneficial to the PRC or the Communist Party of China (CPC). *

(TS//CEQ) The PRC's FI efforts cover a spectrum of activities ranging from overt, influence-based

diplomatic practices, through to clandestine and deceptive activities grounded in foreign interference.

The PRC works off its standard ‘playbook’ (i.e., the deployment of established tactics and methods),

which in the aggregate represents a continuum of activities employed by the PRC s P2 it o Canes
to influence and interfere in Canada’s democratic institutions and processes, '®

reporting examples — PRCY:

515 1A 2022-23/57, Fareign Interference and Elections: A National Security Assessment, Dcteber 31, 2022,

SIS 1A 2022-23/57, Fareign Interference and Elections: A National Security Assessment, October 31, 2022,

1* SITE Status Update and Summary af Fareign Interference Threats ta Canadian Democratic lnstitutioni— 2021, May 2021.
1" SITE Status Update and Summary of Foregn Interference Threats to Canadian Democratic Institutions— 2021, May 2021.
'® SITE Status Update and Summary of Foresgn Interference Threats to Canadian Democratie Institutions— 2021, May 2021.
" Emall from CSIS March 7, 2023.
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(Classification)

. (1S

Redacfed lex! describas the PRC conducting researcht an Chinese Canadian federal members of parfament (MFs)

o Sy

. (5

* Email from CSIS March 7, 2023,

12
m
H

= Email from CSIS March 7, 2023.
4
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& Redacted lex! provides an example of palential PRC interference in a municios democralic process

a Redacied lexf provides an example of potenhal PRC interference in a provincial democralic process

« Redacted fexf proviges an example of potential PRC imterference in & federal democrahic prOcess

(SIS 1A 2022-23/57, Foreign Interference and Elections: A National Security Assessment, October 31, 2022,

C5I5 1A 2022-23/57, Foreign Interference and Elections: A National Security Assessment, October 31, 2022,

(SIS |4 2022-23/57, Foreign Interference and Elections: A National Security Assessment, October 31, 2022,

515 1A 2022-23/57, Foreign Interference and Elections: A National Security Assessment, October 31, 2022,
5
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T The “Five Poisons” is a termed used by the Chinese Communist Party (CCP) to refer to five groups that are viewed as a significant threat
to the stability and legitimacy of the CCP to rube China: 1) Falun Gong members; 2) Uyghur independence activists; 3) Tibatan
independence activists: 4] pro-Taiwan activists; and, 5) pro-demacracy activists in the PRC (including Hong Kong).
SIS 1A 2022-23/57, Foreign Interference and Elections: A Natsonal Security Assessment, October 31, 2022,
(SIS 1A 2022-23/57, Foreign Interference and Elections: A National Security Assessment, October 31, 2022,
" C5IS |4 2022-23/57, Foreign Interference and Elections: A National Security Assessment, October 31, 2022

B
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India
(S) the Government of India (Gol) seeks to influence Canadian officials at all levels of

government to take positions and decisions that are favourable to the Gol's interests. A priority for the
Gol in its Fl strategy is countering all activities and narratives it considers ‘anti-india’. Disinformation is
a key tactic in achieving these objectives. (5) *

(S//CED) Indian disinformation tactics targeting Canada are eveolving and

opportunistic.

(S) Indian officials remain particularly concerned with India’s image abroad, and perceived anti-Hindu
sentiment.

(Classification)

CEIS 1A 2022-23/57, Foreign Interference and Elections: A National Security Assessment, Octaber 31, 2022
*C5I5 1A 2022-23/57, Foreign Interference and Elections: A National Security Assessment, October 31, 2022,
"\CAB 2022-23/4TA, India’s Travel Advisory: Fl in Canada through Disinfarmation, November 3, 2022,

* Email from CSIS March 10, 2023,
" CAB 2022-23/4TA, india’s Travel Advisory: Fl in Canada through Disinfarmation, Nevember 3, 2022,
= Email from CSIS March 10, 2023
T
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reporting examples — India:

-
-
activities related to the leadership race for a political party in Canada. ™
o
o
o
* Email from CSIS March 10, 2023,

* (SIS 1A 2022-23/57, Foreign Interference and Elections: A National Security Assessment, October 31, 2022,
SIS 1A 2022-23/57, Foreign Interference and Elections: A National Security Assessment, October 31, 2022,
“ (SIS |A 2022-23/57, Foreign Interference and Elections: A National Security Assessment, October 31, 2002,
“L SIS 1A 2022-23/57, Foreign Interference and Elections: A National Security Assessment, October 31, 2022
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Russia™

(S//CED) Russia has focused its Fl activities globally on discrediting demaocratic institutions and
processes, with an ultimate goal of destabilising or delegitimising democratic states. Russia has the
capability to engage in Fl against Canada. However, it lacks the intent as Canada is not perceived as an

eSS A 2022-23/57, Forelgn Interference and Elections: A National Security Assessment, October 31, 2022,

“ Email from C5I5 Manch 10, 2023.

“ The Referendum on Independence for the indian state of Punjab and the creation of a new Sikh nation called Khalistan s a non-binding
plebiscite organized by the United States-based advocacy group Sikhs for bustice (5FJ). The vote was previously known as “Referendum
2020." Referendum voting has been held in a variety of locations areund the world, including the United Kingdom and Switzerland, since
October 31, 2021, Voting in Canada was held on September 18, 2022, in Brampton, ON, with a second round of voting set to take place in
Mississauga, ON, on November 6, 2022. (L)

“*'CAB 2022-23/47A, India’s Travel Advisory: Fl in Canada through Disinformation, November 3, 2022.

“* SITE Status Update and Summary of Foreign interlerence Threats to Canadian Demoeratic institutions— 2021, May 2021,
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existential threat to Russia in the same way as the US (its “main adversary”). Russia does not prefer a
particular Canadian political party or leader through which Russian Fl could be directed. The Kremlin
likely assesses that major Canadian federal parties do not differ significantly in their stance toward
Russia.

Iran

Pakistan

(S//CEOQ) Pakistan has previously engaged in Fl activitics to promote its interests and counter Indian
influence in Canada.

future PRC foreign interference (Fl) activities during elections in
Canada, clandestine and deceptive elements

“7 SITE Status Update and Summary of Foreign Interference Threats to Canadian Democratic Institutions= 2021, May 2021,
4 SITE Seatus Update and Summary of Foreign Interference Threats to Canadian Democratic institutions- 2021, May 2021,

“ Email from CSIS March 7, 2023,

10
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Gol ‘its use of disinformation as a kev Fl tactic
against Canada.
* Email from CSIS Mareh 7, 2023,
“UCABR 2022-23/47TA, india’s Travel Advisory: Fl in Canada through Disinformation, November 3, 2022.
1
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SITE STATUS UPDATE AND SUMMARY OF FOREIGN INTERFERENCE THREATS TO CANADIAN DEMOCRATIC INSTITUTIONS —
2073 - ANNEX A

SITE TF Status Update

(S//CEQ) SITE TF remains focused on Foreign Interference (Fl) threats to Federal elections.

(U) SITE TF continues to meet (virtually) on a monthly basis, monitoring the threat landscape and
engaging with key domestic stakeholders and allies, as it prepares for a state of readiness for an
election (in line with Elections Canada).

(U} On 27 April, SITE TF and PCO DI had an unclassified meeting with US and Canadian representatives
from TikTok, a growing social media/content platform with 8 million users in Canada (including 30
federal MPs). This was an opportunity to learn about TikTok's efforts to monitor content and
disinformation on its platform, as well as to facilitate communication lines for potential take down
operations. SITE was able to pose guestions regarding content suppression, user data protection and
company linkages to Beijing.

Include info about SITE TF meeting with Elections Canada?
Need to mention anything about current Fl situation?

12
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SITE STATUS UPDATE AND SUMMARY OF FOREIGN INTERFERENCE THREATS TO CANADIAN DEMOCRATIC INSTITUTIONS —
2023 —-ANNEXB

SITE TF Domestic Violent Extremism Landscape Update

(S) This companion assessment provides an overview of the current ideologically (IMVE), religiously
(RMVE), and politically (PMVE) motivated violent extremist landscape in Canada and how the potential
Canadian federal election will impact narratives domestically.

Key Assessments™

+ |5//CEO) Canspiracy theories, disinformation, and misinfarmation have become accessible to
larger audiences and will almost certainly play a significant role in shaping narratives around
any future federal election.

+ |S//CEQ) Extreme narratives and conspiracy theories do not usually manifest themselves as an
act of serious violence, but have the potential to negatively affect the fabric of Canadian
society, including our electoral processes,

The Infarmation Environment™

SIS CT - Election Security and the Domestic Violent Extremism Landscape, A Companion Threat Overview for SITE TF, March 2023 fno‘l!
yot published].
*¥ (515 CT - Election Security and the Domestic Vialent Extremism Landscape, A Companian Threat Overview for SITE TF, March 2023 (not
yet published].

13
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(C) Grievances are amplified by conspiracy theories, disinformation® and misinformation®, sometimes
amplified by mainstream information sources and public figures, Through 2022 and 2023, the Canadian
vialent extremist landscape saw an increase in the praliferation of conspiracy theories (including those
related to COVID-19", the World Economic Forum?, and "15 minute cities"*), growing lack of trust in the
integrity of the state (anti-government and anti-law enforcement rhetoric'), and increased political

polarization.

conspiracy theories have become accessible to larger audiences,

exposing online users to a vast network of narratives that undermines science, systems of governance,

and traditional figures of authority.

and often uses language
to describe them as having committed treason or crimes
against humanity, being part of a secretive world-ruling
elite, or as the perpetrators of various sexual or religious
crimes against children (see Image 1)°. While the
overwhelming majority of these posts are unlikely to
manifest in real-world action,

(S//CEQ) Anti-authority IMVE ideologues have almost
certainly leveraged open source reporting around
foreign interference in Canadian elections® to reinforce
pre-existing narratives around the inherent corruption
of government institutions in Canada.

Image 1
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many across the IMVE milieu are sufficiently
disenfranchised with the democratic political process to dismiss elections wholesale, and those who
engage in the electoral process are highly likely only seeking to "troll” the system and disrupt and
discredit political parties and candidates™. While some of this “trolling” may manifest as acts of
violence, the Service currently holds no information to suggest it will reach our investigative threshold.

The Domestic Landscape™

(S) the domestic violent extremist landscape of an upcoming election will be
most impacted by ideologically-motivated violent extremism (IMVE). However, it is acknowledged that
extremist narratives may also be impacted by those who are religiously or politically maotivated (see
sections below on RMVE and PMVE).

Ideaiogically Mativated Vielent Extremists (IMVE]

(U) IMVE threat actors in Canada continue to be driven by a diverse range of grievances from across
the traditional left and right ideological spectrum. The resulting worldview often consists of a
personalized narrative, centering on the willingness to incite, enable, or mobilize to violence.

(S) Although groups with more structured leadership still
exist, loosely networked movements are currently the most
commen form of IMVE, focusing on concepts rather than a
centralized organization™, Individuals and cells often act
without clear external guidance or affiliation to an organized
group, but continue to be shaped by hateful voices and
messages online that normalize and advocate for mobilization
to violence. Adherents draw inspiration from a variety of
discourse, including books, images, lectures, music, online
discussions, videos and conversations with like-minded
individuals. Since 2014, Canadians motivated in whole or in
part by their IMVE views have killed 26 and wounded 46 on
Canadian soil

(S) Ideclogues, narratives, groups, and networks remain

rooted online and are not bound by a country’s borders,
which poses a unique challenge for law enforcement and
intelligence agencies. Many factors contribute to the fast

* 515 CT - Election Security and the Domestic Vialent Extremism Landscape, A Comp
yet published].
15
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changing landscape, including local, national, and international events that affect personal and
economic well-being, safety and security.

(5//CEOD)

An increasing percentage of these individuals are
motivated by anti-government, anti-public health measures and anti-authority beliefs, which, at their
core, centre on the inevitability of a coming civil war over societal and political divisions. A small
number of potentially viclent adherents and cells/groups continue to organize and plan in Canada.

Religiously Motivated Violent Extremists (RMVE)

(Sf/CEQ) RMVE influencers and adherents with Salafi-jihadist Islamist ideologies frequently express
hatred and threats towards prominent public figures and government officials™. Their grievances
include perceived unresponsiveness of the current government to Islamophobia as well as objections
towards Canada's pro-LGBTQ government policies'®. RMVE groups are attracting individuals with a
history of violent behaviours and have increasingly exhibited violent rhetoric towards political figures”.
At this time,

FPaolitically Mativated Violent Extremists (PMVE)

(5//CEQ) PMVE narratives call for the use of viclence to establish new political systems or new
structures and norms within existing systems. Adherents focus on elements of self-determination ar
political representation rather than concepts of racial or ethnic supremacy.

At this time, fringe
political parties and PMVE in general are not assessed to have a significant impact on the security of
the next election.

! PHAS - Pandemic fafigue fueksd polfical disconfenf dunng the COVID-13 pandsmic 2022 01 28 (L)

# CBC - Canspiracy theares Mrive onling as Word Economic Forwm apans 2023 01 06 (U)

Y 4P - FACT FOCUS: Conspirecies misconsirue '15 minute cily’ ides 2023 03 02 (U}

* Repont of the Standing Commities on Public Safely and Naional Securty The Rise of ifeoiogically Motvaded Viokant Exframism in Canada Jure 2022
i)

* Report of the Standing Commifies on Public Safiely and National Security The Riss of Meaiogically Mafivaled Vioknt Exfremism in Canada June 2022
)

¥ The Guardian - Fresland ambush highiights growimg freats fo women in Canadian public fife 2022 08 31 (L)

CREST - infroduciory Guwe fo Linderstanding Mesogyny and the Fev-Right 2023 (U)

T CAB 2021-22/38 Election Securnty and the Domestic Landscape: A Companion Threat Overview for SITE TF
2021 07 06 (SH/CEQ)
16
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Tomnta Star- RCMP invastigafing raps threats meds by far-rght figurs abaut Pierms Poilevrs's wife 2022 08 25 (L)

’ Rewtars

* U5 House of Regresentalives Finel Rapont of e Salsct Cammitise fo Invesfigate e January 8 Attack on the Unifed States Capifo) 2022 12 23 (1)
* The Hill - “Saisn sfechion’ mafaric; mars dangerows than you might think 2020 11 12 (1)

" J& Commities: Final Repan 2022 (U]

" GBC - Diisgolon: Whaf to know about the group whose founder shook Piame Pai¥evrs's hand 2022 08 23 (U)

2 |4, 20021-2380E Defining Movamants in the IMVE Space 2021 01 12 [SICEQ)

LIS (4B presenlation 1o REMP February 2023, slide 3 {U)

"

{SICED)

FOOTHOTE 1 = Canadian Cantre for Cyber Securily - HOW TO IDENTIFY MISIMFORIAA TION,
DNSINFORMATION, AND MALINFORMATION February 2022 (L)

Businass Insidar Misinformation vs. disimformafion: What io know about each farm of felse infarmahan, and how fo spod fhem online 2021 (1 15 (U
FOOTROTE 2 - Canadian Centre for Syber Securily - HOW TOIDENTIFY MISINFORMA TION,
DNSINFORMATION, AND MALINFORMATION February 2022 (U}

Businass Insider Misinformation vs. dfsimiamation: What io kngw about each farm of filge infarmation, and how o spof them onfing 2021 (1 15 (L)
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