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WHAT IS FOREIGN INTERFERENCE?

Section 2(b) of the CSI5 Act  Forelgn interference is a national security threat  Foreign interference is
defines foreign interference as ~ and poses a significant problem for the integrity conducted to further the
*activities within or relating to  of our political system, democratic institutions,  interests of a foreign state—to
Canada, that are delrimental  social cohesion and fundamental rights and  the detriment of Canada and
to the interesis of Canada, freedoms. Foreign interference can be a single  its people. It may include
and are clandestine or act, butis most often characterized by systematic  state or non-state entities,

For Public Release

The Government of Canada (GC) severed diplomatic relations
with the lslamic Republic of Iran in Septembar 2012; it
subseguantly declared Iran a state sponsor of terrorism and
listed tha Islamic Revolutionary Guard Corps Qods Force
(IRGC-QF) as a terrorist entity under the Criminal Code of
Canada. In November 2022, following Iran's viclent suppression
of mass protests, the GC designated the lranian regime under
the Immigration and Refugee Protection Act (IRPA}, barring
antry of senior officials of that regime to Canada, Hundreds of
Iranian officials and entities have been sanctioned by the GC
since Octobar 2022, (L/OUQ)

IRANIAN THREAT ACTORS

MINISTRY OF INTELLIGENCE
AND SECURITY (MOIS)

Iran's civilian intelligence
agency responsible for domestic
counterintelligence and foraign
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ISLAMIC REVOLUTIONARY
GUARD CORPS QODS FORCE
(IRGC-QF)

The foreign operations arm of
the IRGC and a designated

IRGC INTELLIGENCE
ORGANIZATION

{IRGC-10)

The intelligence arm
of the IRGC that also
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operations, including counterning

terrorist entity under the Criminal

conducts foreign

deceptive, or involve a threal  activity—a series of aclivities and behaviours that  including proxies and :
operations. (LIIOUO)

Code of Canada. (UWWOUQO
to any person.” (LIOUO) may ocour over time and space. (L//OUQ) co-optees. (UIFOUO) i )

dissant. (UOLIO)

TARGETS TACTICS ty. home to pecple from every comer of the world, including
x & t. Many people have found asylum in Canada after flesing
Iran and the Iranian Intelligence
Sarvices (IIS) are interested in
monitoring, influencing and
clandestinely collecting information
on the Iranian diaspora community
in Canada, including:
« anti-regime activists and political
dissidents;
* human, women's and minority
rights activists;

+ fugitives wanted by the regime,
and others.

On January 8, 2020, the IRGC downed Ukraine International Aidines
Flight PST52, killing all 176 persons on board, including 85 Canadian
citizens and permanant residents. {LOUO)

In many cases, the objective is to
gilence criticism of the regime. The
IS use a range of tactics that are
centred on monitoring, intimidation
and harassment, including:

* direct approaches in Canada;
* the use of social media;

* cyber ”’f?"a_tm“": Wil The Honourable Ralph Goodale, Special Advisor to the Prime
* the monitoring of anti-regime Minister, notad in his December 2020 report, Flight PS752: The

protests outside of Iran; and, Long Road to Transparency, Accountability and Justice, that family
* threats against family

members had reported intimidation, harassment and cyber threats
(UIOU0) and friends in Iran. {Uiio The GC's July 2021 Farensic Examination and Assessment Team
report, The Downing of Ukraine International Airlines Flight 752
Factual Analysis, also referred to numerous cnmplamts from
victims® families who were suspected victims of foreign
interference. (L//OUD)

ded by regime preservalion; they do not tolerale domestic cnticism
Lawful advocacy-regarded by Canadians as a democratic right-
al. even punished, by some foreign states, including Iran. Foreign

Weeks after the crash, many victims' families — several of whom  further sirategic interests of some foreign states. (U//OUO)

had criticized the regime’s initial denial of responsibility, subsequent
handling of the case and callad for justice — experienced harassment
and intimidation. (L//OUO

WHY DOES FOREIGN INTERFERENCE POSE A RISK TO
CANADIANS"

(THR). Although maonitoring, harassment and inlimidation—whether
re representative of FI and TNR activities, they may also be

Iran uses agents, proxies andlor sympathizers who may be witting or unwitting
accomplices. Their immediate objective may include identifying or locating anti-
regime activists in Canada, with the ultimate goal of silencing them. (U/OUO)

eral European countries have publicly
ies targeting their citizens. (LIOUO)

Canada
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THIZ IMFORRATICN 15 SHARED WITH Y¥OUR CRGANIZATION FOR INTELLIGZNCE PLRPCSES OMLY AND MAY KOT BE USED IN LEGAL PROCEEDINGS, ThIS DOCUMERT
hdy BOT GC SZCLASSICICD, DISSCMIMATCD GR DISCLOSCD W WISLE OR 1M PART WITHOUT THE WRITTZN FCRMIZSION 07 C5I5. THIS DOCLMENT COMETITITZS
A RZCORD VWHICH &Y BE SLEJECT TO EXEMPTIONS UNDER THE FEQERALACCESS TO INFORMATION ACT OR FRACY ACT OFR UNDER APPLICABLE PROVINGIAL O
|ERRNCHEIRL L=CISLATICH. 1= & REQUES | FUOR ASC=55 LKD=R [HESEACTS F2 MADE, [HE B=CENVING ACENMSY MUS T CONSUL T CE15 IN KELATCN 10 &PPLYIRG | HE
AVAILAGLE CRCMPTIONS. TURTHZR, G315 WAY TAKE ALL MOCCSSARY STZPS UNDCR SCCTIOM 36 OF T2 CANADA CWIDCNCC ACT OR OTIHER LCGIS,ATION TO PROTCCT
THIS IN=CRMATION. [F ¥ OU LEARM THAT THIS INFORNATION HAS OR M&Y BE DISCLCSED, THAT THESE CAVEATS HAVE NOT BEER RESPECTED IR IF ¥OU ARE UMASLE

TOABID=BY THES= CAYEATS. INFORN C3IE INMEDIATELY.
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