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Biographical Sketch

Professor, School of Information Studies, McGill University
Canada Research Chair in Data Mining for Cybersecurity

P.Eng. (Software Engineering) in Ontario
Ph.D., M.Sc., B.Sc. (Comp. Sc.) Simon Fraser University

Published over 200 articles in the research areas of data
mining, machine learning, Al, privacy protection,
cybersecurity, and crime investigation. Received over 15,000
citations.
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Biographical Sketch

Closely collaborate with Defence Research & Development
Canada (DRDC) in the area of cybersecurity since 2010.

In terms of received citations on authorship analysis, rank
first in the world.

Authorship analysis:

author’s characteristics.
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Disinformation < Anoutspoken politician who
Campaign  advocated for Hong Kong and
Targeting Chinese  democracy and heavily
Diaspora in criticized Beijing’s violation on
Canada human rights.

* Urging the Canadian
government to impose
sanctions on China.

|  Unfavoured by the Beijing
Former Conservative MP Kenny Chiu government.
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Disinformation * InSpring 2021, Foreign

. Influence Registry Act (Bill C-
Campaign 82,

— Impose “an obligation on
individuals acting on behalf of a

C-282 foreign principal to file a return

S when they undertake specific

Foreign Influence Registry

actions with respect to public
L Conservative Office hOlderS"

Sponsor
Kenny Chiu (Steveston—Richmond East)

LURUIUEE R — A potential way to expose the
relationship between agents in
Canada and their ties to foreign
countries.

This act will make more difficult for external states to conduct electoral interference, technological and intellectual property
theft, or even surveillance and operations like the “Operation Fox Hunt” (a global covert operation conducted by Beijing to
threaten and repatriate Chinese dissidents to mainland China).

Foreign influence transparency registry
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Electian ln ¢ 2019: Total number of votes: 41,084

SteveSton Conservative: 17,193
Richmond
East

Liberal: 14,397
Difference: 2,796 = 6.8%

Only need to swing 1,398 votes

* 2021: Total number of votes: 38,949
— Conservative: 13,066 (! 1,331)
— Liberal: 16,543 (1 2,246)
— Difference: 3,477

* (I'have nointeraction with Kenny Chiu
atall.)

https://www.elections.ca/Scripts/vis/PastResults?L=e&ED=59031&EV=99&EV_TYPE=6&QID=-1&PAGEID=28
https://en.wikipedia.org/wiki/Results_breakdown_of the_2021_Canadian_federal_election
https://newsinteractives.cbc.ca/elections/federal/2019/results/riding/21912/



Timeline in 2021
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* 2021-09-02 Wechat Fl registry 0-10.jpg [CCC0000001]

2021-09-02 Wechat Fl registry o-10 transcription.docx [CCC0000002]

4/13

9/2

9/21
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Timeline in 2021

Outside of China | Inside of China

Monitored but not censored, * Monitored and censored

The Citizen Lab: https://citizenlab.ca/zo20/oz/we-chat-they-watch

[CCCo000209]

4/13

9/2

9/21
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Timeline in 2021

Key messages:
* Chinese community in Canada is miserable.

* What is the essence of politics, is plunder, is power.

* Nobody represents the Chinese community in government.
* "l decided to switch to the Liberal Party in this election”

* “Finally, in my own name. Please, help me, don't vote for
O'Toole with your precious vote. Let me, as a member of
the Chinese, be able to live with a little hope and dignity.”

*  CCCoo00201 - This was spread in WhatsApp in Chinese. It is the same copy of the original version from:
https://www.chinesecanadianvoice.ca/141081/

4/13

9/2

9/2

*  CCCo000201 (same article in English) v
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Timeline in 2021

4/13

9/2

9/2

9/9

9/9

2021-09-09 Canadian Tories_ hostile China blueprint_ caters to toxic atmosphere against Beijing.pdf [CCC0000003] 9/21

2021-09-09-Kenny Chiu championed Fl Registry to oppress Chinese - various online media (Within.pdf

[CCCoo00005]
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Today Commercial News S lgf‘é;& ABE | SOFE | BERO | IEES

TRBAY COMMERCIAL NEWS

‘nglish Translation

lease spread the word! Conservative MP Chiu Kam Wing (Kenny Chiu) proposes "Foreign
ower Registration” bill to_suppress Chinese community

‘arlier in the Parliament. British Columbia's Conservative Party MP Kenny Chiu introduced a
rivate member's bill (BILLC-282)--the Foreign Interference Registry Act,.

he bill passed its first reading before Parliament was dissolved. According to the legislative
rocess of the third reading in Parliament, the Foreign Interference Registry Act may become
aw in Canada if Kenny Chiu is able to be re-elected in the upcoming election.

Why must Canadian Chinese pay attention to this bill?

he reason is simple: if this bill becomes law, all individuals or groups that have ties to China
may be considered spokespersons for the Chinese government and thus be required to register
pecifically.

’hat about registration? After registration, activities that associate with mainland China groups,
s well as normal Sino-Canadian economic, cultural, and technological exchanges may be
ubjected to suppression, and the freedom of expression of the Chinese people has a high
robability of being crackdown, resulting in profound negative impact on the Chinese

: hiu), BaifE
ommunity.




Today Commercial News is Pro-
CCP newspaper (part of the
propaganda machine)

Many phrases (highlighted in
yellow) are identical to the
WeChat posts:

Only two possibilities:
1. Direct copy from the WeChat

2/13/24,12:38 PM e RFRESNANRRE [SERD FTEEARE - AR Today Commercial News

. ;
HIE | RINERWARBRE THEDDER . BRTECARK

[2021-09-00] - 2885 A Z5B9

i FBETR (C i VEENSBUESE (Kenny Chiv) , AMEZRRILLC-282, EIR [SMESDRALE] (Foreion Interference
Registryl, s A L BEHI—iE, E — BRI (£, [OPESPIERE] B sAMBARER,
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pOStS (nOt acommon pl’aCtice PRERUDUAZE, REERNNE [BUER| ARENI ANDATEE, SRRTE ﬁEfa‘mEiJ e fx&J RS,

for newspaper.)

2. Both the WeChat posts and
this article come from the
same source.
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* 2021-09 Disinformation about Kenny Chiu’s 2021 election.docx [CCC0000061]
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Timeline in 2021

4/13

9/2

9/2

9/9

9/9

9/10

https://mp.weixin.qq.com/s/ChyQqrvI3QwpZP_NkFGSeQ (Account being hidden already)
The author interpreted that O'Toole would ban all Chinese apps, e.g., QQ, Weibo,
Xiaohongshu, and Alipay.

* 2021-09-10 Election 20210910 O loole and CCP faction in Weixin-translation.docx
[CCCo000205]

*  2021-09-04-weixin-O'Toole bans WeChat.pdf [CCCo000215] '
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Timeline in 2021

4/13

9/2

9/2

9/9

9/9

9/10

9/10-21




Articles Against Conservative and Pro-Liberal

@ 2021-08-12-yorkbbs-O'Toole's China Policy.pdf

@ 2021-09-02-365nettv-Chinese organizations support Davis.pdf
@ 2021-09-02-weixin-Conservative passes Liberal.pdf

@ 2021-09-04-weixin-O'Toole bans WeChat.pdf

@ 2021-09-09 Today Commercial News - Kenny Chiu.pdf
@ 2021-09-09-VanPeople-Chinese Canadian Position.pdf
@’] 2021-09-09-weixin-Cutting Ties with China.pdf

@ 2021-09-09-Weixin-Kenny Chiu.pdf

@ 2021-09-09-weixin-Why oppose Kenny Chiu.pdf

@ 2021-09-13-yorkbbs-O'Toole's in Chinese community.pdf
&\l 2021-09-14-lahoo-Trudeau rising.pdf

@ 2021-09-15-51.ca-Michael Chan-Election analysis.pdf

) 2021-09-19-yorkbbs-anti-Asian.pdf

CCCo0000211-227
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Intentionally Leaving Out Conservative
- Rise Weekly and Rise Home Magazines

BES, s B 5 o WBES, e

PRCTER™
VI e
ARSW@E

NEI -

MAXIME s‘emen

#A & assetsrsaweskiveam & & assets risewsekly.com

* Media targeting audience are Chinese from PRC.
* They were in sync with the CCP propaganda when Russia invaded Ukraine
* They carried Russia/CCP propaganda materials.

*  2021-08-27 t0 2021-09-21 RISE WEEKLY.pdf [CCC0000206; CCL0000235-238]

This magazine did the same in the 2022 Vancouver municipal election.
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Timeline in 2021

Asian-Canadian Anti-Racism Alliance: 300 Pro-CCP organizations

4/10

4/13

9/2

9/2

9/9

9/9

9/10

8/12-
9/19

9/21

h 4

300 Pro-CCP organizations: Similar to the organizations that advertise for 2022 Beijing Winter Olympics.

Though it is called “Asian-Canadian Anti Racism Alliance”, there is no Taiwanese, Koreans, or Japanese organizations.
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Movement on “Asian’ Anti-Racism

& LIGHT Global NEWS Q
= @ ~” ®
Menu Home Trending Watch Local

AD

University of Alberta international student stabbing raises
concerns at school

Global News Hour at 6 Edmonton

By Sarah Komadina & Slav Kornik + Global News
Posted April 26, 2021 116 pm v
4 min read

Man stabbed on University of Alberta LRT platform in south Edmonton

« The victim is an international student from China, but says he
did not feel the attack was racially motivated.

+ Some posts attempted to link the racism incidents with
Conservative.

¢ 2021-04-26 GlobalNews University of Alberta International Student.pdf [CCC0000210]
*  2021-04-16 Epoch Times CCP groups anti-racism.JPG [CCCo000229]
* _ 2021-09-19-vorkbbs-anti-Asian.pdf [CCC0000227]

CCC0000248



Disinformation Campaign Driven by
Fear and Chinese Nationalism

* Spin: Foreign influence registry act - racial
discrimination against the Chinese and operate
surveillance on organizations and individuals in the
overseas Chinese community.

* Spin: (Criticizing CCP) = (Discriminate Chinese)

* Chinese nationalism

Disinformation

NG
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Chinese-language Media in Canada

I EA BT

Social media

AR

weibo.com

TODAY COMMERBCIAL NEWS

China’s State-Owned Media '

TIMES

* Kenny Chiu lost his seat in the 2021 federal election.

* This disinformation campaign shows a “successful” example to manipulate
diaspora communities (via psychology and social connections). The impact
could generate waves that would drown Canada’s democracy in the future.

State-sponsored Disinformation Campaign

Planting seeds

Many
articles on
Chinese

GLOBAL &

WeChat

Communicate with friends in China

Self-censorship

Not promoting CCP but to protect the Chinese community in Canada
Critical moment: election time

Spin the topic to racism O easy to influence.
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Other

dimensions

of foreign
interference

Ultimate goal is to influence Canada’s
policies.

Method: Cultivate an environment that
facilities the growth of CCP’s influence.

Election is just one of the venues.
Research security

— Huawei attempted to recruit me multiple
times. | rejected their offer.

— How does CCP recruit research scholars?
— China Scholarship Council (CSC)

Harassing diaspora and dissident groups in
Canada

— Cyberattack

— Attempted to stop us playing movie in
Montreal

— Threatening phone calls

CCC0000248
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Thank you. Comments? Questions?

Presented by Benjamin Fung
McGill University
https://dmas.lab.mcgill.ca/

“Winnie the Pooh” is banned in China, so I rely on Winnie to prevent my slides from being shared in China. O



