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i orcours when activities are carried out by, or on behalf of, a foreign state-level
are coercive, covert, deceptive, or conuptmg and are contraay to the ;.meaeagn.y vaiues, and
interests of the Euromnn Union (EU) EU Higl { Yand B

o

actor, whsc

M,

W

COVErs ke, areas m‘ attention grouped irto the f ”meg four categories: vatues QOVRINAance, par‘nershlps
and cybersecurity. A non-exhaustive list of possible mitigation measures that can help HEls and RPUs to
develop a comprehensive strategy, tailored to their needs, is outlined below.

# Consult the global Academic Freedom Index {AF} as a first point of orlentation,

® Then conduct a more detailed assessment of the research, educational and institutional
snvirgnment in the country and at the specific partner institution.

& Subsequently, analyse the external actors’ metives for undermining academic freedom and
monitor the external actors’ capacities for restricting andfor instrumentalising European
researchers and institutions.

® Undertake institution and/or project-specific vulnerability assessments

® Review if existing cooperation with extemnal actors has created any dependencies.
= Verify that all partnership agreements adequately protect academic freedom.
= Monitor external appointments as well as honorary degrees awarded to researchers.

® Provide tralning to everyone who interacts with institutions where academic freedom and
universal values are at risk

= Set-up a reporting mechanism to map threats to academic freadom in the institution.

\\\\\

¢ Address specific vulnerabilities once they are identified.

&

Provide training to everyone who interacts with institutions where academic freedom and
universal values are at risk

%

Integrate academic fresdom and integrity into the core curriculum of any academic education
programme.
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¢ Affirm freguently and publicly the importance of academic freedom and integrity.

* Raise awareness among students, academic and administrative staff for the importance and
protection of fundamental academic values

*= Support scholars who work on research topics that external actors seek to supress,

# Launch a dedicated support programme for visiting scholars and incoming students from
countries where academic freedom is threatened.

= Help protect persecuted scholars or students by providing (temporary) sanctuary.

# Consider signing a democracy pledge.

T e . . . . .
o . :

* Avoid stigmatising or alienating students, academic colleagues and institutions in non-liberal
institutional environments,

® Create awareness and understanding of how repressive setiings can affect academic freedom.

* Review standard sthics procedurss to ensure that risky research in repressive settings will
not automatically be rejected {(and theraby repressed) by the relevant committee.

® Provide guidance and tallored technical support on data and digital security to help manage
surveillance risks in repressive settings

= Sat up an emergency procedure to deal with cases of harassment, detention or disappearance.

= {ommit to transparency and screening mechanisms tallored 1o address collaboration with
repressive settings.

: sl Ve 5 Fsaed e P earnedr it Fe A sy S Loy e
X\% Fubiish & Code of Conguct Tor Forelgn iarferengs.
T -

* Ensures protection of:

+ academic freedom;

» data security and intellectual property;

» excellence and openness in research, teaching and support for leaming
+ gthics, integrity and trust.

* includes procedures for

« identification of foreign interference {including data breaches and ethically unsound research);
« whistleblower protection;
« dealing with internal conflicts of interest.
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* integrated with existing institutional structure and responsible for

» awareness raising through education & training;
= monitoring of potential risks;

COMO0000091

» management of research data and intellectual assets in international cooperations and

providing advice and support 1o research groups involved;
» risi management and risk mitigation;
» investigation of foreign interference.

PARTHNERSHIPS
= A Foreign Interference Investigation Committee should ensure that knowledge security and
acadernic integrity is safeguarded in all partnerships by reviewing procedures and expanding
and strengthening them where needed.
* Raise broad awarensss of potential risks involved in engaging in a partnership and of the ways
the institution seels to mitigate them.
& Raise support for a risk management strategy.
® {reate awareness and knowledge of export control legistation and Foralgn Direct Investment
{FD) screening.
= {dentify and protect the institution’s *crown jewels’ and understand the potential technological,
security and economic interest from third countries’
& Define witeria for the reporting of plans for a partnership to the FI Committee and determine
who is aceountable for following up on the reporting.
= Define the minimum levels of due diligence for different types of partnerships.
® The Foreign interference Committes could establish a risk management subcommities or
working group.
@

¢ Develop a positive agenda: identify safe or low-risk areas for international collaboration,

* Prepare for partnership: ensure it is based on a strategic vision as part of internationalisation.

& Develop a sound knowledge of the partner organisation, of its place in the national research

system of its country.

+ Perform due diligence: gather information enabling staff {o assess potential risks with regard

to security, values and reputation.
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& Carefully negotiate partnership agreement: ensure transparent delineation of responsibi
inciuding financial commitments, IPR, data management and Open Science.

= Monitor the implementation of the agreement: focus on issues related to potential foreign
interference.

& Assess the outcomes of the collaboration and draw lessons for future engagement

CYBERSECURITY

= Develop training and organise serminars on all available and implemented data protection
technologies including confidential computing.

® Bducate and train researchers, students, and administrative and support staff in cyber hygiens
and to identify the risks and know how to avold or deal with cyberattacks.

%

* Develop and communicate easy-to-Tollow escalation processes in case of suspected
cyberattacks and advertise a single point of contact for triaging the reporied incidenis.

& Maintaln and communicaie a Tep 10 cybersecurity risk st

3

Publish reqular newsietters with best practices describing cybersecurity incidents.

\\\\\\\ [ . B, el AR S et RS e P o B ey e e P et Sendh oy vy e 3 ot ey O o e S
%:Q\\ AETETE AN Proven QFDarfatlnity Stiloys Trom TOragn iaiverancs Sciars
o i

%

Set up and perform Open Source Intelligence (OSINT) investigations on a regular basis and
create atert capabilities to fag outlier behaviour,

k2

s Develop screening procedures for researchers and administrative and support staff.

@ Procure cybersecurity-certified sguipment and invest in developing confidentiality
protection solutions for datasets including confidential computing.

#

= Implement physical access controls appropriate to the level required.

%

= Develop for the office/corporate activity duster a centralised management approach for operating
systerms and installed applications and disable and remove local administration rights (LAR).

o

@

Enable two-factor authentication (2FA) i access critical services and repositories and maintain
and enforce bleck-lists to prohibit access o known malicious or infringing websites,

\\\\w Srena ard Ten cnned e EIto R TRt s P e e sty g b g o
%\\\%\ HERGNG TH SN rogover Trom QyDerssturing 5

= Develop situational awareness capabilities by sharing lessons leamt and updating shared
blackiists, reputation systems and databases.

# Develop a plan for incident handling which includes clear processes involving both affected
parties and those required 1o handie the response. Adopt practices and elements from incident
handiing models such as the $1M3 Security Incident Management Maturity Model.
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& impiement forensic readiness capabilities to reduce the time to respond.

# Follow disciplinary action for offending staff and in doing so include evidence from the digital
investigation.

& invoive relevant law enforcement agencies, national intelligence and security agencies,
intellectual Property offices, and data protection authorities for incidents.
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Key concepts used for the purposes of this staff working document are set out below:

communication in and with soclety without interference nor fear of reprisal. Freedom of academic research

encompasses the right to fresly define research questions, choose and develop theories, gather empirical
material and employ academic research methods, to guestion accepted wisdorm and bring forward new
ideas. it entails the right to share, disseminate and publish the results thereof, inciuding through training
and teaching. It is the freedom of researchers to express their opinion without being disadvantaged by
the institution or systemn in which they work or by governmental or institutional censorship,

SEHERTINN.
LAV RN

the action of making somebody do something that they do not want to do, using force or threatening
o use foree.

false or misleading content that is spread with an intention io decelve or secure economic or political
gain and which may cause public harm.

bt

&

activities that are carried out by, or on behaif of, a foreign state-level actor, which are coercive, covert, deceptive,
or corrupting and are contrary to the sovereignty, values, and interests of the European Union (EL).

an instiiution which, in accordance with national law or practice, offers recognised degrees or other
recogrised tertiary level gualifications, regardless of what such an establishiment s calied, or a comparable
institution at tertiary level which is considered by the national authorities as eligible to participate in the
Prograrmme in their respective territories;

variety of coercive and subversive activities (e diplomatic, military, economic, technological), which can

be used in a coordinated manner by state or non-state actors to destabilize states and societies, cause

direct damage, or gain leverage, while remaining below the thresheld of formally declared warfare.
false or misleading content shared without harmful intent though the effects can still be harmful, eg.
when people share false information with friends and family in good faith.

o
-
o

pproach to the scientific process based on open cooperative work, tolls and diffusing knowledge, in
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particuiar in accordance with the following elements: {a) open access to scientific publications resulting
from ressarch funded under the Programme, and (b} open access to research data, including those
underlying scientific publications, in accordance with the principle 'as open as possible, as closed as
necessary’.

ces and services for the research communities to conduct research and
foster innovation in their fields, including the associated human resources, major eguipment or sets of
instruments; knowledge-related facilities such as collections, archives or stientific data infrastructures;
computing systems, comimunication networks and any other infrastruciure of a unigue nature and open to
external users, essential to achisve excellence in R&d; they may, whers relevant, be used beyond research,
for exarnple for education or public services and they may be ‘single sited’, virtual’ or 'distributed’;

a country that is not a member of the European Union as well as a country or territory whose citizens
de not enjoy the Furepean Union right to free movement, as defined in Art. 2(5) of the Reguiation (FU)
20186/398 (Schengen Borders Code).

a foreign actor that is typically state-owned or state-sponsored and that engages in foreign interference.
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In the recent decades, resesrch and innovation have intreasingly expanded bevond national borders 1o become
fully internationalised. The creation, accumulation of knowledge and innovative outpuls are nurtured by
international networks of acadermic and technological cooperation. At the same time, the expansion of activities
to countries outside the European Union involves a number of risks and challenges that need o be managed.

Europe's Higher Education Institutions (HE and Research Performing Organisations (RPQ) have & strong record
of intemationalisation. They have Tacilitated the development of intermational curricula, fostered international
research and innovation projects, and supported the circulation of students, staff and knowledge.

As set out in the Communication ‘The Global Approach to R&I™, which describes the new strategy for
international cooperation to face the transformed global environment, the EU's approach is based on a positive
agenda of partnership coupled with the construciive management of differences. Reciprocity, a level playing
field and fair competition across all areas of cooperation must be guaranteed. The EU will seek to maximise
its internal cohesion and effectiveness in its dealings with foreign actors that demonsirate coercive, covert,
deceptive or corrupting behaviour and are contrary to the EU's sovergignty, values and interests.

This Staff Working Docurment is designed to provide information on practices to mitigate foreign imterference
risks to HEIs and RPOs in support of their endeavour to safeguard their fundamental values, including academic
freedom, integrity and institutional autonomy and to protect their staff, students, research findings and
assets. Accordingly, it does not intend to limit intemational collaboration but rather to promote intemational
collaboration that is a3 open as possible and as cipsed as necessary. Moreover, it is not designad to burden
HEls and RPOs with additional adminisiration but to encourage integration of possibie measures as much
as possible in existing structures.

While this document airms to be as concrete as possible, there 15 no one-size-fits-all approach; and each
organisations needs to taillor their own set of measures. It is intended as a toolkit of measures to heip develop
a comprehensive strategy, covering key areas of attention grouped into four categories: values, governance,
partnerships and cvbersecurity.

This Staff Working Document has been co-created with Member States and stakeholders® and is meant
as an inventory of best practices and collection of evidence, which is neither exhaustive nor binding. This
means that although it provides detalled information on & number of issues, there might be slements that
are not included in this document. Moreover, it should be used as a source of inspiration. Member States
and organisations might consider adopting other measures on the same subject. Building resistance and
responding to foreign interference incidents should be done in consultation with and with support of local
and national authorities, where appropriate.

This document is for information purposes only. It does not constitute the official position of the Commission, nor does

it prejudge ony such position.

* European Cornmission {2021) Communication on the Global Approach to Research and Innovation COM{2021) 252 final available at

7 G

? Research and innevation institutions including higher education institutions, Research and Technology Organisations, research infrastructures,
research funding organisations, industry and related associations.
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1.1. FOREIGN INTERFERENCE

While all governments try to influence discussions and decisions on issues of strategic importance to
¥ wws ocours when activities are carried out by, or on behalf of, a foreign state-
tevel actar, whach are coercive, covert, deceptlve or mnuptang and are contrary to the soversignty, valuses,
and interests of the European Union (EU). The o v ot 3 ;
political, socio~cultural, economic, and tedmotagacat interests of the foreign acton

= serve to further the

seendanse Vil radriowe indhrmating i 2
® to unbawTully releieve nforomatios of interest to the foresgn agior

s in favour of the foreign actor
& to undermsine values perceived as contrary to the foreign actor

Forelgn actors may target national authorities and strategically important organisations and individuals
in foreign interference. Targeted organisations can be active In all sectors of sodety including the public,
private, and third sectors. Similarly, targeted individuals can be active at ail levels within their orqamgataonf
or be mcfivscfually of strategic importance. Foreign actors can deploy a number of facy §
insdy e 10 realise their objectives, for instance:

o

= by influential representatives on strategic decision makers

vt in the form of investmeants, donations, funding, and loans
ing peosie in strategic positions who are coerced, recruited, or placed

seusions breaching oybersecurity remotely or physically on location

ocal interests or promoting foreign interests

Forgign interference thus forms a hybrid threat that involves state-level foreign actors and their proxies
who deploy a wide range of conventional and unconventional tactics to achieve their objectives. Any risk
mitigation or response needs to take inte account the hybiid nature of this threat One known target of
foreign interference is Hsgher Education Institutions (HEES) and Research Performmg Grganisations (RPOs).

Some fictive i nclude:

« & research leader ab an RPO which is collaborating with g foreign actor is pressured inte
restricting or canceliing lectures, workshops, confersnces, or projects on specific toplos.
« A foreign actor finances and supports the establishment snd stafing of & language and

vidtural contre at & HED which enables the spreading of propagands, spread of disinformation
and information manipulation and faciitates sspionags.

< & technology transfer offiver &t an BPO is recrdted by » Toreign actor and s subseguently
vosrced or Mackmalisd inlo gaining access to angd sharing confidential research and 1B

12
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« A foreign state-sponsored hacker group runs a phishing campaign on students and staff of
& ME o harvest thelr accounts and gain unauthorised acvess to publications, data, amd cods,

« A foreign actor runs 8 disinformation campaign on social media targeting a research group
or researchers at an RPO and discrediting thelr research on specific topics
This Staff Working Document aims o inform HEly and BPOs about the risks of foreign interference
and help safequard their fundamental rights and value m" academic freedom, integrity, and autonomy
as well as protect their students, staff, research, and inteliectual property. Addressing foreign interference
in HEls and RPOs reguires awareness and vigilance by all members of the academic community, who are
collectively responsible for identifying, reporting, and responding to cases of foreign interference.

This Staff Working Document is net intended to burden HEls and RPOs with additional regulations but
nstead to inform them of the muiti-dimensional aspects of foreign interference and assist them in their

. A comprehensive approach is needed which
comprises four key ha es: awareness; prevention; response; recovery. These phases to a large sxfent
represent the concept of resilience. Fostering resilience in against such threats will allow HE! and RPOs to
be more prepared, give therm the tools to identify such threals early encugh and take the necessary action.
Individuals at all levels in HEls and RPGs first need to be made aware of the risks of foreign interference.
Guidance is secondly reguired on how to prevent suspected cases of foreign interference. Concrete and
timely actions are thirdly required when cases of foreign interference have been confirmed. Plans for
recovery finally need to deal with the negative conseguences of cases of foreign interference.

1.2. GUIDING PRINCIPLES

forsigy interfersnes could be grounded in the legal provisions of primary

Eumpeaﬁ faw glving an Objec:*'sve ard authoritative framework of norms and values. This includes the Treaty
on the European Union (TEUL, Treaty on the Functioning of the European Union (TFEU), European Union
Charter of Fundamental Rights (EUCFR), as weli as the European Convention on Human Rights {ECHR). In
particular, Article 2 of the TFEU states the founding values of the EU as respect for human dignity, freedom,
dermocracy, equality, rule of law, and hurman rights as well as referring to pluralism, non-discrimination,
tolerance, justice, solidarity, and {gender) squality.

Addressing fa % should be grounded in
printiples ensuring academac freedom, institutional autonomy, research integntv and ethics, and excellence

and openness in education and research. These are incorporated in the following documents: the European
Code of Conduct for Research Integrty’ European Charter for Researchers®, Code of Conduct for the
Recruitment of Researchers, the Rome Ministerial Communigué Annex 1 on Academic Freedont, Bonn
Declaration on Freedom of Scientific Research, Lima Declaration on Academic Freedom and Auionomy

3 ALLEA. {2017). The European Code of Conduct for Research Integrity: Revised Edition. Berlin

+ Cornmission Recommendation, 2005/251/EC of 11.03.2005 on the European Charter for Researchers and on a Code of Conduct for the
Recruitment of Researchers
5 bt §

2 Communines Sonex Lodf

13
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of institutions of Higher Education®, Utrecht Declaration on Academic Freedomy, and Magna Charta
Universitatum®™ In particular, Article 179 of the TFEU sets the overall objective of encouraging and
strengthening scientific and technological cooperation and development through a European Research
Area (ERA). Article 165 of the TFEU sets mobility of students and teachers as one of the aims of the
Urion action in the field of education. Ensuring this freedom to be mohile and fostering higher education
autonormy through quality are key elements of the development of & European Education Area {(EEAYS

*are at potential risk from foreign interference: support free circulation of
researchars, knowledge, and technomgy; encourage high-quality research and technological development;
promote competitiveness in research and innovation; support co-operation end interdisciplinarity between all
sectors in thelr research and technology development activities. Free circulation may enabie interference and

reduce the level-playing field and degree of reciprocity between Europe and the world, High-quality research
and technologles arising from support and competitiveness are valuable assets and make Europe a primary
target for interference. Collaboration with countries from outside of Europe may lead to & conflict with value
systems which are not in agresment with European values. Strategies for tackling foreign interference need
to mitigate against such risks while at the same time ugholding and safeguarding these four comerstones
of the ERA The measures o reduce the risk of forelgn interference should be proportionate so as not to
endanger the scientific process which crucially relies on collaboration and knowledge sharing.

) shnendis
THRITTEEE

The planned Fus EA) and the sirategic cooperation framework to achieve it by
2030 are founded on the role of education as promoting democratic vaiues. The EEA will
looking and a catalyst for international cooperation that extends beyond Europe’s borders. This international
dimension recognises that “cooperation in education and training has gradually become an important
instrurment for the implementation of EU extemnal policies, based on European values, trust and sutonomy™!

These are the values that need to be upheld in practice and policy, at national and intemational level

,,,
ik
%
i
3

iso be outward-

Foraign mterference is naturally not confined to Eumpe but is inherently a global challenge which has
§ & Haboratisn, Indeed, international academic
m,laboratm n is an essential asset and s*rategic ;Jitldr for European HEls and RPCs. it s therefore crudial
to maintain and further enhance intemational research and innovation co-operation, whilst ensuring a
robust and trusted system in which the risks of foreign interference are managed and the benefits of
collaboration are realised. Principles for engaging international partners should be further grounded in
international agreements including the Charter of the United Nations®?, Universal Declaration of Human

¢ 68th General Assembly of World University Service. {1998). The Declaration on Academic Freedom and Autonomy of Institutions of Higher
Education. Available at: htip:iia: if

7 AHRI. {2018). Utrecht Declaration on Academic Freedom. Utrecht. Available at:

i 312005 Sodf

& University of Bologna.{1986). Magna Charta Universitatum. Available at: fitg /i msong chariago

ity

Vil canten

cla

% COM{2020) 625 final of 30.09.2020; Council Resolution on “a strategic framework for European cooperation in education and training towards the
European Education Area and beyond {2021-2030)"

1 COM(2020) 628 final of 30.09.2020

1 Council Resolution on a strategic framework for European cooperation in education and training towards the European Education Area and beyond
(2021-2030), 19 February 2021

12 United Nations. {1945). Charter of the United Nations. [online] Available at: hit:

14
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Rights®®, and the United Nations Sustainable Development Goals (SDGsY. Europe should stay 'open to the
world ™ yet be vigilant and ready to respond to foreign interference.

1.3. HEls AND RPOs AS TARGETS

Scientific research is a collaborative process by nature in which researchers and organisations typically
build upon sxisting research and collaborate to further scientific development. This open and collaborative
spirit enables the success of HEls and RPOs but also may open them up more sasily to foreign interference.
HEls and RPGs are of particular interest to foreign actors due to thelr prominent role in society, their co-
operation with the public, private, and third sectors, and their creation of knowledge and innovative new
technologies that are crucial for tackling sodietal challenges and ensuring prosperity and are often relevant
for dual civil and military usages.

HEis and RPOs are a key pillar of society and reflect in a way the values of their countries. They educate
students who become key members of society. They conduct research and create knowledge that serves
to increase our understanding of the world and guide society with reason and svidence. Their researchers
are experts in thelr fislds and act as knowledge gatekeepers providing critical and reasoned viewpoints on
important societal topics that feed into public perceptions and influence policy making. This is especially
important for tackling fake news and building resilience to information manipulation and disinformation,
facilitated by the rising dominance of sodal media and aiternative popular news outlets that are increasingly
vulnerabie to instrumentalisation by foreign actors. HEls and RPOs are furthermore bastions of free speech,
promoters of critical and independent thinking and protect the freedom of academic ingquiry. Foreign
interference aims to disrupt and undenmine these roles, and by extension, forms a threat for society as
a whole.

The research that HEls and RPOs conduct is crucial for a developing society and market economy. They
probe the nature of all the sclentific domains of natural sciences, enginesring and technology, medical
and health sciences, agricultural sciences, social sciences, and the humanities. Their outputs produce
value across all sectors of society and form the backbone of the knowledge economy. New discoveries
fuel technological innovation leading to a higher quality of ife for citizens. Mew products and services
lead to a thriving market place and economic prosperity for a couniry. Collaborative and interdisciplinary
research, in particular, is vital for addressing the socletal challenges of our times and realising the SDGs.
Forgign interference aims o not only scientifically and economically profit from targeted assets, but to
disrupt the scientific, economic, and sodial development of targeted countries.

Forelgn actors further target HEls and RPOs because they are espedially wulnerabls o inderference
stiacks. They are typically large organisations serving many students and/or emplaying many temporary
and permanent staff across various departments. This allows for multiple entry points and individuals
to target for attacks. They typically manage large-scale information and communications technology

13 United Nations. (1948} Universal Declaration of Human Rights. [online] Available at: hit:

4 United Nations. {n.d.). About the Sustainable Development Goals. Available at: i1t5:

SR

15 European Commission. {2016). Open Innovation, Open Science, Open to the World. Available at: i1tins
1 P10k Glaal il
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infrastruciures, whereby cyberattacks can disrupt the activities of students and researchers and give access
to entire netweorks and databases. Values of operness and collaboration, which are crucial for science
to progress, condition students and researchers to be open and trusting of colleagues and coliaborators.
Often tactics of interference include calling on the patriotic duty of foreign nationals with whom scientific
collaborations are established. The objectives and factics of foreign interference aim to exploit these
vulnerabilities at HEls and RPQs.

1.4. IMPLICATIONS FOR HEls ARD RPOs

The hybrid nature of fu & Farance g vnsltialily ;
across levels and individuals at HEls and RPOs. The main ijectlve; andd mtended outcomes of forengﬂ
interfersnce complement each other and serve to disadvantage HEIs and RPOs o the benefit of state-
level foreign actors as in Table 1.1 These foreign actors deploy a combination of tactics, techniques and
procedures against HEIs and RPOs as in Table 1.2, The actual targets of foreign interference are strategic
individuals in positions at all levels in HEls and RPOs as in Table 1.3,

Table 1.1: Possible Objectives and intended Outcomes of Foreign Interference

DRIEUTIVES INTENDED QUICOMES

Access confidential inforrnation, network infrastructure, (high-performance)
cornputing infrastructure, physical asset management, core services managernent,
research squiprment, research methodologies, research data, research sofiware,
research publications, IPR, and personal data

Retrieve nformation

Influence dedisions snabling the retrieval of information and the undermining
of valuss as well as giving a strategic and compstitive advantags, favouring
involvernent in collaborations and prajects, and influencing the selection of
students and staff

Infhience decisions

Discredit and breach human righis, dernocracy, freedom of speech, and the rule

of taw as well as values linked to research and education including academic
freadom, openness, transparency, accountability, ethics, integrity, trust, privacy, IPR,
and mutually beneficial collaboration

Urdermine values

Table 1.2: Possible Tactics and Technigues of Foreign Interference

TacTing TECHMInUES

fmproper attempts by high-tevel representatives of national authorities or
Folitioal prossure politically linked organisations to pressure strategic decision makers with favours
OF FepErcusSHoNs

Creating finandial dependencies through investrents in large-scale projects and

joint ventures in the local or foreign country, donations to an endowment fund or
for specific programimes, funding for research projects or specific initiatives, and

loans with or without Favourable conditions for specific projects and vantures,

Financial suppart
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Coercing in the short-term of racruitment in the long-term of individuals in
Explniting people strateqic positions via sodial engineering, bribes, blackmail, or intimidation as well
as the selection and placernent of allied individuals in strategic positions

Remote unauthorised access via phishing, hacking, or matware and local
Digitad Intrusions unauthorised access via computer terminals or wifl into digital networks and
databases as well as any authorised access for unauthorised usages

Disseminaticn of false and/or misleading information that discredits loral
fnformation viewpoints or promctes foreign viewpoints via the internet, sodal media, and online
manipuiation or physical fectures and events. Manipulation of discourss through the use of

inauthentic accounts, fake wabsites, fakes personas and information suppression,

Yable 1.3: Targeted Positions and Individuals of Foreign interference

TARGEIRD POSITIONS TARGEIED INDIVIDUSRLE

Students Bacheler and master leval students
Researchers Early-career and senior researchers
Administrative staff HR,ICT, legal, finandal, policy, and project management staff

Ressarch suppert staff Library, IPR, technaology transfer, and research managerment staff

1.5. IMPLICATIONS FOR OPEN SCIENCE

The pursuit of sclentific knowledge and discoveries is a ¢
Researchers build upon the work of past and present mlteagues and cctlabcra“e Withm and across distiplines
to address complex scientific and societal challenges. Yet researchers also compete with sach other for
research positions, funding, and awards as well as to bring innovative products and services arising from
their discoveries to the market And HEls and RPOs themselves compete with sach other for prestige,
resources, and rankings as well as the ability to attract the best students, researchers, and collaborators.
There is thus an ever-present tension between the need to collaborate for the good of sclence and the
need o compete for the self-interest of researchers and organisations.

methoda.og 5 and autpu.;. An exarerbating factor is the primary focus in academia on pub ashmg research
esuits in prestigious journals and bringing innovative outputs to the market. The rise of digitisation and the
internet has resulted in increasingly ideal supporting conditions for researchers to collaborate and share
research outputs. Indeed, the main objective of Open Science is to take advantage of digital technologies
and enable researchers to collaborate and share their research more openly and effectivel

The realisation

of Open Science is a policy priority of the European Cormmission and the European Open Sclence Cloud
{EQSC), in particular, will be a key enabler of Open Sclence.
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Open Sclence consists of a range of praciices to provide fransparency 1o research work in order 1o safeguard
scientific integrity and facilitate coilaboration and sharing. The most prominent practices i Dpen Soleng
forus on reproducibility and open access of publications, data, and software. Reproducibility means that
results obtained from a research study should be achieved again, with a high degree of agreement, when

o

the research study is repiicated by other researchers using the same methodology. In practice, this means
that research studies should be published and desaribed in enough detall so as other competent researchers
are able to replicate the study. Open Methodology aims to open up the methodological aims and steps
behind a research project as well as giving access to notes, protocols, workflows, and developments during
the project. Open Access for publications gims to replace the subscription-based system of closed academic
joumnals and open up the access to publication without embargoes and fees for readers. Open Access o
data aims to open up research data to be freely used by others, and to make research data Findablg,
Accessible, Interoperable, and Reusable (FAIR). Lastly, Open Source alms to open up the software code and
algorithms behind programs and applications that crucially support research,

it is important to note that Open Sdence is not necessarily binary in the sense of open versus closed,
but is rather a spectrum of openness, where different types and aspects of research outpuis can be
opened or not depending on the nature of the research. This Is reflected In the motto 'as open as possible
and closed as necessary’. Research outputs may justifiably not he opened for privacy, security, political,
nilitary, and cormmercial reasons. The broad application of Open Science principles challenges the concept
of interference by foreign actors since, by definition, information is in the open and available to all. The
drive towards openness, nonetheless, neads to be carefully examined in the context of balanced benefits
of openness versus closeness, While the goal of Cpen Science is that ultimately all scientists around the
world opery up their research as much as possible, such an open approach may be disadvantageous to
researchers, organisations, and countries when foreign actors are not reciprocating but instead exploiting
openly available materials solely for their own advantage.

g I ssearch mathodelogiss shows no immediate disadvantages o foreign interference.
Project descnp' ions and detalled plans for projects solely explain a project and could be shared unless the
project is of a sensitive or confidential nature. Sharing projett notes, such as laboratory notes, during the
implementation of the project should similarly not be problematic as the researchers themselves choose
what they want to share and make an assessment. There is a risk, however, that methodolbgical notes which
upon the time of release seem innocuous could later have implications for foreign dual use applications
as the project progresses or new discoveries are made. An element of foresight is thus needed in opening
up potential dual use research. Also, foreign actors could collect information from different sources and
collate them in order to reconstruct the big picture. Therefore, it is important to ralse awareness and
develop tips-and-hints to identify potentially sensitive information,

i 5 = similarly shows no immediate disadvaniages to foreign interference,
Re;earch is typically only published whern the researchers are ready to share thelr resulls and after
undergoing an exiansive peer review process by specialists in the fleld. Potentially sensitive findings for
dual civil and military use are thus typically not chosen to be published by the author or could be flagged
during project monitoring or in the peer review process. There should also be no issues with 1P as this
should have been clarified, and patent applications filed, before submission and publication of the research.
A assessment may need to be made, however, of possible strategic and competitive disadvantages to

18



COMO0000091

prn

Tackling R3d foreign interference - Commission Staif Working Document

the mass accumulation of open research publications and future deployment of machine leaming and
artificial intelligence on coilections of publications for new and unforeseen discoveries. This aiso applies
to subscription publications which can be accessed by foreign actors.

i eareh dats sels requires caution to safeguard against foreign interference. The core of
the research enterpnse is the collection and curation of data. This data can be opened and updated during
the course of a project or after the project has ended. The findability of the data depends on its descriptive
metadata and the usefuiness of the data depends on its format. As the researcher makes the judgement on
whiat data is to be published and how, taldng institutional and funding policies into account, no sensitive or
confidential data should in principle be released. The review of published data sets is, however, not common
and should be further developed and supported In future. Sirmilar to open publications, an assessment may
need io be made on the mass accumuliation of open data sets and the deployment of machine leaming
and artifivial intelligence on such data sets. it should be noted that there are no common standards for
opening data and therefore rmuch open data does not have metadata or s not usefully structured to be
meaningfully exploited. International initiatives promoting open research data standards and platforms
should be encouraged when they aim to provide a level-playing field in terms of research data sharing in
a particular domain {e.g. COVID-19)

FAIR date sels are less vulnerable than open data sets as they are not by necessity open. That is, FAIR
data does not need to but can be open just as open data does not need to but can be FAIR. These data sets
are provided with metadata that foliows the FAIR principles so that machines can find the data and then
help researchers to exploit the daia. As opposed to open data, FAIR data can be accessed under privacy
conditions so that there is an agreement as o how to access and further share or restrict the data. FAIR
data can also be accessad via data visiting, whereby the data is siored at the host organisation and can
only be accessed by a smart algorithm that can perform gueries on the data. In such cases, the level of
access 1o the data is determined by the researcher, organisation, or national data laws. FAIR data that is
not open therefore poses no immediate disadvantages to foreign interference. FAIR data that is also open,
however, shouid be treated as machine-readable open data.
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o8 & ars, lastly, shows no immediate disadvantages 1o foreign interference.
Research sof‘t‘vare can serve to run expenmental equipment or perfonm analyses on research data The
importance of the software s directly linked to the role of the equipment and the nature of the research
data Once again, the researcher makes a judgernent on epening up the software so that nothing is shared
that may pose potential risks. Even then, having the software may not be useful without access to the
related sguipment or data An assessment will need to be made on the mass harvesting and combining
of software via machine leaming and artificial intelligence in the future.

isis especsally relevant given -:he deveaopment of EOSC which aims to provsde access to
research in Europe and enable machine learming and artificial intelligence to combine research daia and
identify new correlations and discoveries. In any case, the researchers themselves, taking institutional and
funding polidies into account, are responsible for determining what should be opened in Open Science. Any
risks to opening research can thus be mitigated by informing researchers about foreign interference and to

19



COMO0000091

prn

Tackling R3d foreign interference - Commission Staif Working Document

forward think about potential implications of their research for future civil and military exploitation before
sharing What seems at first glance to be ‘safe’ research could prove though interoperability to have dual
use applications by foreign aciors in the future.

1.6, MULTI-DIMENSIONAL APPROACH

s Indesd, pubiac institutions,

SMEs, large companigs, and NGOs as well as the col ,abora*'mns between *’hem and with HEls and RPOs
are also at risk. For HEls and RPOs, the risks extend across all research activities, scientific domains,
research outputs, and individuals at the organisations. A multi~dimensional approach to identifying and
addressing foreign interference at HEls and RPOs is therefore needed that takes all of these dimensions
into account. Ensuring a safe research and education environment is a responsibility of HEls and RPQs.
Being aware of and protecting against forgign interference, however, requires a shared responsibility of
both the organisations and their students andfor staff

Forgign interference can constitute an element of Hybrid activity, As mentioned in the "The landscape of

Hybrid Threats: A conceptual model™®, financing of cultural groups and think tanks as well as influencing
of curricula and academia are listed as possible tools of hybrid activity. An actor can affect the target
state's education either by changing the views of key individuals, such as teachers, guardians, reciors, civil

servants or policy-makers, or by changing the educational curricula,

A balmnos is neaded between mamtammg vugilaraae and reduring risks versus ensuring effective and

a culture of fear towards collaboration with foreign researchers or organisations but rather a culture of
awarenass and collective responsibility to combat foreign interference. Responses should be proportionate
to the risks, scope, and character of the collaboration as well as be informed through due diligence and
information from multiple sources. The possible measures presented in this Staff Working Document serve
as an initial introduction to developing strategic policies against foreign interference at HEls and RPOs. It
is expected that HEls and RPOs will build upon these possible actions and tailor thelr own internal actions
according to thelr specific needs and environments. Additional tools may need to be developed {including
context-specific risk assessments, checkiists, screening mechanisms, and best practices) to support HEls
and RPOs in identifving and addressing gaps.

The Staff Working Document is structured around Four swerarching aress for HEly and 8803 to organise

; addresses the values of HEls and RPOs that are

% deals with governance structures at HEls and RPOs o
BF 4 focuses on the risks to partnerships between HEls and RPCs and

foreign actors. {ha ] s the cybersecurity risks to HEls and RPOs posed by foreign interference.

Each chapter conclude; wath a concrete set of potential measures on how 1o address the identified risks

of foreign interference.

their strategac planmng on foresgn interference. Cha

stsralliioablics:
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2.1, INTRODUCTION

In an era of academic and research intemationalisation on the one hand, and a “third wave’ of autocratisation

on the other*” European HEls argd RPQs are facing new challenges to their free and rights-based operation.
These challenges arise from interaction with institutions and individuals that often enrich ressarch and
teaching but, at the same time, work in an environment where academia is systematically controlled.
Sometimes, the very openness of free universities towards scholars, researchers and students from other
countries, the research carried out globally by their academics, and numerous other forms of international
exchange and collaboration that are key to universities’ success put the unhindered operation of academics
and researchers at risk.

Principles of human rights, rule of law, and democracy come under pressure, be i because autocratic
and illiberal governments exercise direct control over international academic and research cooperation,
or because HEls and RPUs that are beholden to repressive governmants mediate that control Repression
of free academia beyond borders endangers scholars and/ or students and induces self~censorship. It can
also compromise academic administration. Risks encountered in this context crystallise as threats to the
principles of arademic freedom and integrity.

The "freedom indispensable for scientific research” is a universal right, recognized by the International
Cavenant on Eronomic Social and Cultural Rights, which has been ratified by more than 170 states o
date ¥ It is also recognised as foundational in the EU treaty system. EU Member States reconfirmed their
commitrnent to this freedom in October 2020 by issuing the Bonn Declaration on Freedom of Scientific
Research.

Ensuring fundamental acadermic values is one of the key commitments of the Bologna Process. in the Rome
ministerial Communigué of Novemnber 2020, Ministers stated that they commit to upholding institutional

autonormy, academic freedom and integrity, participation of students and staff, and public responsibility
for and of higher education. They adopted the definition of academic freadom as freedom of academic
staff and students to engage in research, teaching, leaming and communication in and with society without

interfersnce nor fear of reprisal.

The realisation of academic freedom depends on respect for other values, rights and prindples, including
freedom of speech - a fundamental right of everyone, including but not limited o academics and
researchers. The specific requirements flowing from such principles must be responsive to the evolving
{and in different EU Member Siates, somewhat differently institutionalised) university enviromment,

Sections 2.2 and 2.3 of this chapter prepares the ground for a rights-based assessment and discussion of

¥ Anna LUhrmann, Staffan |. Lindberg,
1113} : {3
1B gt
Committee on Economic, Social and Cultural Rights,

“A third wave of autocratization is here: what is new about it?,” in Democratization 2019, Vol. 26, No. 7, 1095~

;, and General Comment Number 25 of the UN
nbalno=CRO
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current threats to academic freedom and integrity in the specific context of academic intemationalisation
{section 2.4). The chapter concludes with potential measures on how o manage risks and respond to
actions that compromise academic freedom.

2.2. ACADEMIC FREEDOM AS A UNIVERSAL
RIGHT AND PUBLIC GOOD

Although academic freedom is often referenced in discussions about academic exchange, little attention
has so far been given to how the concept of academic freedom should inform our understanding of the
threats that are the focus of this Staff Working Document. Accordingly, this section briefly cutlines major
conceptual features and debates relevant to the discussion.

At its most basic, the concept of academic freedom reflects the insight that it is important for academics
and researchers to be able to work and students to study free from undue constraints or interference,
and it is often described as a precondition for academic excellence. But even though it may be tempting
to make an argument for freedom simply by pointing to its social usefulness, the concept calls for an
account that recognises its interdependence with a wider body of values and principles. The Parliamentary
Assembly of the Council of Europe, in its report on Threats to academic freedormn and autonomy of higher
education institutions in Europe,” has characterised academic freedom as fundamental, on the one hand,
to furthering research, the pursuit of truth, research collaboration and the guality of higher education’ as
well a3 ‘essential to democratic societies.!?

Acoderic freedom as a universol ideq. Historically, the idea of academic fresdom has been articuiated and
defended in the wake of events that threaten these freedoms, and there has not been a linear progression
towards better protection. In the 19605, United Nations member states negotiated a binding obligation by
including a guarantee of the freedom indispensable for scientific research in the International Covenant
o Economic, Social and Cultural Rights (artl

ie 15120 Later important documents include the 1988 Lima
Declaration on Academic Fresdom and Autonomy of Institutions of Higher Education?!, the 1890 Kampala
Declaration on Intellectual Freedom and Social Responsibility?®, and also the 2013 Hefel Statement on
the ten characteristics of contemporary ressarch universities?’, to name bt a few declarations from
around the world. The member states of the United Nations Education, Science and Cultural Organization
{UNESCO) have also committed to academic freedom by issuing several recommendations, notably the
UNESCO Recommendation on Science and Scientific Researchers, adopted in 2017, and the earlier UNESCO
Recommendation concerning the Status of Higher-Education Teaching Personnel, adopted in 199724 The
Bologna Process recognises the importance of education and educational cooperation in the development

13 Mr Koloman Brenner, Committee on Culture, Science, Education and Medla of the Council of Europe Parliamentary Committee, Summary
Rapporteur Report, 16 October 2020. ixtins:

2% International Covenant on Economic, Social and Cthural R!ght; (adopted 16 December 1966, entered into force 3 January 1976) 993 UNTS 3
{ICESCR).

2 Available online here: Iz
22 ;,‘
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and strengthening democratic societies since the 1999 Bologna Declaration® and emphasises that in
international academic cooperation and exchanges, academic values should prevall, as stated in the Berlin
Communigqué.”® The Bologna Process recagnises the importance of education and educational cooperation
in the development and strengthening democratic societies since the 1999 Bologna Declaration and
emphasises that in intermnational academic cooperation and exchanges, academnic values should prevall,
as stated in the Beriin Communiqué

The European Union and its Member States have articulated, debated, codified, and institutionalised
the principies of arademic freedom and academic integrity, principles which the European Union itself
understands as fundamental The EU Charter of Fundamental Rights, for instance, describes the Union
as ‘founded on the indivisible, universal values of human dignity, freedom, squality and solidarity’ and
‘hased on the principles of democracy and the rule of law’ in the Preamble® And the Bonn Declaration
uneguivorally recognizes universality in the very first sentence: “The freedom of scientific research is a
universal right and public good.”

2.3, ACADEMIC FREEDOM AS A FUNDAMENTAL RIGHT IN THE EU

Academic freedon:

{s defined as Freedom of arademic stalf and students to engage inresearch, toaching, learming
ared communication in and with society without interference nor fear of ropeisal® Scientific
and asademic freedom arg set as one of the three key areas in which the Buropsan Higher
Education Ares cooperates with the European Research Area, Freedom of scisntific research
gncompasses the right to freely define research questions, choose and develop theories, gather
smpirical material and employ academic research methads, to question accepted wisdom and
bring forward new ideas. 1§ entails the right to share, dissominate and publish the results
thereof, including through training and feaching. B is the freedom of researchers 1o oxpress
their opinion withoul being disadvantiaged by the institution or sysiem in which they work or
by governmentsl or institutional censorship. 1t s alse the freedom to associate iy professional
or represeriative academic bodies. Freedom of scientific research reguires physical and virtual
minhiity In pursult of one’s research work, requires a culture of gender equaiity, the freadom
o interact with students and colleagues. Froedom of scientific research is informed by the
standards of academic disciplines, Af the same time, i enables ressarchers to challenge
these standards when and if new research resulls bagin to gusstion thele current validity @

Within the EU treaty framework, an explicht legal guarantee for academic freedom can be found in Articie 13
of the Charter of Fundamental Rights, 'The arts and scientific resegrch sholl be free of constraint. Academic

2 |bid.
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freedorn shall be respected ™ Similar to other rights which require states not only to prevent these rights
to be violated by public authorities, but also to actively promote the right and to profect against threats
from third parties. Article 13 of the Charter imposes positive obligations to promote the right and to protect
against coercions including also from third parties. The EU member states have committed to a normatively
ambitious and comprehensive interpretation of this freedom, which reflects the principles of rule of law
and democracy so central to the EU project, both in terms of the EU’s internal values, and in terms of its
interaction with other systems. Thus, for example, Article 2 of the Treaty on European Union states that
The Union is founded on the volues of respect for human dignity, freedom, democracy, equality, the rile
of low and respect for human rights, including the rights of persons belonging o minorities. These volues
are common to the Member States in o society in which plurdlism, non-discrimination, tolerance, justice,
sediclarity ond equality between women ard men prevail’ ¥ Article 179 TFEU acknowledges the need for
researchers 1o cooperate freely across borders within the ‘European Research Area’ and Article 165 defines
rmobility of students and teachers as one of the main alms of the Union action in the field of education.
Against this background, it is not surprising that EU institutions, notably the European Parllament, and EU
Member States have responded to perceived pressures on academic freedom through external exchanges
by adopting several resolutions and declarations relevant to our discussion™?

Acodernic freedom and integrity os interdependent and structurolly complex ideas. Academic freedorm is
part of a wider web of interdependent human rights, such as non-discrimination rights, freedorm of speech,
association and movement as well as Uberty of person. This is important to understanding the complexity
of threals to academic freedomn since academic freedorm may only be fully guaranteed through respect for
all human rights, understood as indivisible from each other and from the values of a democratic society™

As stated by a recent decision of the Court of Justice of the European Unior®, the concept of academic
freedorn includes not only substantively autonomous research and teaching that is free from state
interference, but alse its institutional and organisational framework. Affiliation with a state or private
university is, in practice, an essential condition for academic research. The university serves as a platform for
academic discourse and a network and infrastructure for teaching staff, students and donors. Consequently,
the concept of academic freedom cannot be isolated from other fundamental academic values like
institutional autonomy, of the participation of staff and students in higher education governance.

It also means that the individual person’s enjoyment of acadernic freedom is central, and that the institutions
hosting and nurturing teaching and research can be both victims and perpetrators of violations of the
principle. Academic freedom therefore must not only be protected against interference by state actors, but
also — within limits - external norrstate actors such as private businesses > |t also operates intemnally, that

* Available online here: §
g

SUTGRR S { =i VLA ZMERZETT

*2 In addition to the Bonn Declaration, see European Parliament, Resolution on the state of EU-China relations, 12 September 2018; European
Parliament, Defence of academic freedom in the EU’s external action, 29 November 2018.Disucssed in detail in section 11

33 The relationship between human rights and democracy is subject to debate but the EU affirms both as indispensable. The EU Human Rights and
Democracy Action Plan for 2020-2024 requires the European Union to: “Support action to protect academic freedom, the autonomy of education
institutions, as well as their capacity to provide online and distance learning. Promote the implementation of human rights education on the basis
of the World Programme for Human Rights Education”.

3+ Judgment of the Court of 6 October 2020 in Case C 66/18 European Commission v Hungary. Available at:t
5 e HARSLAPES RH 828 vl 2]

¥ See e.g. John Gerard Ruggie {draft, June 2017), ‘The social construction of the UN Business and Human Rights Principles,’” Corporate Responsibility
Initiative Working Paper No. 67. Cambridge, MA: lohn F. Kennedy School of Government, Harvard University.
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staff and activities of students. Thus ags

2.4, UNDERSTANDING THE RISKS POSED BY INTERNATIONAL
EXCHANGE AND COLLABORATION WITH REGARD TO
ACADEMIC FREEDOM

Exchange and collaboration in academia encompasses activities and programmes ranging from students
opting to study abroad to coliaborative transnational research projects, foreign campuses, and intemational
travel by scholars. The European Union has recognised that internationalisation is central to many of the
most meaningful and valuable academic endeavours. Through many of its programmes and meachanisms,
the EU has evolved into an active and major global supporter of academic internationalisation For example,
4700 participants from 124 nor-EU countries participated in the research programme Horlzon 20290, which
‘dernonstrates a very broad international outreach attracting talent frorm around the world in particular
from higher education organisations.®

However, the dissemination of principles and institutional or political practices is never unilateral The
challenges to liberal democracy mentioned ai the beginning of this chapter have also significantly affected
the ability of academic communities to operate freely and with integrity. Interational academic exchange
and collaboration with countries undergoing autocratization, as well as with established autocracies, where
academia is subject to invasive or repressive controls, can effectively 'export’ these problems beyond such
countries’ borders. This is done, for example, by controlling citizens working abroad, by obligating them to
regularly report to embassies, by incentivizing scholars and students to report on each other, by surveying
and even censoring digital communication - including but not limited to virtual classrooms ~ by harassing
or detaining critical scholars when they return home, or by harassing family members that remain at home
or even taking them as hostages. The export of repressive controls also includes pressurs on academic
publishing houses in liberal democracies o censor content, the denial of visas for critical scholars who
seek to visit repressive countries for thelr academic work, and the insertion of legal clauses in cooperation
agreements of the academic institutions in the European Union that effectively turm them into enabiers
of acadernic freedom violations.

Last but not least, authoritarian practices include atternpts to co-opt scholars and institutions. While all
states engage in public diplomacy — and there is nothing wrong with that - covert efforts to incentivize
academics through funding, honorary titles, paid positions and other privileges, constitute a threat to
atademic freedom and integrity and can therefore be perceived as foreign interference. This is the case when
scholars are nudged or threatenad into normalizing intrusive political control over academic institutions.
In addition to attempts at influencing individual scholars” behaviour, the normalization of repression can
also take the form of highly visible agreements and declarations with prominent academic institutions in
Europe, thereby bolstering the reputation and legitimacy of research institutions in repressive contexis.
Researchers in Europe and abroad who understand the propaganda efforts that underlie such statements

3 ‘Frorn Horizon 2020 to Horizon Europe,’ February 2019, available online at i3

srgwindoe subbostions ool snd datafdessments/BI000 moniteiing £
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perceive European institutions’ approval as wilful ignorance or, even worse, as compiicity. In combination,
authoritarian praciices and their accommeodation risk fostering a climate of fear and hindering scholars
from searching for truth. AL the core of this risk are conflicts of interest,™ principles and values.

Activities detrimental to academic freedom and integrity may be carried out not only by actors ariginating
from autocratic countries or institutions Cautocratic actors’). Such activities can also originate with actors
irt democratic settings, such as for-profit research funders that prioritize thelr own interests over sound and
reliable research, or universities conciuding agreements resulting in seif-censorship, or academic publishers
deciding to accept and implement censorship instructions from a foreign government or other actors.

Iy light of these realities, the new Horizon Europe programme {which builds on Horizon 2020 and runs from
2021 to 2027} highlights the importance of academic freedom. it expressly refers to article 13 of the Charter
of Fundamental Rights and commits to promoting the respect of acadermic freedorm in all countries that benefit
from the programme’s funds. Similarly, according to Regulation 2021/817 establishing Erasmus+, it should
be ensured that academic freedom is respecied by the countries receiving funds under the Programme ™
Fundameantal academic values will be the backbone of the higher education transformation agenda

2.5. POSSIBLE MEASURES TO REDUCE AND MANAGE RISKS TO
ACADEMIC FREEDOM AND INTEGRITY IN EUROPE

In light of the diversity of universities and research institutions across the European Union, there is no
‘one size fits all’ solution. & risk management and response strateqgy tailored to the specific institutional
environment of each system [s indispensabie, because spedific institutions” vulnerabilities as well as students
and individual scholars’ exposure to threats that undenmine academic freedom and integrity vary greatly
from system to systern. Having said this, it is suggested that it is possible to articulate some rules and
principles that apply across a variety of different institutional settings:

For countries where academic freedom is generally well respected, there is no need for a detalled assessment
of values at risk. However, academic cooperation with institutions or individuals from countries where academic
freedom is under pressure always reguires risk analysis and the development of a mitigation strategy. This means
that it is important, in a first step, to identify countries of concem for the purposes of the present discussion,

The global Acadernic Freedom Index {(AFi) provides a first point of orientation. This index makes country-level
data available o {1} the freedom to research and teach; (2) freedom of academic exchange and dissemination;
{3} institutional autonomy; (4) campus integrity; and (3) freedom of academic and cultural expression. The
agoregate AF combines all five indicators into & score between § and 1, with ¢ being the botiom of the scale®

37 “A conflict of interest is a set of circumstances that create a risk that professional judgment or actions regarding a primary interest will be unduly
influenced by a secondary interest.” Amerlcan Association of Umver5|ty Professors (2014), Recommended Principles to Guide Academy-industry
Relationships, The AAUP Foundation, } 2 % ; af

8 See Recital 65 of Reg. 2021/817 whlch reads : “In llne thh Amcle 13 of the Charter, it should also be ensured that academic freedom is respected
by the countries receiving funds under the Programme.”.

38 The Academic Freedom Index was developed cellaboratively by experts at the Global Public Policy Institute, the Friedrich-Alexander-Universitat
Erlangen-Nirnberg, the Scholars at Risk Network, and the V-Dem Institute. For an introduction to the Academic Freedom Index and guidance
on how to use it in day-to-day operations, see Katrin Kinzelbach, ilyas Saliba, Janika Spannagel, Robert Quinn, ‘Free Universities: Putting the
Academic Freedom Index Into Action,” GPPi, March 2020, f:tins 5
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When dealing with counterparts in countries where academic freedom is not well profected (AFI status
group C or lower, Le. AF scores < 0.6}, research institutions could:

« Conduct & more detailed assessment of the research, sducation and instititional
grviromment i the country and at the specific partner institition note that there may be
subenational differences which are not captured by the AF scorel

< Anulyse the external actors’ motives for undermining academic Freedom, and how these
motives may relate o spedfic educational and ressarch endeavoirs conducted by Eiropean
researchers and institutions.

= Monior the external aclors’ capacities for restricting andd or instrumentalising European
researchers and institutions.

= {onsider the security implications that may coour during cooperation with academin

institutions operating in third countries with restricted academic freedom.

In addition to understanding extemal actors’ motives and capacities for undermining academic freedom, it
is cruciatly important I analyse the structures and mechanisms that can lead academic actors in Europe to
become complicit with such attacks. Often, the precondition for the success of extenal attacks on academic
freedom in Europe is active cooperation of {in the case of coercion} at least passivity by European states,
institutions and academics. introspection is the first step for developing a taliored response. Accordingly,
research institutions could:

«  Undertake institution andior project-specific vulnerability assessments to trace how externat
pressures may impact research, teaching, publication and sulreach activities.

«  Review i existing cooperation with externsl actors has oreated any dependencies (finandsl
or other} that may motivate academic actors to self-censor iy Hne with exiemal requests
or threats.

«  Yerify that all parinership agreoments adeguately profect academic freedom and do net
nchude clauses that plage undue limitations on research, {eaching and public speaking
{see also Chapter 5h

«  Monitor external appointments as well a3 honorary degrees awarded to researchers,
and snsurs regular reporting of such engagements o minimize rsks of co-optation and
mstrianentalisation.

«  Ensure that sveryons whe interacts with institutions and individusls i~ or fromy - countries
where academic froedom and unbeersal values ave af visk have recelved adequate training
to address human rights-related challenges n such settings,

o Sebt-up a reporting mechanism to map threats to academic froadom in the institution,
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In light of persistent threats to academic freedom, it is insufficient to focus on addressing specific
vitlnerabilities once they are identified. Instead, European universities and research institutions are wall
advised to adopt a preventive approach by fostering an environment whers the commitment to academic
fresdom and integrity is cherished and practiced as a matter of course. A consistent promotion of these
values will strengthen institutional and individual resilience against any attempts to underming them. This
reguires academic institutions to:

«  imntegrate academic freedom and integrity into the core cuwrricuium of any academic
sducation program, thereby building up sound foundational knowledge on these values -
and related rights ~ across the academic profession,

< Ewamine and, if necessary, amend internal quality assurance processes o snsure that they
sddress the protection and promotion of scademic freedom. Conperate, whan needed, to
update national external qualily assurance ageny guidelines, as well as the Sandards
and Guidelines for Quality Assurance in the Buropean Higher Education &rea, o cover
fundamental academic values,

o Affirm Frequently and publicly the importance of academic freedom and integrity, including
i academic intemationalization contexts.

¢ Raize awarsness among students, academic and administrative staff Tor the importance
and protection of fundamental academic values,

o Explicitly ingorporate academic freedom in the context of transnational collaborative
sctivity or interaction, notably through written clauses iy conperation agreemants, and
institutionalise these requivements through relevant administrative procedures.

«  Ensure that sveryons whe interacts with institutions and individusls i~ or fromy - countries
whers academic freedom and universal valtes sre 8t risk have received adeguats training
o addvess buman rights-related challenges v such setiings,

< Support scholars who work on research topios or sngage insducation scbivities that sxtemal
asctors seek o supress, for sxample through visa bans, or boveolt of courses by offering
regudar conversations o how the institution’s management can best support the respective
scholarn considering the obstacles in performance sppraisal and contract sxtension dedisions
so that external atfempts o underming research do not negatively affect the ndividual
scholar's carser and by providing legs! assistance in the case of smear campalgns and
defamation lawsuils.

< Launch a dedicated support programane for visiing scholars and stuedents from repressive
cotinies - as well az for students from these countries.
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«  Help profect porsecubed scholars or students by providing fomporany} sanctumry® including
From countries in which the institution may have important ongeing cooperation projects {F
aspplicable), thereby ﬁemamtfazmg that the nstitution's commitment to academic freedom
is & matter of principle and not subject o negotiation.

«  Consider signing a democracy pledge ~ rejecting funding Trom authoritarian countriss oy
sctors behelden to such countries 4

Academics and institutions deciding about cooperative projects with scholars and institutions in repressive
settings often face seemingly hresolvable dilemmas. For example, a dedision 1o self-censor in a plece of
acadernic writing may be motivated by elements of fear and even complicity, but i can also be motivated by
the legitimate goal of protecting colisagues abroad or by the wish to uphold a cooperation project/ agreement
or to gain access to important data. in such situations, scholars may feel that they must weigh the imperative
of doing no harm, or the value of continued research, against the imperative of speaking the truth.

Rather than fighting the phenomenon of self-censorship or other accommodative behaviour, European

academia must recognize that vulnerability to authoritarian and illiberal interference is an undeniable

reality in the contemporary context of glohalized knowledge produciion, and that this viulnerability results

in a political responsibility to strengthen academics institutions” ability to deal with these challenges. The
task, then, is to build capacity for better analysing, detecting and responding to such threats without putting
n end o international research cooperation.

it is important to avold stigmatising or alienating academic colleagues and institutions in settings where
iliberal or authoritarian constraints make it difficult to engage in academic endeavours and uphold scholars’
responsibility to the truth. Academic fresdom cannot be protected by othering and alienating, instead this
is a sure way 1o place the principle and value itself at risk

Consequently, European universities and research institutions should:

= Ensure continued openness to exchange and collaboration with scholars and students in
non-liberad institational environments,

= Ureale awarsness and understanding of how reprossive settings can affect academic
freedom and intogrity amang proposed coliaboration partners by offering general trainings
as well as guidance for project-specific risk assesaments.

+ Raview standard ethics procedures to ensurs that risky research in repressive seftings
will not automatizally be rejected {and thereby repressed) by the relevant committes but,
rather, adivsted a5 necessary to minimize the identified rigks.

+ Provide guidance and tallored technical support on dats and digital security to help manage

40 See: Scholars At Risk, ‘Protection,” it
University: htips siath

¢ and the European initiative Inspireeurope, coordinated by Maynooth

s time for think tanks and universities to take the demacracy pledge Washmgton Post, 16 January 2019, &
S201G0EL Rt e

“1 See: Thorsten Benner, *

iAo
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surveillance risks iy repressive settings ~ thereby helping to ensure that the researcher
and bis or her counterparts remain safe while conducting research {see alys Chapter S

¢ Setunan amergency provedurs to deal with cases of havasymaeng, detention or disappearancs,

« Factlitate best practice exchangess angd mutusl leaming on how academics and students
can cope with incentives and prassure o seif-censor

< Commit {o {ransparency and soreening maechanisms tailored to address collaboration with
repressive seftings,
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3.1. INTRODUCTION

A robust systern of governance is necessary for HEls and RPUs to operate effectively and ensure the
protection of their values, security and competiveness from foreign interference. Given the nature of the
threats of foreign interference that can ocour at institutional and individual level, governance shouid be
a combination of top down and bottom up measures. While the overall responsibility is institutional, each
person in an institution should be aware of the issues and how {0 identify potential threats. There must be
tlear leadership from the top combined with individual responsibility supported by education and training.
it is critical to have a governance structiure in place that can ensure that these two can be effectively
managed. Some examples of possible measures on how to address foreign interference governance in
Germany, Sweden and the UK are given below.

Examples of Governance

Sweden

The Swedish Foundation for International Cooperation In Research and Higher Bducation has
publizshed Responsible Infermnationalisetion: Guidelines for reflection on internotiona! scodemis
coffaborgtion®, This document sullines the types of forsign interference that can arise in
the context of international collaboration. The role of stalf and students at all levels and
the institugions are highlighted The approach taken is to provide s Bst of guestions for sach
area that should be asked before engaging in & coliaborative venture, This should result in an
azzessment of the contents and consequences of international coliaboration before, diving
and after a project.

Gormany

The German Rectors Conference {BRK) Suidelines ond stondords in international unfversity
cooparation™ emphasises robust governance and professional management. This is in the
rontext of moreasing complexity of intemational conperation which needs Lo be accompanisd
by ncreased professionalisation of the structures and provesses provided af unbearsities in
support of internationalisation. They stress that o sucgessful coliaboration is based on clarity
ard travsparency in the allocation of tasks and responsibilities. I addition, there should be
joint transparent decision-making structures that alse include procedures spplying in the svent
of & disagreemant and cleardy sutlined exit strategies In the interests of risk management,

United Kingdom

Unibversitiss UK (LUK has published guidelines on Monoging Risks in intemotionolisation:
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secirfly related fsswes™. This emphasises the importance of good governance and effective
risk management processes o halp to protect individuals, institutions and the sector from the
fegad, fnancial and reputational conseguences of seourity-related risks. They also stress the
need to develop & positive, rsk-informed culture, underpinmed by robust govermanee, regorting
ard risk-management structurss,

While foreign interference 15 not a new issue it s receiving greater attention especially in the context of Qpen
Science policies. It will be up to each institution to decide how to deal with this issue as for the moment
it is voluntary. However, as with ressarch ethics and research integrity, funding agencies may introduce
mandatory requirements to have procedures in place to address foreign interference.

Above, guidelines are provided that can be adapted to national and regional contexts given the wide diversity
of institutional legal structures across Europe. The specific cases of governance for Values, Partnerships

Governance in this context is complex given that foreign interference can occur at institutional and individual
level. For example, the need for institutions to attract exiernal funding can lead to compromises by leadership
on fundamental values that opens the door to foreign interference. Financial donations or co~funding of
instituites may be accompanied with pressure to limit discourse and hence academnic freedom on issues that
are not consistent with the views of the donor Pressures to publish and attract research gramts can iead to
researchers simply following the money without being aware of or regard for foreign interference. However,
it is important o understand that the behaviour of researchers may aiso be driven by institutional pressures
to increase overall publication performance in order to boost university rankings. These exampies emphasise
the need for a form of institutional oversight that could be organised intermnally or externally. In any case
there will be need for a process for individuals to have recourse to address what may be institutional failures.

35.2. FOREIGN INTERFERENCE COMMITTEE

lssugs relating to foreign interference can be dealt with by appointing an institution wide Foarsign
' Tommmittes (F Committes) that would be similar to that for research ethics, sthics in
security relevant research or research integrity, for example. In fact, it would be expedient to integrate the
governance role to one of the relevant existing commitiees to reduce bureaucracy. For universities, this
high-level committes would be appointed by the university senate or board depending on the institutional
regulations. it would be expected that such a cormmities would include senior staff, for example, the Vice
President for Research, Vice President for Academic Affairs and the Chair of the Ethics Committes. A
senior member of management would be appointed who will act as a point of contact for disclosure, 11
will be essential that the approach for managing potential instances of foreign interference is not seen as
vet another administrative burden placed on staff. On the contrary, avoiding foreign interference should
be viewed from the perspective developing individual and institutional resilience to external threats.
Furthermore, Fl Committees from different institutions could establish good connections in order to faciiiate
exchange of information and best practices.
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Ir1 the case of issues relating to foreign interference ai institutional level, there may need to be additional
extemnal oversight. This could be provided by the government body that funds universities or a national
ombudsman could be appointed in this role. However, ona must be conscious of striking a balance between
institutional autonomy and accountability. The possible guiding principle here for institutions should be to
ensure an effective self~govemance that respecis academic freedom and human rights®. Having an open
system that combines open disclosure and internal oriticism within the institution could provide a robust
means for addressing foreign interference at institutional level. This could be achieved by inviting external
gxperts to work with the FI Committee on issues that relate to foreign interference at institutional level

In each tase the governance of foreign interference should uitimately be the responsibility of the university
senate or board depending on institutional managerment and oversight, see Figure 3.1,

Figure 3.1: Governance structures for foreign interference.

As stated above, in order to have an efficient structure that does not increase bureaucracy, the management
of foreign interference should be integrated to the work of an existing committes. Given the nature of the
issues involved this could be one of the commitiess that manage ethics, research integrity or dual use.

The role of the Fi Comunities would be to have oversight of (see £ 5.2}

® Awareness raising through Education & Training;

#

Moritoring of potential risks;

= Management of research data and intellectual assets in international cooperations and providing
advice and support to research groups involved;

= Risk Managemeant and Mitigation; and

= {nvestigation of Foreign Interference.

i Recommendatmn concemmg the Status of ngher—Echatmn Teaching Personnel, United Nations 1997 (&
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The Committee will manage the identification of risks and mitigation measwres. These will include those
risks that concern core values, intermnational partnerships and security (both infrastructure and cybersecurity).
However, these risk studies should only be carried out when the countries involved do pose a potential
hazard (zee also Chagter 2 and 4 for details). The details of foreign interference for these are detailed in the
relevant sections of this document. The Cormmities will oversee measures to raise awareness of potential
threats from foreign interference among staff and students. This will be achieved through education and
training as the proactive participation of staff and students will be a core component of identifying risks. This
importance of awareness raising and training has already been stressed in the previous chapter on Values,
The Committes will provide guidance and overses measures to ensure smart management of intellectual
assets and compliance with inteliectual property rules in intermational cooperations. The Fi Commitise
will aiso be responsibie for investigating cases of potential foreign interference. This may require external
sxpert inpui especially when dealing with cases of institutional foreign interference. In instances it may
be necessary o impose disciplinary procedures, but the focus will be identifying and avoiding potential
foreign interference. When assessing risk, it is important that FI Committee safeqguards academic freedom.

Figure 3.2: Governance processes

3.3, POSSIBLE PREVENTIVE MEASURES

{deally, the potential for forelgn interference should be recognised before i becomes an actual threat The
combination of swareness raising through education and training along with risk monitoring and analysis willbe
effective mechanisms to identify and avoid foreign interference. The governance structure described above will
be necessary 1o ensure that values and competitivity are protected ensuring both intemal and extemal oversight.

it will be important to have a structure in place that can be adapted to different national and different
research systems. There are lessons to be leamed from the approach o the governance of research
integrity in universities and RPOs across Europe. There are varying national approaches, but all share
the same principles of the need for institutional and personal responsibility. In the case of research
integrity funding agencies play a major role as it is often their funds that have been used in research
where scientific misconduct has ocourred. Similarly, funding agencies could play a role in the governance
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of foreign interference. For example, research partnerships that involve Third Countries are often funded
by national and European agencies. Public universities are partiaily funded by government and therefore
the state could play a role where institutions could facilitate foreign interference. At this level it could be
important to intreduce a screening mechanisim of financial donations in case they come from countries or
institutions flagged as potential risk of foreign interference. This however will require delicate balancing
between instiutional autonomy and government oversight. In order to maintain independence, universities
and RPO's will need a robust procedure that will convince national authorities.

The Example of Research Integrity

Thers are sinilarities bebween the governanos against forsign interference and the govermancs
for ressarch nbegrity. Therefors, one can lewm from and draw on that sxperience of govermancs
for ressarch integrity and apply B to forsign interference. One thing that has emerged is that
promoting research integrity policies, mproving mentoring and training, and sncouraging
fransparent communication amongst researchers helps reduce solentific misoonduct™. In s similar
vain for protecting values and competithveness, §will be important o promote policies Lo ensire

< academic fresdomy
< exrellence, openness and Freedom in ressarch, teaching and support Tor leaming
< dats ssoerity and protecting Intellectual Property

< sthics, indegeity and trust,

There are many national examples of good practice in dealing with Research Integrity that
can be drawm upon when dealing with foreign interference. & commaon theme is the approach
of supportive govemances {0 create an incentivised rather than & punitive envirenment. The
governance of resenrch integrity s usually 8 combination of internal and external sversight,

freland

The trish National Besearch integrity Forum® is collaboration betwesn unbversities, BPO's and
funding agencies o overses and snsure good practics in research & core element is supporting
the development angd roll-out of ressarch integrity training progesmmes Tor stalt and students
The principles o support good pratios are caplired inthe Notionel Polioy Slotement on Ensuring
Resegrch infegeity i irelond™®. The autonomy of institigions is respected in that investigations
are carried ol internally but will the option of external review if desmed necessary,

Luxemboirg

The Luxembeourg Agency Tor Research integrity (LARD® was established in 2018 as a joimt
veniire between the university, RPO and national research funding srganisations. The appreach

“6 See for example

ALY
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is to promote the responsible comdut of research and ensurs an independent process o
vestigate potential instances of sclentific misconduct, LAR! provides training on good practice
along with peer learming and coaching. The investigative provedurs ensures that whistleblowers
can retain & level of anonymity, This is very important in cases where 3 PhD candidate reports
misconduct by thelr supervisor, Tor exampla,

,,7
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of an institutional Cads of Condust fay \\‘\‘\ ingtitutions fro

ensures the protection of,

#  academic freedom;

#

data security, privacy and intelleciual Property™

= pxcellence and openness in research, teaching and support for leaming;

#

ethics, integrity and trust,
The Code should include procedures for,
= ldentification of foreign interference {(including data breaches and ethically unsound research)
= Disclosure procedure that protects the identity of individuals
= Whistleblower protection
= Dealing with internal conflicts of interest

When dealing with potential risk, the code would be applied to assess risk and initiate the appropriate
internal procedures if necessary. A key part of this process witl be the individual responsibility of researchers
to assess the risk of situations that could lead to foreign interference. These could range from data requests,
of invitations to visit third countries for coliaboration.

At individual level i is important of course to have g irt place through disciplinary
proceduras especially for those who knowingly engage in supporting Foreagn Interference. This could be
reirforced by including clauses on foreign interference in staff contract as is the case for ethics. However,
it is important to stress that the majority of individuals de not support foreign interference, but it may be
actions on their part that inadvertently give rise to such threats. Therefore, and it is important to educate
and fnos

v them to recognise and disclose foreign interference based on clear evidence. Part of this
must be the protection of those who do disciose such behaviour especially for students and early stage and
early career researchers (R1-R2). These are particularly vilnerable groups especially if they are disclosing
behaviour facilitating Foreign interference by supervisars of mentors. For these reasons there should he

a robust system to profect whistleblowsrs®! as part of the governance.

5% The Commission Communication ‘A New ERA for Research and Innovation’ (COM{2020)628 final) announces to update and develop guiding
principles for knowledge valorisation and a code of practice for the smart use of intellectual property, by the end of 2022, which could become a
further reference for developing the IP chapter of an institutional Code of Conduct for Pmtectmg Institutions from Formgn Interference

SU b e i bt vomnge e widen ruleaetaeicicindo
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3.4. SUPPORTIVE TOOLS

Good governance can only be effective with the full participation of staff and students at all levels from
Bacheior and Master level students to executive and research leaders. This must incentivise staff to engage
fuily but aiso have investigative and disciplinary procedures,

Raising Awarsnuss

The key to avoiding foreign interference is to ensure that all staff and students are made awares and shown
how to carry out thelr own analysis of potential risks in their daily activities. Of paramount importance,
it is necessary to have training in place to understand the nature and types of foreign interference that
can occur. This type of training should be for all staff and students and recognised as part of continuous
professional development. In particular, this training should be included as part of standard generic/
transferable skills training for students and researchers (at all levels R1-R4) in a marnner similar to research
integrity and research ethics. For PhD candidates it could be integrated into graduate programmes and
structured doctoral training. Other involved staff such as business developers, IP managers and exports
control experts should not be excluded from recelving appropriate training.

Training can be delivered through formal courses and workshops. There can be mentoring of students
and researchers by senior staff. The training should be tailored for different levels of student and staff
categories as the associated threats are different. For example, at the level of PhD candidate, foreign
interference may be simply reguests for data from third country institutions. At senior researcher level (R4},
it may be proposails to carry out ethically unsound research in a third country as part of an intermationally
coilaborative project The trainings should be inclusive as not only research staff but ether staff as well
can be targeted Training will tvpically include the following:

= Institutional Code of Conduct for Foreign interference;
# {dentification of Foreign Interference (including data breaches and ethically unsound researchy;

= P management and protection;

#

export control and dual use legislation;

= Disclosure procedurs;

#

Whistleblower protection; and

= Dealing with internal conflicts of interest.

Investigative Procedurss

The Fl Committee may instigate an investigation into potential foreign interference following disclosure.
This could be an instance where a proposed or existing intemational partnership could iead to data security
issues, {f the issue cannot be resoived to the satisfaction of the FI Commitiee, the planned or existing
collaboration will be rancelied.
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Correcthee Measures

If following an investigation it becomes clear that a member of staff or a student have been actively
invelved in foreign interference then the normal institutional disciplinary procedures can be applied.

From an institutional perspective there should be legal protections to ensure that staff are fully informed
and contractually obliged 1o avoid foreign interference. This can be included in contracts in a similar
manner to ethics and dual use.

Possible measures on Governance

i order 1o put in place & strong govermnancs o address issuss of foreign Interference at
stitutional and ndividual fovel, universitiss and BP0y shoudd

Fublish a Code of Conduet for Forsign Interference,
= Ersures protection of

~ aeademic freadom,

~ gdata security and intellectual property;

- gxvellence and openness i research, teaching and support for lsaming
~ sthics, indegrity and frust

« inclutdes procedures for
- jdentification of foreign interference (noluding data breaches and sthizally unsound
research)
- whistishlowsr protectiong
- dealing with internal conflicts of interest

Establish a Forslgn nterferencs {F1 Commitise
< Fi Corsnittes Integrated with sxisting instititional structure {s.g. ethivs, research integrity}

< FI Comimittes conneclad with F Commitises of sther institutions angd local, reglonal and
national suthorities,

< Fi Committes responsible for,
- awarsness raising through sducation & training
- monitoring of potertial risks;
- monitoring of potertial risks;
- management of research data s indellectual aszets i termational cooperations and
providing advice and support o research groups volved;
~ risk management and risk mitigation;
~ Fwvestigation of Foreign interference,
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4.1. INTRODUCTION

Research and education at HEls and RPOs (s highly internationalized: institutions, scademics and researchers
often collaborate with thelr counterparts from multiple countries on teaching and ressarch. Therefore,
engaging in international partnerships in research and education is important for European HEls and RPQs,
Research parinerships are major drivers in the advancement of research and innovation, and as a result,
of economic growth. Educational partnerships contribute to diversity in the classroom and 1o the quality
of education. A partnership is a relationship based on mutually beneficial collaboration and the idea that
results are better achieved together than alone. There are informal parinerships, such as dialogues and
smati-scale cooperation between individual scholars, and formal partnerships, which refer to collaboration
based on g formal agreement. In both types of partnership all parties involved should be equally committed
to the relationship and act responsibly and ethically. in practice this is not always the case.

Parties involved jointly shape a partnership based on thelr own interests, academic traditions and their
national academic systems. These traditions and systems may differ considerably and parties may want
to rely on their own procedures, may have different views on how to shape the collaboration, or on what
to include in the agreement. Academic pariners may need to adhers to local laws and regulations that
are not in line with European (national) laws or norms. institutions andfor the antities gverseeing andior
funding them, may seek to expleit or compromise collaboration or to influence a partnership deal through
providing negative incentives {e.g. threats) or positive incentives {a.g financial arrangements) targeted
at an institution or individuals, leading to a breach of knowledge security or academic integrity, including
research integrity. In recent years, a growing nurmber of cases of interference in international partnerships
of European HEls and RPOs have been reported and concerns about potential risks of partnerships have
become more pronounced.

EXAMPLES

< Lack of reciprocity in data sharing In partnerships betwsen Buropsan and third courdry
ressarch ntitutes it regudarly happens that the partners in the thivd country do not receive
permission o share raw data gathered withiy the context of the joint research project
While the Buropean side provides all the data, the thivd country will classity dats as being
strategic or sensitive, and therefore not sligible to sharing with forsign partners,

= Azvcepting 3 third country requirement o abide by their national law. In 3020, & emerged
that an BU Member State had signed a contract binding i1 io abide by third country law
instead of s national law. This would give the thind country government strong ieverage
io censor teaching programs.

= Third countey partner side not respecting financisl commitments. There have been numerous
rases where a thivd country partner falls o bve up to i3 financial commitments in oo~
funded projects. For example, under the BU research and innovation programme Horizon
2020, only 80% of jpint projects have received the negetiated third country co~funding.
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Irr order o mitigate the risks involved, a formal partnership with a foreign entity should be built on the
basis of reciprocity and fransparency and needs to be established with much care and attention to details.
HEIs and RPOs should make it their priority to develop risk management sirategies and apply them when
designing, negotiating and implementing partnerships. These tasks may not be part of the DNA of scientists
and staff working at HEls and RPOs. Many institutions and researchers highly value the open character
of academic collaboration and want to focus on the opportunities and benefits rather than on the risks,
However, effective risk management is in institutions’ own interest. It helps them to protect their long~
term competitive positions in research, safeguard the security and academic freedom of their staff and
students, and to keep their good reputations.

4.2. THE RISKS

The decdision to confirm collaboration in an agreement is a step towards establishing new collaboration or
sxpanding or intensifying existing collaboration. Establishing a formal partnership always carries the risks
of one side not Hiving up to the agreement. In particular in transnational collaboration, partners working in
different academic traditions and systems may have different assumptions from the start. Often parties
involved decide io keep the agreement simple and brief, assuming they share the same values, norms,
and expectations and agreeing in good faith to worlk out the detalls at a [ater stage. However, when the
details of an agreement are not explicitly discussed and/or negotiated upon early on, differences may arise
and grow into problems ence the joint project is under way.

There are several types of risks, including financial, security, ethical and reputational risks. Concrete risks
include:

#  Lack of reciprotity
in commitment to the partnership
in access to information, research Tacilities, research resuits

= Unequal investments andior unequal benefits.

#

Conflicts about the use of research data in publications or about sharingfexporting research data

= L 0ss or compromise of intellectual Property: 1P issues may affect the conduct, publication, and
commercial exploitation of results during and after a project In particular when research results
are of {potential) commercial interest to pariners, there is a risk of misappropriation or even theft
of copy rights or patents, or unauthorised transfer of research findings to local non-EU industries.

= Canflicts about (first) authorship of publications in scentific journals. Authorship is a major basis for
a srientist’s individual reputation, credit, financial revenues, and career opportunities.

= Breaches of academic freedom.
= Unexpected limitations for conducting research following from local laws;

= Dual use of research results: use for military purposes or for applications that are used to viclate
human right.
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= Making available funds and economic resources which benefit, directly or indirectly, sanctioned
persons, entities and bodies in certain third countries under EU Restrictive measures {(EU sanctions ™.

4.3. MINIMIZING THE RISKS AND DEVELOPING SUSTAINABLE
PARTHNERSHIPS

In order to minimize and manage the above risks when entering into an intermational partnership, institutions
need to develop or strengthen risk management strategies and procedures. Such a strategy consists of
a number of steps:

1. the development of general prerequisites for the implementation of a risk management
system. Yarious policy Hnes, procedurss and regulations need to be in place before the risks
of collaboration projects can be surcessfully assessed and mitigated;

2. due diligence: the potential partnership needs fo be assessed in terms of potential risks;
3. subseqguently, the partnership agreement or contract should be carefully negotinted;

4. fnally, the implementation of the contract needs {0 be monitored

These four steps are elaborated upon in the following sections.

4.3.1. Preovoguisites for risk management: what needs to be in plage?

In order to ensure that knowledge security and academic integrity is safeguarded in all partnerships, HEls
and RPOs are should review their procedures and expand and strengthen them where needed. This should
be overseen by the institution’s Fi

as part of the governance of partnerships. Some issues
need to be considered and decided upon before the potential risks of partnerships can be assessed. In
concrete and practical terms institutions should:

s ssess of potential risks involved in engaging in a partnership and of the ways
their institution seeks to mitigate them. This can be achieved through training on foreign interference
and dissemination of information at all levels, including research group levels. The information can
be published at the institution’s website and in newsletters and should be brought to academics
and researchers’ attention through round tables, workshops and training sessions fine-tuned to the
needs of each specific group according to work environment {legal, 1C7, internationalisation) or fields
of research. The information should explain:

« the potential risks involved in parinerships;

how and where scientists and officers can find information or get support at institutional level
{through the Fl Commities);

+ when and to whom to report plans for a partnership; and

= the due diligence procedures to be Tollowed.

52 Qverview of the restrictive measures adopted by the EU can be found on his pansrnsna$inain
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it is recommended that each depariment and research group appoint a person responsible for ralsing
wareness and that risk management with regard to partnerships is regular put at the agenda of senior
staff meetings.

protect researchers, their rights, and their reputations;

safequard the institution’s overall interests, including their knowledge position and reputation.

Following the relevant procedures will provide researchers engaging in complex parinerships clarity and
corfidence, in particular when a partnership is developed in a politicized environment and concemns are
ralsed by the media, fellow scholars, political parties, or society.

® Orasi aws w and knowledge of sxpert e sy make cear that it is the

responsibility of researchers to consider and meonitor all potentia[ end-uses and misuses of their
research.

= e the institution's ‘oo § " areas of high-level research and expertise in which the HEY
RPO stands out and/or which are of Jtra:eguc importance to the HEYRPC and potentially of special
commercial or technological interest to other parties. All collaborations in these areas should be
monitored and careful management of intellectual assets, including protection measures, should

be applied.

®  Define criteria for the reps o¥ plass for a partnership to the Fi Committes and detenmine who

i5 accountable for fotlowmg up on the reporting, 2.g. starting up the due diligence procedure. The
criteria for reporting a potential project may include its scope or characier, e.g. teaching or research
collaboration; specific fields of research, or the category of foreign partner {e.g. in & country with a

different academic or political system).

#  Define the w
by partners - and
criteria for the leve

igsacs for different types of partnerships - including donations

etermine who is responsible for performing or sutsourcing due diligence. The
of due diligence may include the scope of the project, specific fields of research,
specific partners in specific countries.

— L

Identify when the institution’s knowledge security, acadernic freedom, and reputation would be
at risk and when a partnership/collaboration is crossing a red line.

Identify acceptable and unacceptable risks for coliaboration, g overseas education may be
subject to restrictions that may not safeguard the institution’s norms and values.

In addition to general criteria, a specific project may call for additional criteria or a specific
weighing of benefits and risks. Who should be involved in this procedure?

#  The Fl Committes should establish a risk management subcommittee or working group responsibie for,

Developing and overseeing risk mitigation procedures
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Assessing the risks
Safeguarding the institution's values and orown jewels

Keeping an overview of sensitive partnershins (because of the partner, research area or research
topic)

Reporting to senior executives

Providing information and support to researchers with plans for a partnership: e.g. assess if
{further} due diligence is called for and/or a potential project complies with legislation and/or
ethical standards.

The working group ideally consist of scientists from multiple fislds of study and officers from multiple

departiments, incl. security, international relations, legal and ICT departments

&

#

svation about existing and potential partners (oversesn by the
w), best practices in mitigating risk, instances of breaches of knowledge security and
academic integrity.

Develop transparent principles and pracs ¢ If a partnership needs to he
tenminated hefore it expires, rules-based arrangement need to be in place, addressing issues such
as security and imterests of students and staff, IPR, and assets.

| w: hire or ensure access to expertise on risks, specific countries

S

or partners, legal issues and on intercultural communication.

Develop web pages
including links to suppmt oﬁices and organisations and toolboxes.

wation on knowledge security risks and how to mitigate them,

¢ within the institutions in which staff feel free o raise concemns about a
parmemhm or to discuss conflicting interests.

Fromaots the F Conwaittes to whom problems can be reported by all invelved in the partnership,
including the partner institution’s students and staff members working in the institution.

B transparent about procedures and reguirements and commurnicate them to existing and potential
partners, ensure they are gware of the institution’s cormmitment to academic freedom and knowledge
security.

4.35.2. Proparing for an agreement

The next step is to consider the potential collaboration project / partnership at a more detailed level. Staff

and researchers invoived in leading the petential project should:

k3

Ensure the partnership is based ona s

Identify, in advance, the main aim of the parinership, inciuding its specific goals and the benefits
for the institution its added value and that for the potential partnet’s institution.
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Consider short-term interests and benefits {e.g. financial means, talents) versus leng-term risks
{e.g. dependency, loss of knowledge position) and determine how the collaboration fits into the
institutior’s long-term research and intemationalisation strategies.

= Perform due i

Gather information enabling staff to assess potential risks with regard to security, vaiues and
reputation. Consider the ideological, political, andfor moral implications tinked to the specific
partnership. Depending on the parinership the information to be gathered may include:

Relevant laws and regulations in the partner’s country, including rules on overall security, data
sharing, research ethics, intellectual property protection, et is the project subject to specific
local legislation? If so, how does this affect the collaboration?

= The potential partner's overall agenda and specific activities and interests, induding
{potential) commercial activities and interest.

= Affiligtions and relationships of the partner institution and of the researchers involved in
the project, e.g. affiliations with military institutions, companies, invelverment in dubious
activities. Also use information in the language of the partner, because this often differs
from the published English translations and invoive language experts.

~ The relationship of the potential pariner with government authorities; the degree of
independence from the local government.

~ The potential partner's decision making siructures and procedures,

~ The potertial partners track record on transnational collaboration and adherence fo
European norms and values. This shouid include research into past incidents of foreign
interference involving the respective partner in other countries around the globe.

= Hs level of transparency; commitment to academic integrity, including procedures to ensure
adherence to research ethics and academic freedom.

Irt addition the researchers involved should consider:

= the potential use of research results for dual-use technology or Tor purposes that are not
i line with EU or national policles almed at strengthening economic, security, or social
benefits.

=~ Check if the project complies with the European dual-use Regulation 821/2021% and
the annual amendments to the EU dual-use control list™, the corresponding national
export control legislation, Commission recommendations for compliance™, Forelgn Direct
investment screening Regulation™ and other relevant regulations™.

~ Check if the plan for the project needs to be reported or presented to the central level or

53 Regulation (EU) 2021/821 of the European Parliament and of the Council of 20 May 2021 setting up a Union regime for the control of exports,
brokering, technical assistance, transit and transfer of dual-use items (recast) (0J L 206, 11.6.2021,p. 1).

5* Delegated Acts containing the annually amended EU dual-use control list (latest 2020/1749);

%5 Commission Recommendation 2019/1318 on internal compliance programmes for dual-use trade controls under regulation 428/2009

5& Regulation (EU) 2019/452 of the European Parliament and of the Council of 19 March 2019 establishing a framework for the screening of foreign
direct investments into the Union

57 EU Restrictive measures targeting certain third countries; need to check against the lists of sanctioned natural and legal persons, entities and
bodies in certain third countries, see & OrS ARy £
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specific committees(s} at the HEYRPO's.
in case of collaboration in education: does the curriculum meet the requirements of the
institution in terms of gquality and academic integrity.

*  Raise awareness of and gather knowledge about possible cultural differences that may hamper the
negotiation of an agreement and or the collaboration, e.g. & preference to leave (potential) conflicts or
difficulties undiscussed, and or to have a brief agresment, leaving detalls to be worked out at a later
stage. This approach is to be avolded as undiscussed different assumptions and expectations may
lead to serious problems. The involvement of experts in cross-cultural cormmunication or negotiation
shoutd be considered.

433, Negolianting an agreementfcontract

When an institution aims to establish a formal partnership, it Is important to be transparent about, and
commiunicate to the potential partner, about its cormmitment to all elements of academic integrity, including
academic freedom. Agreements should be open to consultation across the HEYRPO and to public scrutiny.
The institution’s standard clauses may provide a good basis but do not necessarly cover all necessary
details with regard to specific projects. An agreerment should address the essential elements below:

= Definitions of the parties involved,
= Overall goals and concrete results of the coliaboration.
#=  Financial responsibiiities and financial reporting:
+ Whe will pay what costs?
I case of & grant both sides need to agree o the grant stipulations.
# Timeline of delivery of results; consider appointing of a liaison person on both sides.
®  Reciprocity with regard to:

« Transparency concerning project progress: agree on regular reporting and establish
communication lines.

= Access to and use of data gathered and produced within the project.
« Access to and use of facilities, machines, instruments and infrastructure.
# Clauses about the protection and management of intellectual property (1P).

Defining background intellectual assets, whether or not they are protecied by P rights such as
copyright, patents, trademarks, designs, database rights and geographical indications.

Defining intellectual property that will result from the partnership, whether or not it will be
protected by [P rights.

Managing the background assets and results, including as regards their ownership and their use:

= Criterta for (first) authorship of publications; these writeria differ across fields of study
and academic traditions.
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- Confidentiality obligations;
~ Access and dissemination rights between the members of the parinershig;
- Licensing of results (and of background, where necessary) to third parties;

Potential transfers of ownership of results {especially outside the £U)

Data management. The EU has several legal instruments with regard to copy rights, but each country
has its own copyright law and policy.

Policy on Open Science, Open Access to sclentific publications, data and research results including
Open FAIR Data.

Rights pertaining to the involvement of third parties.

Respect of values and ethical standards; most countries or universities have their own Code of
Conduct Code for Research Integrity, including academic freedom; in some cases - e.g. use of human
subjects - specific research protocols need to be followed andior special ethics committess need to
be consuited.

General provisions such as applicability of laws, Hability and dispute settlement.

Exit strategy: include a clause on the conditions ~ including breaches of academic integrity and
procedures for early termination or withdrawal from the agreement.

4.3.4. mplomenting the collsboration

After the conclusion of an agreement the implementation calls for continued attention. HEIs and RPOs
should structurally monitor and review the collaboration project. They should ensure that:

@

Partners comply with the agreement, including the financial commitments and regularly provide
progress reporis

All parties involved report {(potential} difficulties at an sarly stage and work together towards solving
them

The partnership will be dissolved when problems cannot be solved and pose a serious risk to the
institution’s security, vaiues, and reputation.

4.4. FACILITATING THE DEVELOPMENT AND IMPLEMENTATION

OF SUSTAINABLE PARTNERSHIPS: NATIONAL
COLLABORATION, BEST PRACTICES AND TOOLBOXES

As discussed iy this chapter mitigating the risks with regards to parinerships requires a multifaceted and
informatiorr-based approach, commensurate o the perceived risks and benefits of the collaboration. 1t
also requires the cooperation of multiple individuals at various levels, including leaders, policy officers,

country specialists, communication officers, security officers, and multiple departments, including the legal

department and ICT department, and most of all, the researchers and principal investigators involved in

the {potential) project. Raising awareness about potential risks, communicating regulations and procedures
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pertaining o partnerships, openly debating dilemma’s and proportionality of regulations, and offering
support to individual researchers of research groups will facilitate implementation of risk management

strategies. it will be the role of the ¥

o

§ Coannitiew 1o coordinate this work,

In recent vears, an increasing group of European HEls, RPOs, and governments have come 1o realize the
need 1o step up the mitigation of risks involved in partnerships. Some have developed guidelines (see 44.1
below) or strengthened thelr existing risk management strategies. Others lack the knowledge and capacity
to take up this comprehensive and challenging task or are concerned about the possible finandial burden
of implementing measures. Pooling resources may be part of the solution.

4.4.1. Pooling resources: exchangs with poer institutions and government
arganisations

Pooling resources and knowledge with other HE!s and RPOs and government organizations through the ¥
Htes will be beneficial to all involved. This can be organized by national organizations of HEls and/or
may be encouraged and facilitated by government stakeholders. institutions that lack the necessary capacity
and knowledge can be supported and encouraged by peer institutions and government organizations.
Collaboration and coordination with peers will not only give institutions access to knowledge, experiences,
and best practices but may also contribute to overall support of staff and students for requiations. Sharing
information about probiematic partnerships and cases of breaches of academic integrity and knowledge
security can be heipful in raising awareness and in fine-tuning risk management sirategies. Furthermore,
a shared commitment among instititions to design and respect requlations pertaining to partnerships will
help create mutual trust and selidarity, which in its tum will facilitate implermnentation and compliance.

Institutions can reguest government organisations such as the Ministry of Education and Science, Ministry
of Foreign Affairs to provide support and facilitate HEls and RPUs in the development and implementation
of risk management strategies. Goverment organisations may support institutions’ efforts in raising
awareness and managing risks by:

®  Raising awareness at the national level of potential risks of educational and research partnerships.

#

Establishing a central point to gather information and unlock knowiledge and best practices as well
as cases of breaches of knowledge security and acadernic integrity.

= Encouraging HEls and RPOs to work together and pool thelr sources.

#

Offer consultation sessions to discuss potentially sensitive collaboration,

= Offer support with regard o internal compliance with export control®® and access to sensitive research
regulations.

Mational approaches may alse be supported by joint Furopean monitering of risks and the sharing of
information and best practices.

In the contex? of international initiatives devoted to the wide and open sharing of data and other research

& Commission Recommendation 2019/1318 on internal compliance programmes for dual-use trade controls under regulation 428/2009
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objects (e.g. FOSC and others), the issue of foreign interference gains relevance due 1o the wide international
stakeholder community targeted. Candidate members should be screened prior {o being admitted as full
members in each of these bodies, and it should be ensured (and upheld} that only members nominated
as mandated organisations by the Member Siate or Associated Countries act on behaif of the countries
responsible for thelr mandate, and that mechanizms exist to take pertinent action when this is not the case.

4.4.2. Developing a positive agenda

Risks are inherent in partnerships, but it should be emphasized that most partnerships do not encounter
serious probilems, and, in many cases, potential risks can be mitigated. Stekeholders are therefore advised
to also develop a positive agenda for the expansion of sustainable collaboration. The development of
partnerships can be encouraged by identifying safe or low-risk areas for international collaboration and
therefore do not need to be subject to intense scrutiny.
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5.1. INTRODUCTION

The sy of this chapter is to take a risk-based approach 1o cybersecurity at HEls and RPUs and offer
possible measures to mitigate against the main vuinerabiiities and threats for the three asset groups at
HEIs and RFOs. §5.2 looks af the people including the studenis and staff at HEls and RPOs. §5.3 addresses
the physical and digital infrastructure at HEls and RPUOs. §5.4 deals with the 1P stemming from research
activities at HEls and RPOs. 1t should be noted that the distinction between assets and threats is not always
clear cut a3 some assets can become threats in which case an external threat can then turn into an insider
threat. §5.5 offers possible measures to mitigate against the identified risks.

acks are one of the most publicly recognisable examples of foreign interference and typically

involve attempts by organisations, which may be state-owned or state-sponsored to gain access o and
control of the digital infrastructure of the target organisation. Ransomware attacks form the majority
of reported cyberattacks in HEls and RPOs and are noticeable due io their particular modus operandi of
advertising themselves in order to coerce the target to pay the requested ransom. This is different in the
rasa of sabotage or espionage on HEls and RPOs where the threat actor actively attempts to evade detection
in order to achieve their ohjectives. Cyberattacks on HEls and RPOs aim to exploit the vuinerabilities of the
@s at HEls and RPQs:

3

three most important ssset g
= Pepple visiting, studying, and working at the organisations
= Technical and support infrastructure at the organisations

# inteliectual Property {IF) from research at the organisations

Coordinated cyberatiacks on HEls and RPUs are often carried out by known &sh : §
(SFTE groups which are state-owned or state-sponsored. They are advanced in deploving a range of tactics

and technigues to gain access to targeted digital infrastruciure. They are persistent in conducting operations
which may be stealthy or remain undetected for extended periods to achieve their objectives. They are a
threat in having the capability and intent to exploit the vulnerabilities of their target Some examples of
APT groups known to have targeted HEls and RPOs are in Table 5.1

Table 5.1: Known APT Groups Targeting HEls and RPOs

ART ALAO FiRsy
HROUPR KHNOWHN a5 KERN e
In 2016 and 2018, APT10 was found to target Japanese
universitias. From September through Novernber 2016, APTLO
i MenuPass 5006 targeted Japaness academics working in severat areas of

science, along with a Japaness pharmaceutical organisation
and a US-based subsidiary of a Japanese manufacturing
organisation.
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Farcy Baar, This is one of the most well-staffed and skilled APT groups
Pawn which is attributed to have delivered high profile campaigns

Storm, {inciuding the theft of sensitive information from the DMNC and

APTER Sofacy, 2004 interfaring with US slactions), APT28's modus operardi has
Sednit, baen obsarved to have attacked a wide range of industries and
Tsar Team, orgarisations {including universities but also private schools and
Strontium a kindergarten in Gerrnany)

Deploys phishing r:a'r-naiqrf» against universities to havest
uriversity accounts. The group has a stmilar modus cperand:

TA4G7, ; . N
) and simitar m:ec‘ﬂves as Sci-Hub, Members were indicted in

Cobalt ; T S o
SHENT Dickens 5018 the US accused of the following damages: around $3 .4 nillion
LiBRARIAN ' worth of intellectual proparty loss due to unauthorised arcess;

Mabna S CoF e i it 1 $hosfE Frraers o o

Istitute 315 terabytes of acadernic data and 1P theft from compromised

S

universities; 7998 university accounts compromised; 3768 US-
hasad professor accounts compromised

5.2. PEOPLE

5.2.1. Ressarchers

Researchers play a ¢
understanding of both the r
definition of an insider who can significantly undermine the security of their organisations. The on-boarding

role o sducation and researeh that defines HEIs and RPCs, having a full

D
(%]

earch project Ufecycle and their organisations, and as such fall into the core

and off-boarding of contract researchers also poses a risk if the hiring organisation dees not perform
sufficient background checks or there is a lack of process for returning 1P and equipment at the end of a
contract. Researchers are further evaluated and assessad on the number of published articles and citations
in scientific journals (the so-called ‘publish or perish’ mentality), their research income from competitive
research grants, and invited lectures and conferences. This places enormous pressure on researchers who
may as a resuit exhibit risky behaviour open to foreign interference.

Researchers are typically involved in attracting new research funding and contributing to core activities of
their organisations as well as activities of awarded projects. Attracting and retaining competant and

8 e
slentay
tasleian

5,4,

ressarchers takes time and effort. As such, a potential ‘brain-drain’ would be detrimental to an

o

organisation's research capabilities. In a strict sense, sclentific publications leak detalls of an organisation’s
personnel, thelr expertise, projects which they have been engaged with, and their collaboration network.
Moreover, the average salary of a researcher in a HE! or RPO can be considerably lower than in the private
sector, especially for specialisations in computer sciencea

The pressurs o puldish and alirach funding as part of the requirements in the tenure track system may
force {underperfonming) researchers to behave in ways that can compromise the integrity of their research
including: seeking collaborations with individuals or organisations without undertaking due diligence;
submitting research to guestionable or predatory publication venues, conducting partial or biased research;
applying poor judgement in releasing and publishing data; underestimating risks related to foreign travel.
Irr these cases, an academic is fransformed from an asset o an insider threat. A lack of transparency
{bolstered by poor organisational processes) in declaring conflicts of interest, for instance by researchers
working on behalf of extemnal bodies, also forms a breach of integrity.
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af @ aness and ralning on A B ans is another key vulnerability. Faiiure
to perform ;ecurity hardemnq of netwarked research equipment through negligence or ignorance inCreases
an organisation’s potential attack surface. Using web services or downloading software to bypass paywalls
and gain access o scientific papers and other research content are risky actions as these can introduce
malware to an organisation's infrastructure. This also applies to researchers who go abroad, to attend
corferences or collaborate on research, where maobile phones and laptops can be scanned on entering the
country and Wi-Fi networks can lack adequate security.

archers with ties to forsign actors may be subject to blackmall or other coercive actions or even

willingly coliaborate with foreign actors, elevating them to insider threats. A compromised researcher may,
for exampie, exploit the absence of physical access controls and visit the iab outside of office hours to
photograph spaces, layouts, and devices {ncluding make and model, serial numbers, and other device 1D
detalls) resulting in a breach o a confidential lab configuration. An example of a researcher with ties to a
foreign actor who gained access o sensitive data is a research assistant at the Medical College of Wisconsin
who stole vials of a patented compound used in cancer research in 2013, The researcher copied 384 files
to his personal laptop, enabling him to publish the cancer data and independently claim 1P ownership as

well as use the stolen files to apply for research funding.

There are lastly potential threats stermming from §
Researchers who go on a sabbatical or unpaid leave 1o a foreign organisation may keep their emplovee
status and user credentials at their home ﬁrgamsazion and have access to their home infrastructure and
respurcas which can then be exploited by foreign actors. This similarly applies to researchers who leave an
organisation but temporarily retain their credentials and access. Academics with a low profile and primarily
a managerial track career, who thus may have a higher level of clearance, may be especially targeted
for recruitment by foreign actors and coerced to perform in their new position by exfiltrating confidential
information and research P at thelr previous emplover.

S22 Students

Students : and often collaborate in
the creation of research 1P From a security perspective, students are in large numbers and have access
to computing eguipment and network, with many talented students being placed in the right environment
to showrease their intellectual capabilities. Students involved in research initiatives and projects may gain
higher access privileges to devices, networks, equipment, and resources than peers focusing on education,
and in 5o doing pose an insider threat. Upon graduation, some students become more engaged in research
via postgraduate studies {masters or PhD degrees) or seek careers as researchers in RPOs. A supply of

good quality undergraduate students is critical to HEIs and RPQs.

%.2.5, Reszsarch support and administrative staff

Research support and administrative staff (such as project and technelogy transfer officers) may not
nmessarily participate in research output creation, but nevertheless have an insd §

s They typically participate in the grant preparation, assurance, compliance,
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and {cost) management aspects of a research project. As such, they are situated in a deparbment that
accumiilaies a vast amount of research 1P and have unrestricted access to systems and databases that are
not normally accessible to the researchers. This includes arcess to research proposals, financial and legal
information, researcher contracts, and other personal information (inciuding salary details and historical
data on travels for project meetings and conferences). Research support officers are thus a prime target
for exfiltrating such information by foreign interference.

While research support arel administrative staff geﬁeraiiy perform tasks of a well-defined scope and follow

s

to the whole par‘fo io of the organisation’s research grants (both suceessiul and unsuccessful), they are
potentially a 'soft spot’ and eniry point to the organisation, offering a threat actor high retumns during
the early phases of an attack The off-boarding of experienced and long-serving staff upen ending their
employment with the organisation is also considerably challenging. User account deletions and removals
do not guarantee that a departing employes does not have unauthorised copies of all research material
they handled throughout the period of their employment.

%.2.4. Colisborations

Res eaaa:h thrives when people and organisations work tagethea HEls and RPOs generally engage in
: with other academic organisations as well as organisations from the public and
private sectors. Them networks can collectively leverage diﬁerent skills and expertise, which in tumn fuels
interdisciplinary research, giving an opportunity to produce an outcome that is greater than the sum of the

parts. At the same time, the collaboration extends the boundaries of the underlving virtual organisation,
effectively increasing the potential risks of cyberattacks on all asset groups.

Lol & may be introduced at any stage in the project lifecycle, with an
incre ed pmbabalsty 0 join bsmg durang the proposal stages where the formation of the project consertium
takes place. During this stage not all partners may have due diligence mechanisms in place to perform
adeguate background checks on potential partners. A threat actor may, for example, obtain intelligence
on prospeciive partners {(from a partner search tooi®% to identify the most willing or likely targets {and

pssibly match them with organisations under their influence) before approaching them. The result is &
breach in the confidentiality and trusted sharing environments of the consortium. The probability of success
of a threat actor entering such a collaboration network increases if there is also pressure to develop and
submit a quality proposal in a short period of time. The risks of foreign interference for HEls and RPOs in
partnerships involving foreign actors is further described in §4.

2.2.5. Disinformation and infoermation manipulation

The intentional and coordinated manipulation of the information environment by foreign actors is especially
challenging in the domain of HEls and RPOs, who rely on factual information for their research. The tangible

52 For example rxi
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impact foreign disinformation and information manipulation can have, especially in the field of science,
has been highlighted during the COVID-18 pandemic when foreign actors attemnpted to manipuiate public
discourse and discredit scientific evidence pertaining to vaccines for their own benefit,

Additionally, authoritarian regimes aim to distort public discourse and suppress independent and critical
voices who present information/research that contradicts their narratives and is critical of their repressive

viterns. Foreign disinformation and information manipuiation therefore pose two challenges to HEIs and
RFOs: B manipulated information may be introduced into the research of students and researchers to
strengthen a foreign actor’s narrative, and i} institutions, students and ressarchers may become the targst
of disinformation and information manipulation if they research/publish issues that are unfavourable for
or critical of repressive and authoritarian regimes.

- due to the sase and spesd with which information can reach large audiences
- can be used by foreagn actors to reach out, co-opt or harass researchers, influence organisations’ decisions
and directions and affect the performance and impact of research outputs. The consequences can be of
varying magnitude, ranging from starting online petitions to the destruction of physical property. Social media
can also be used by foreign actors to promote their own values which can run counter to HEls and RPOs.

5.3, INFRASTRUCTURE

%.3.1. Libraries

Most HEIs and RPOs spend a considerabls i i
and databases of conference proceedings. Subscriptions are implem zed through two main opiions: location-
based or user-based. With the location-based approach, the user has access to the publication repository as
long as they access the paper from within the university campus network. User-based access reqguires the
user to log i to the repository, normally through a federated sign-on solution. This form of access became
popular during the COVID-19 lockdown where most campuses were not accessible and users were asked 1o
work from home. Harvesting the credentials of university users gives a threat actor free access to nor-open
access papers but more significantly to personal and confidentially stored information. As such, libraries are
a pivotal asset for targeted cyberattacks.

s for online acress 1o scientific journals

Libraries on limited i

feng and not having processes to check the authenticity
of subscription pro\'aders may mtmduce rogue agents whca offer special or discounted deals on ‘institutional’
subscriptions. These agents then circulate the same usernames and passwords across muitiple institutions for
atressing the subscriptions. Moreover, limited subscriptions and access to research articles may incentivise
research staff to seel illegal downloadable coples of articles. Sites advertising bypass of paywalls and
free access to papers can mount watering hole attacks® against HEls and RPOs. On the other side of the
spectrurn, lbrares with an abundance of joumal subscriptions make their users atiractive targets as their
log-on credentials are used to access these subscriptions through single sigrron or federated sign-on portals,
In addition, as journal subscriptions can also be checked via the P address (allowing seamiess access for users
working on campus without the need to authenticate), on-campus 1T assets are key targets for cyberattacks.

% A watering hole attack is a security exploit in which an attacker guesses or observes which websites an organisation frequently uses and infects
one or more of them with malware.
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des providing free access 1o scientific articles that normally require individual
y on the cantinuous feed of valid access oredentials or licensed P addresses.

Although the main goai of these services is to provide access to research papers, the modus operandi of
the attack exposes the victim organisation as a whole, as the value of a compromised accournt exceeds that
offered by a library subscription. A representative example is poor cybersecurity practices (such as a lack of URL
scanning in email messages) allowing a threat actor to send phishing emails advertising free access 1o sclentific
papers in a reputable joumnal to users. Victims are then redirected to a fake user authentication panel (such as
a fake Shibboleth single sigr-on window) where their credentials are captured, resuiting in complete access
to research folders, personal data, personal communication, emails, shared folders, and joumal subscriptions.

e,
b

Sci-Hub is an syampls stogy that offers free access to over 70 million
scientific papers. Sci-Hub manages to access *he papers by obtaining account user credentials that have
legitimate access through university subscriptions. An array of technigues is used to obtain the usemames and
passwords, such as phishing, dictionary attacks, and systern compromises. Although a large number of papers
can be downleaded from a single user account, the staggering volume of the papers downlbbaded ilegally
suggests that the website maintains lists of compromised accounts. This inevitably leads to additional risks

such as the leaking of personal data and confidential information®h

5.3.2. IY infrastructure

which are needed to upport educatmn mcearﬁh and bugmess activities. in terms of netwoilf BCCRSS the&e
is both wired and wireless access, and in some cases there may be unauthernticated quest access o the
network for visitors. Access to core services {such as payroll, personnel, and IT management infrastructure)

is typically the most restricted. However, some services may be outsourced, such as storage {using third
party cloud services), web hosting for some sites and subdomains, and email (by delsgating this to third
party emall providers). 1t is worth noting that the information conceming which services are outsourced is
publicly available and can be discovered via Open Source intelligence (OSINT). For instance, outsourced email
capabilities are captured in the publicly available Domain Name System (DNS) records (primarily as TXT Sender
Policy Framework (5PF) information). This increases the scope and blurs the boundaries of the infrastructure.

HEls and RPOs are also expected to host a wide variety of ¢

sy
SREERR

///

sant on different maturity levels ranging from early pmtmy;aet to commercial product* Therefore
cybersecurity certification of these products cannot be expected or enforced as this would impalr the
research itself Moreover, the networking technologies and protocols thermselves can also follow different
maturity levels. For instance, the so-called 86 ploneer bands or the o7 narrow band were at experimental

stages for a considerable amount of time. Any laboratories or devices offering such access could not offer
adequate access control via these channels. All laboratories, if attached to the rest of the organisational
infrastructure, in principle increase the overall risk and exposura.

% are secondary
- persennel and

natind
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finance systerns and databases; student registry and user account management; directory services, general
purpose and teaching labs; e-leaming services, network management and access, physical asset managament
{including timetabling); collaboration software and environments; distributed and shared storage spaces; call
centre infrastructure. A further complication is the explosion in the number of personal devices as well as the
use of additional software due to increased teleworking as a result of the COVID-13 pandemic.

The aggregation of systems and accounts through shared third- part" platforms and single sign-on
mechanisms, in Lﬁﬂjur‘ictlﬁﬂ with *he ancreased teleworking due to ths andemic, has resulted in a bharring

Mlcm;sﬁ hdrernt dnd Teams thch has been adapted b,. many primary and semnddry schools in the
sudden shift to e-learning platforms. If members of the same household share the same device to acress
these applications, there is naturally an increased risk of leaks and attacks. Moreover, the inability for HEIs
and RPOs to manage and update the software of the home computer of students and staff exacerbates
the situation. With regards to Teams, it was possible for an attacker to perform an account takeover simply
by sending a malicious GIF image through the application®.

HET and RPO network and computing infrastructures have a tenden

ahead of the game and meet the sver-increasing needs of the users. The users themse[ves in fact, may

also have personal state-of-the-art devices which they use o access the network. With new nodes being
introdured regularly, it is obvious that a campus computing and network infrastructure experiences a related
increasing amount of entropy. For example, the lack of processes for updating all devices, withdrawing
and sanitising outdated devices, and securely introducing and managing new devices increases the attack
surface at scale and therefore the risks to foreign interference.

= {5 one of the most frequent types of attacks on HEls and RPFOs. The motives of a threat
actor leveraging a ransomware attack are typically financial and can manifest in two main forms having
a different impact in each case: attacks on availability and integrity where the ransomware encrypts all
files making the research inaccessible to legitimate owners and users; attacks on confidentiality where
the attackers exfiitrate the data and threaten to publish the data online or sell to other bidders. Morsover,
in the case of a targeted ransomware attack {rather than a generic ‘scatter gun’ type of attack with a
fixed ransom price), the value of the encrypted or stolen research as well as the value of the HEI or RPO
may also be factored in) This can result in staggering ransom amounts such as the attack against the
University of California which paid $1.14 million dollars to hackers®

5.2.3. Rossarch iaboratories

Research aboratories are primary assets and essential enablers 1o conduct applied research. A laboratory’s
value is not only expressed by the hardware it contains {which in fact is 3 depreciative asset) but also the
knowledge of setting up the Bboratory and configuring the equipment {inciuding the layout of a room in
some cases and the exact make and model of the devices). Such knowledge can have a substantial value

s it could be a product of a long-term and systematic research activity. Research (aboratories may also
include dedicated and speciaily trained technical personnel.
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State-of-the-art resesreh es;:‘\s@gm\:\:w £ i a laboratory may not have incorporated security-by-design or
security-by-default principles. This Is evidenced by many publicly avaiiable reports on o7 vulnerabilities
and security incidents concarming loT devaces and specialised equipment. Research eguipment may aiso not
have been through extensive quality testing or may not meet acceptable criteria to produce relisbie data in
a discipline. This can be particularly applicable to low-cost equipment such as the low-cost measurement
devices used for capturing envirormental data,

The aperators of the guinmment may need increased privileges 1o use the devices and
this e;\terwds to computer systems within *he iaboratory’s network. Having administrative rights in these
laboratories increases ihe nsks conssderably, especially if the operator's expertise is not in computer
science. Absence of physical controls such as key card access and proactively prohibiting foreign devices
{such as portable disks and USB drives) increases the risk of a leak of research IP (including laboratory

configuration and profile) and enabling a foreign actor to develop a shadow laboratory,

5.4. INTELLECTUAL PROPERTY (IP)

5.4.1. Research data, metheds, algorithms and P

IP creation is a continuous process that happens across the entlre research project lifecycle and often
involves infer-institutional, intersecioral, and intemational collaboration. Research 1P covers all information
and knowledge that is produced either as research output or from preparatory and supporting activities.
Research IP typically encompasses data {such as data sets produced by or fed into research activities),
methods (which are techniques and approaches invented to achieve an cutcome), and algorithms (which
are particular cases of a method implemented using a computer system). Methods differ from algorithms
in that disclosure of a particular method may not necessarily provide an advantage, especiatly if this
requires a substantial and specialised infrastructure (such as developing nanotechnology solutions). In
the case of software, such barriers are unlikely to exist and algorithrms may be instantly actionable and
ew ioitable {as some cases with Artificial Intelligence show). Guaranteeing cond

¥ may not always be feasible or may even be in conflict with the purpose and goals of particular policies
or national legislation. For sxample, environmental data sets need to include location information as a
rrinirnum requirement for the data to be of use and added value

Unsurprisingly, the & w5 have their own practices and requirements as well as
barriers to undertake research in a particular areal Endnvsdua s may voluntarily share dats, designs, software,
and firmware® or may be required to do so by the relevant law {for exampie the exceptions and limitations
ir the Union's copyright acguis which are permitted under international 1P agreements and Horizon Europe
Requlation on open access). Some may even allow remoie access to testbeds and sensors which produce
data in real time. The different disciplines also carry varying levels of systematic risk. Sabotaging medical
research, for example, may have direct and severe consequences to human life. Despite the subtle or
ohvious differences of the various disciplines, a common denominator for all of the sciences is that the
overwhelming volume of research is captured and processed in a digital form. As such, cybersecurity is a
concem across all disciplines when it comes to protecting research P,
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A researcher producing 1P may not realise or appreciate the valus and aplications
as such may make an ill-advised or ill thought out decision on pubiashing (or not publi hmg) their IP. This
may be due to a lack of foresight or that, for instance, the data may contain considerably more information
than what initially envisaged. In fact, information-rich data sets are expected to have unmined information
hidden and the purpose of publishing is to exploit these data sets {0 their fullest extent. Creating good
guality data sets is a challenging process by itself, so research communities strive to support and contribute
in such efforts which can run counter to principles of good data govemnance.

s is high for HEls and RPOs as the research and innovation process typically
involves c‘:daptmg unproven and experimental technologies that are low on the technology readiness
scale. The introduction of specialised technology by a foreign vendor into the supply chain can make it
extremely challenging or expensive for HEls and RPOs to continue with or break free from the lock-in A
representative example of such a lock-in is the insertion of backdoors into oritical infrastructure as ralsed
in the risk assessment of 5G networks by the NIS Cooperation Group®.

54,2, Repulatisn

and e acfmg CLttmg edge research as well as their intemnational ranking. Integrity in research entails
credibility and correctness of the intellectual output as well as attribution of the individual or tearn that has
produced the underlying 1P, Reputation can be affected by any practices undenmining ethical and integrity
standards. Errors in the research data produced by a genuine error, intentional falsification, or through
external interference are representative actions that have varying impacts on reputation. Other incidents
invoive collaboration and engagement with parties who do not subscribe to research and academic integrity
standards. A measure of integrity compliance is the retraction of published papers. RetractionWaich®
i an inftiative that coliates information of retracted papers with reasons for retraction in a searchable
database®. For example, a noteworthy spike i the number of retractions was observed between 2009
and 2011 in the context of IEEE conferences™

data and by extension the research, researchers‘ and reputataon caf the organisation as whoLe. For metrics,
Google Scholar maintains the number of citations, h-index, and 110-index metrics, which are calculated
from publication databases and website sources. As Google Scholar aliows a user to manual

intervene with records, it is easy for an author to create false records by adding papers that they have
not authored or cause citations of a paper 1o be counted multiple times by uploading the same paper to
many databases. The citation metrics in Stopus are more reiiable as they only index papers from a select
number of sources and authors cannot easily modify the records.
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w from foreign imterference:

& Develop training and organise seminars on all available and implemented data protection technologies
including confidential comptting®.

#  Educate and train researchers, students, and administrative and support staff in cyber hygiene and
to identify the risks and know how to avold or deal with cyberattacks.

= Develop and communicate sasy-to-follow escalation processes in case of suspected cyberattacks
and advertise a single point of contact for triaging the reported incidents.

& Maintain and communicate a Top 10 cybersecurity risk list for the organisation ensuring that all users
understand the different types of ransomware and cybersecurity defence practices.

= Publish regular newsletters with best practices describing real cybersecurity incidents affecting the
cormmunity including narratives with suggestions of behaviour and actions.

e el et enre® evoby ce s gevs sed s s Py e leey H ey .
wob and provent ovbersesieidy sitacks from foreign interference actors:

= Set up and perform OSINT investigations on a regular basis to detect leaks of user credentials for
accessing networks and systems, confidential data, and research IP of the organisation.

= (reate alert capabiiities to flag outlier behaviour by monitoring activities, budgets, and assets including
freguent travel abroad, unexpecied high funding from non-competitive bids, personnel count not

proporiional to expected efforts, and co-author lists in publications.

#  Develop screening procedures for researchers and administrative and support staff as part of the
on-boarding process and for newly introduced individuals and organisations in collaborations as well
as adopt security clearance processes for medium to high-risk projects.

®  {onduct a risk assessment for researchers on sabbaticals or career breaks by considering their
positions, visiting organisations, and need to maintain access at their home organisations.

& Procure cybersecurity-certified equipment and invest in developing confidentiality protection solutions
for datasets including confidential computing.

= implement physical access controls appropriate to the level required by research conducted in a
laboratory and where required prohibit the use of unauthorised electronic devices.

®  Clearly duster end-user lapiops and desktops on the basis of their purpose {office/corporate activities
and research activities}).

*  Develop for the office/torporate activity cluster & centralised management approach for operating
systems and installed applications and disabie and remaove local administration rights (LAR}

= Develop a separate IT environment to host lapiops and desktops falling in the “research activity

2 htt;
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#

cluster”, to separate themn from the normal corporate environment, and adopts, where possible
a centralised management approach for operating systems. Any deviation from the centralised
management approach is assessed in order 1o define compensaiory measura 1o mitigate additional
risks induced by this deviation (2.q. segregated network and dedicated 7 infrastructure).

Enable two-factor authentication (2FA) to access critical services and repositories and maintain and
enforce blocklists 1o prohibit access to known malicious or infringing websites.

ity attacks from foreign interferers:

Develop situational awareness capabilities of HE! and RPC communities by sharing lessons [eamt
and updating shared blacklists, reputation systemns, and databases including external stakeholders
such as publishing companies in the case of a plagiansed sdentific article.

Develop a plan for incident handling which includes clear processes involving both affected parties
and those required o handle the response and adopt practices and elements from incident handling
models such as the SIM3 Security Incident Management Maturity Model’®

Davelop a plan for information sharing with external parties during the handling of an incident taking
into account for HEIs and RPOs which are maintaining a CSIRT/CERT that there may be Memoranda
of Understanding or information sharing agreements in place.

lmplement forensic readiness capabilities o reduce the time to respond when a breach is detected by
allowing the incident handler to effectively navigate through the incident data, correlate the events,
and make an infonmed judgement on the severity of the incident.

Follow disciplinary action for offending staff and in doing so include evidence from the digital
irvestigation in a form that is understandable and accessible by all parties involved in the discplinary
procedure possibly using a template to help structure and present the findings.

Consider involving relevant law enforcement agencies, intellectual Froperty offices, and data protection
authorities for incidents that are likely o nvolve litigation.
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IN PERSON

All over the European Union there are hundreds of Europe Direct information centres.
You can find the address of the centre nearest you at:
https://europa.eufeuropean-union/contact_en

ON THE PHONE OR BY EMAIL

Europe Direct is a service that answers your guestions about the European Union.
You can contact this service:

— by freephone: 00 800 6 7 8 9 10 11 (certain operators may charge for these calls),
- at the following standard number. +32 22999696, or
— by email via: https://feuropa.eu/european~-union/contact_en

ONLINE

Information about the European Union in all the official languages of the EU is available on the Europa
website at: https://feuropa.eu/european-unionf/index_en

EU PUBLICATIONS

You can download or order free and priced EU publications from:
https://op.europa.eu/en/publications. Multiple copies of free publications may be obtained by contacting
Europe Direct or your local information centre (see https:f/europa.eufeuropean-union/contact_en).

EU LAW AND RELATED DOCUMENTS

For access to legal information from the EU, including all EU law since 1952 in all the official language
versions, go to EUR-Lex at: http://eur-lex.europa.eu

OPEN DATA FROM THE EU

The EU Open Data Portal (http://data.europa.eu/edodp/en) provides access to datasets from the EU. Data
can be downloaded and reused for free, for both commercial and non-commercial purposes.




This publication presents the Staff Working Document on tackling R&
foreign interference. Foreign interference occurs when activities are carried

and interests of the European Union (EU). EU Higher Education Institutions
(HEIs) and Research Performing Organisations (RPOs) can benefit from

governance, partnerships and cybersecurity. The document contains a non-

RPOs to develop a comprehensive strategy, tailored to their needs.
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