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WASHINGTON: The U.S. Government is investigating the unauthorized access to
commercial telecommunications infrastructure by actors affiliated with the People’s

Republic of China.

After the FBI identified specific malicious activity targeting the sector, the FBl and
the Cybersecurity and Infrastructure Security Agency (CISA) immediately notified
affected companies, rendered technical assistance, and rapidly shared information
to assist other potential victims. The investigation is ongoing, and we encourage any
organization that believes it might be a victim to engage its local FBI field office or

CISA.
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Agencies across the U.S. Government are collaborating to aggressively mitigate this

threat and are coordinating with our industry partners to strengthen cyber defenses

across the commercial communications sector.

#i#

Related Articles

https://www.cisa.gov/news-events/news/joint-statement-fbi-and-cisa-prc-activity-targeting-telecommunications 2/4



1117124, 10:33 AM

OCT 16, 2024 PRESS RELEASE

CISA and FBI Release Product

COMO0000648

Joint Statement by FBI and CISA on PRC Activity Targeting Telecommunications | CISA

0CT 08, 2024 PRESS RELEASE

CISA and FBI Warn of Iranian-

Security Bad Practices for

Public Comment </news-

events/news/cisa-and-fbi-release-product-

security-bad-practices-public-comment>

OCT 01, 2024

CISA Kicks Off 21st
Anniversary of Cybersecurity

PRESS RELEASE

Awareness Month </news-

events/news/cisa-kicks-21st-anniversary-

cybersecurity-awareness-month>

Return to top

Topics </topics> Spotlight </spotlight>

News & Events </news-events>

Careers </careers>

Backed Cyber Activity to
Undermine U.S. Democratic

Institutions </news-events/news/cisa-

and-fbi-warn-iranian-backed-cyber-activity-

undermine-us-democratic-institutions>

SEP 16, 2024 PRESS RELEASE

CISA Releases Plan to Align
Operational Cybersecurity

Priorities for Federal

AgenCieS </news-events/news/cisa-

releases-plan-align-operational-cybersecurity-

priorities-federal-agencies>

Resources & Tools </resources-tools>

About </about>

https://www.cisa.gov/news-events/news/joint-statement-fbi-and-cisa-prc-activity-targeting-telecommunications 3/4



COMO0000648

11/7/24, 10:33 AM Joint Statement by FBI and CISA on PRC Activity Targeting Telecommunications | CISA

CISA Central
1-844-Say-CISA  SayCISA@cisa.dhs.gov

CISA.gov
An official website of the U.S. Department of Homeland Security

About CISA </about> Budget and Performance DHS.gov <https://www.dhs.gov>

<https://www.dhs.gov/performance

-financial-reports>

Egual Opportunity & Accessibility FOIA Requests No FEAR Act </no-fear-act>
</oedia> <https://www.dhs.gov/foia>
Office of Inspector General Privacy Policy </privacy-policy> Subscribe

<https://www.oig.dhs.gov/>

The White House USA.gov <https://www.usa.gov/> Website Feedback

<https://www.whitehouse.gov/> </forms/feedback>

https://www.cisa.gov/news-events/news/joint-statement-fbi-and-cisa-prc-activity-targeting-telecommunications 4/4



