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Heviglons

Consistent with subsection 21{2) of the National Security and Intelligence Committee of
Parliamentarians Act {NSICOP Act), the Commitiee may submit a spacial report {o the Prime
Minister and the ministers concerned on any matter related to #is mandate, Consistent with
subsection 215} of the NSICOP Act, the Prime Minister may, after consulling the Chair of the
Commitiee, direct the Committee fo submitto him or her a revised version of the report that
doas not contain information the Prime Minister belisves the disclosure of which would be
injurious 1o national secwily, national defence or international relations or is information that is
protected by solicitor-client privilege.

This document is a revizsed version of the Special Report provided to the Prime Ministar on 11
August 2021. Al the time, the document was classifed as Top Secret/Special
inteliigence/Canadian Eves Only.” Revisions were made 1o remove information the disclosure of
which the Prime Minister believes would be injurious {o national security, national defence or
international relations or which constitutes solicitor-client privilege. Where information could
simply be removed without affecting the readabifity of the document, the Comimittee noted the
ramuoval with thres asterisks ("} in the text of this document. Where information could not
simply be removed without affecting the readability of the document, the Commities revised the
document to summarize the information that was removed. Those sections are marked with
three asterisks at the beginning and the end of the summary, and the summary is enclosed by
square brackets {see example below).

EXAMPLE: [ Revised sections are marked with three asterisks at the beginning and the end
of the sentence, and the summary is enclosed by square brackets, ™7
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Ohalr Prégident

February 8, 2022

The Right Honourable Justin Trudeau, P.C., M.P.
Prime Minister of Canada

Office of the Prime Minister and Privy Council
Ottawa, ON

K14 QA2

Dear Prime Minister:

On behalf of the National Security and Intelligence Committes of Parliamentarians, it is
my pleasure to provide you with our Special Report on the Government of Canada’s
Framework and Activities to Defend its Systems and Networks from Cyber Attack.

The unanimous report includes four findings and two recommendations to strengthen
the government’s framework for defending government netwaorks from cyber attack
and to extend that framework over federal government organizations as broadly as
possible,

Consistent with subsection 21{5) of the Nationol Security and intelligence Committee of
Parfiamentorions Act, the Special Report was revised to remove information the
disclosure of which would be injurious to national security, national defence or
international relations, or is information subject to solicitor-client privilege.

Yours sincerely,

The Honourable David McGuinty, P.C, M.P,
Chair
National Security and Intelligence Committes of Parliamentarians

B0 Bow 8015, Station "T" 7 C.P, 8015, Succursalg « T »
Oterwa, Danads K16 BAS
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Introduction

i early March 2021, governments and organizations around the world became aware of cyber
attacks targeting a previously unknown vulnerability in Morosoft Exchange emall systems.
organizations, and were used to gain persistent access o victim networks, As the atlack spread,
other sophisticated threat actors quickly took advantage of the vulnerability and hundreds of
thousands of organizations were eventually affected. In Canada, the government immediately
declared a cyber security event and three organizations -~ the Treasury Board of Canada
Secrelariat (TBS), Shared Services Canada (85C) and the Canadian Centre for Cyber Securily
(CCCS) — worked with departments to identify their vulnerabiliies and directed them to palch
their systems. CCCS alsoworked to notify hundreds of private sector organizations of their
potential vulnerability. Within days, implicated organizations made required changes, and only
one government depariment was affecled. As of June 2021, no federal government
organizations were found 1o have suffered any data losses from the attack.’

Broadly speaking, the government succeaded in quickly and sffectively defending its networks
from a serious and previously unknown vulnerability. How did the government come to this
point? What challenges remain? Is the government prepared o counter cyber threats in the

fulure? This review seeks fo answer these questions.

1. Cyber threats are a significant and pervasive risk (o Canada’s national security. They
affect Canadiang at numerous levels, threatening government systems and services, critical
infrastructure providers, financial and heslth systems, research and academic networks, and
sensitive personal information. Governments are highly altractive argets for cyber aftacks. The
federal government holds enormous amounts of data about Canadians, Canadian busingsses
ard innovative sectors such as universities and research institutes. Cyber compromises of this
data could reveal sensitive personal information of Canadians and sap the vilality of individua
companies and of the economy. The government also manages foreign, trade and security
refations through slectronic infrastructures that, f compromised, could damage the
government's policies and undermine Canada’s vital interests. As well, the government provides
many critical services, which are heavily dependent on robust and "no fall” electronic
infrastructures.

2 Since its inception, the National Security and Intelligence Committee of Pariamentarians
{the Committee) has been interested in the security of government systems. Government
systems are a core part of Canada’s critical infrastruciure and indegral to national security.
Government departments have repeatedly briefed the Commiliee on the types of cyber threals

Y Krebs on Sacurity, “A least 30,000 U8, Organizations Newly Hacked Wa Moles In Microsoft's Emall Software”
March 5, 2021, hitps Sorebsonseouriv com/202 10 M a-least-30000u-s-organizations-newlyhackedvia-holes-in-
migrosofts-emaibsotwars!, CSE "NSICOF Cyber Defence Review. Compromise of Microsoft Eschangs,” emailto
NEICOP Secretariat, May 27, 2021; Global Affairs Canada, "Statementon Ching's Cyber Campaigne,” July 18, 2021,

hitos Heww canada cadenigiohal-affalrsinews 20210 T salement-on-chinas-overcampalang himi
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facing Canada, and the Commities stmmarized those threats in its 2018 annual report to the
Prime Minister and then, more thoroughly, in its 2020 annual report. | notes with concem the
ubinuity of cyber threats and, in particular, the sophistication and persistence of threats from
several forelgn states and none-slate aclors, including the growing threat from ransomware. it
also recognizes the significant changes implemented by the goverrynent over the last several
decades, including updated and new authorities, the creation of new organizations and
programs, and major investments in cyber security and defence. In fact, the Committee deferred
a review of cyber issues in 2018 to avoid negatively affecting the implementation of recently
announced changes to government machinery, notably the creation of the Canadian Centre for
Cyber Security and the atfendant changss in the roles and responsibifities of Shared Services
Ganada and Public Safety Canada.

3. Cyber security Is g large and complicated figld. In the 2018 National Cyber Security
Strategy, the government defined # as “the protection of digital information and the infrastructure
o which it resides.™ Such a necessarily broad definition implicates a range of actars in

industry, acadernda and government, and may include sverything from procuring hardware,
software and services, to developing laws and regulations. Although these areas are potentially
critical in thelr own right, many have litlle or no relationship with ssuss of security and
intelligence, the core of the Commiltes’s revisw mandate.

4. The Committee therefore decided fo initiate a review of a narrow subset of cyber security
activities: cyher defence. Cyber defence may be undersiood as the technical capability to
discover and detect cyber incidents, and to develop and deploy measures to defend against
therm.” In Canada, the Communications Securily Establishment (CSE) has besn the lead
organization in developing and deploving cyber defence activities. Its effortz were facilitated by
s complementary role as Canada’s signals infelligence organization, which gave it insight into
the activities and tactics of the most sophisticated cyber actors, particularly foreign states with
the resources and capabilities to mount fechnically advanced and persistent attacks on target
systemns and networks (theses actors are known as advanced persistent threats). CSE used this
nsight to bulld custom cyber defence sensors and defence technologies that could identify and
defeat such threats where commercialtechnologies could not. Al the core of CSE's ability o
build its operations and adapt them to the rapid evolution of technology has been fundamental
changes to statutory authorities. The first major change camein 2001 with the passage of
amendments 1o the Nalional Defence Act, which created the authorily basis for CSEs
information technology security and foreign signals intelligence activites., In 2019, the
Communications Securily Establishment Act came inlo Tores, which clarified and expandead
those authorities. This report explains thal evolution.

5. The framework for cyber defence has two other principal plavers: Shared Services
Canada and Treasury Board, as stpported by the Treasury Board of Canada Secretarial.
Created in 2011, Shared Services Canada (83C) plays a mostly operational role. SSC provides

* Canads, Mational Cyber Secwrily Strategy, 2018,p. 7.
*Ganada, Prograss Reporton the Cyber Ssourity Strategy, undated, p. 8 Original refersnce is io “network defence

2
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government departments thres key services — natworks, email and data centres — and works
closely with CSE {o address serious cyber incidents, When 580 was created, 43 deparfmenis
were required to obtain these senvices from §8C, representing approximately 95 percent of the
government's information technology infrastructure spending; the remaining smaller
departments and agencies represented the other 5 percent. Those 43 original pariners conlinue
o receive all of 85C's services, including those related to cyber security. Over time, 117 other
federal organizations have opled to oblain some of these services, bringing the {otal number of
S8C service recipients {o 160 out of 189 organizations, tolalling 95 percent of all faderal
organizations.

&. SSCs role in cyber defence s essential in two ways. First, the governmaent has reduced
its vulnerability to all forms of cyber attack by consolidating the number of connection points
between government networks and the Infernet and by reducing the number of legacy data
centres. Second, the government has significantly reduced the likelihood of cyber attacks being
successful, and the polential damage done if they are, by placing the majority of federal
organizations {(L.e., those that receive S5C services ) behind CSE’s sophisticated sensors and
cyber defence systems.

7. The Treasury Board and its Secretarial play an overarching role in cyber defence, both as
the Chief Information Officer of the government and through directives and policies applicable to
all government depariments. Treasury Board and #ts Secretariat have the authority to create
policies through various pieces of legislation, most notably the Financial Administration Act
{FAA). First passedin 1985, the FAA sels oul the roles and responsibilities for a number of key
actors acrogs government and snables the Treasury Board to issue policies, directives,
standards and guidetines for the management and administration of federal enfities. Consistent
with Canade’s parliamentary systam, the FAA is a vertical authority struciure: individual
minisiers and thelr deputies are responsible for the activities of individual departments.

B Folicy instruments promulgated under the FAA are fundamental for cyber defence. They
clarify the roles and accountabilities of various departments, providing direction and defining
requirements. The mostimportant of these instruments are the Policy on Government Security,
the Policy on Service and Digital, the Digital Operations Strategic Plan, the Cloud Adoption
Strategy, and the Cyber Security Event Managemaent Plan. They setthe framework for cyber
security and defence activities. Like all Treasury Board directives, TBS congiders the
implementation of those related 1o cvber defence as 'mandatory.” That sald, consistent with the
vertical authorities in the FAA, deputy heads of individual depariments are ultimately
responsitle for ensuring the integrily and security of their slectronic systems and networks and
for implementing TBS direction. To address instances of non-compliance, Treasury Board has
intfroduced a compliance management framework, which includes a range of possible
adminisirative conseguances.®

+Traasury Board, Framework for the Managementof Compliance, 2009, www tbs sctac cafpolidor.
anpaspdid=1 716t
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9. Other authorities play more specific roles inthe cyber defence framework. Changes o
CSE authorities in 2001 and 2019 permitled that organization to develop a line of work that has
proven critical 1o Canada’s cyber defence. Also important were amendments made in 2004 to
the Crinvinal Code and the FAA fo clarify the authority of government organizations o protect
their own cyber systems. This review summarizes the evolution of these authorities and
instruments and the role they play in the area of cyber defance.

10, Fipally, the government has provided key sirategic direction, made important structural
changes and invested significant resources to strengthen #s cyber security and cyber defences.
The government has provided strategic direction in the areas of cvber security and defence
through the 2004 National Security Policy, the 2010 Cyber Security Strategy and the 2018
National Cyber Security Strategy. |t made significant changes to the machinery of government,
notably with the creation of SSC in 2011 and the Canadian Centre for Cyber Security in 2018,
Many of these changes were accompanied by significant investments: in tolal, between the
years 2010 and 2021, the government invested more than 56 billion in defending governmeant
natworks from cyber attack® This report will desoribe the various changes made by the
government over the pastiwo decades and recommend where efforts need to be made to
complete this work, including in areas of government authorities,

h@ﬁ }fw (w,.mmcwt [} mi’?m 8 dmcs tpiamr*hapmm;m himi#Ensurning-B
Budget 2018, hips Swww budgelas cald018/docs) tanjohB-en himif ?@cx@%‘ii}ﬁ&i& F;sb ;c‘&afﬂty Caﬁada
Canada's Dyber Securnity Srategy: Fundinig Allogslions and Accomplishmenis o Date, 2015,

4
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Overview of the Review

11, OnJune 19, 2020, the Committee decided to undertake a review of the Government of
Canada's framework and aclivities o defend its systams and networks from cyber attack. On
July 8, 2020, the Chair of the Commitise provided notification letters to the ministers of National
Defence and Public Safety and Emergency Preparedness, and the President of the Treasury
Board. The review included the following organizations:

=  Communications Security Establishment;

= Shared Services Canada;

» Treasury Board of Canada Secretariat; and
» Public Safety Canada.

12. The Committes informed the ministers that the review would examine the federal
framework for cyber defence, the activities that constilute cyber defence for the government,
and the authorities and governance struclures, including for interdepartmental governance and
coordination, under which they are conducted. The objectives of the review would be to:

= axaming the evolution of the legislative, regudalory, policy, operational, administrative or
financial frameworks associated with the conduct of cyber defence activilies;

« jdentify the type, nature and exient of the activities that constitule cyber defence for the
government and the evolving threat they are designed fo counter;

» examine the evolution of the authorities, accountability and governance structures for
cyber defence activities, including interdeparimental governance and coordination,

« identify the systems and networks that constitule the government's information
technology systems;

¢ raview relevant case studies pertaining to the cyber compromises of government
systems; and

s consider the risks associated with cyber defence activities {e.g., o the privacy rights of
Canadians).

13.  The Commitlee focused is inquiry on the defence of federal government systems from
cyber aftack, an area of examination squarely within its statutory mandate. In doing so, the
Committee excluded a number of issues from the scope of its review. It did not examine cyber
defence activiies related to the protection of critical infrastructure outside of federal government
systems {e.g., other lavels of government or sectors such as energy). The protection of critical
infrastructure is a large and complex topic in iiself, which the Commiltes may examine in the
future, it did not examine the government's activities in relation o the defence of the 2018
federal election from cyber threals. The government had already undertaken a report on this
subject when the Committes announced iis review; after recelving that report in 2020, the
Committes made commaents and recommendations 1o the Prime Minister, Finally, the
Committse did not examine the government’s response to oyber crime: the Roval Canadian
Mounted Police, one of the core security and intelligence organizations subject to Committes

5
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review, was inn the midst of implementing significant changes in how itinvestigates cyber crime.
Further, the majority of cyber crime does not fall within the Commitlee's review mandale.

14, The Commitles reviewed significant amounts of historical documentation from 2001 1o
the present, principally to explore the evolution of the government’s understanding of cyber
threats and what was needed 1o address them. The Committes focusad its analysis on key
pariods when major incidents forced government depariments to shift operations, and when the
government passed enabling legislation or made changes to the machinery of governiment {o
address cyber defence challenges. Consistent with its past reviews, the Commities placed
significant emphasis on accountability, authorities, and governance and coordination of
acthvlies,

15, The Commities's review proceeded in two stages, The first was an examination of
government material that described the evolution of responses to new and emerging cyber
threats. The Commities supplemented this material with academic and public sources of
mformation, bul # was linoited in the discussions it could hold with subject maller experts oulside
of government due to the pandemic. The sscond stage was 1o hold briefings and sppearances
with government officials. The Commitlee’s Secretarial worked closely with relevant
departmenis to obtain and clarify information. In tolal, the Committes held five mestings with
various government departments and considered over 2,500 documents, representing over

16, This reportis wrien in five parls. The firstis a description of cyber threats facing the
government and an examination of what is af siake whan government networks are altacked by
oyber Hweat actors. The second iz a historical description of how the government’s framewaork
for defending is networks has evolved since 2001, That part explaing the importance of
statutory authorities i underpinning ovber defence activities, the role of various government
policies, particularly successive cyber security sirategies, and key changes in the machinery of
government, notably the creation of Shared Services Canada in 2011 and the Canadian Cenltre
for Cyber Securily in 2018, The third parl examines the roles, responsibilities, authorities and
activities of the key plavers in the govemment’s cyber defence frameworks the Treaswry Board
of Canada Secretariat, Shared Services Canada, and the Communications Security
Establishment, collectively known as the Information Technology Security Tripartite. The fourth
describes the overarching govermnance framework for cyber defence activities in the
government. Finally, the Commitige provides its assessment, findings and recommendations.

17, In this latter section, the Committes notes that the government’s ovber defence
framework has evolved over time towards a horizontal ‘enterprise’ approach thal treals
government systems and networks as a single entity. The last fen years have shownthat this
avohition has improved Canada’s oyber defences considerably, However, Canada cannot be
complacent: the government must continue o implement the measures required to adapt to
change. In particular, the horizontal approach fo cyber defence Is increasingly at odds with
depariments” vertival suthorities, where individual organizations and Crown corporations retain
significant discretion 1o oplinto the government cvber defence framework or o make the
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changes necessary to protect their systems from sophisticated threals. These authorities werg
set in a pre-digital era and should be updated for new technologies and threats.
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Past Examinations of Cyber Defence Activities

External review

18, A number of reviews, audils and evalualions have been conducted on aspeots of the
government cyber defence framework. These were conducted by independent, exdemnal review
or audit entities, parliamentary commitiess, the Communications Security Establishment (TSE)
Commissioner {the former body dedicated to reviewing CSE activities) and bodies internal {o the
government. As background o the Commilies’s review, this section summarizes each in urn,
The implementation of recommendations from these studies are not tracked as part of this
review,

18 The following exernal reviews or audils contained specific reference o the protection of
government information systems from cyber threals:

= Office of the Auditor General of Canada ~ Chapter 3: Protecting Canadian Critical
infrastructure Against Cyber Threats (2012): Part of this audit examined how the
government protects ifs information systems and the roles and responsibilities of the
departments involved. ¥ recommended that Treasury Board of Canada Secretariat
update relevant policies to reflect the new information security roles and responsibilities
of Shared Services Canada (83C).8

=«  Office of the Auditor General of Canada ~ Report 4: Information Technology
Shared Services (2015): This audit examined how S8C provided information
{echnology services to other federal departments, including information technology
security, It recommended that S3C establish expectations or provide information on core
elements of security 1o pariners to allow them to comply with government information
technology security policies, guidelines and standards.”

+  Senale of Canada Standing Commiltes on Banking, Trade and Commerce -~ Cyber
Assault: § should keep vou up at night (2018): This report primarily examined how {o
aenhance cyber security for Canadians and businesses. However, it also considerad how
to improve the government’s oyber security framework and strengthen oversight over the
many departments that have cyber securily as part of thelr mandate. The report
racommended the creation of a new federal minister of cyber security who would be
responsible for Canadian cyber security policy while coordinating cyber security efforts
with provincial and territorial governments and the private sector ®

8 Office of the Auditor General of Canada {{3%&3 30? ?Fe};’f Repmt: uf?apfe; 30 ;sz&ctsng Camad;a:: crifical
infrastructure agsinstoyberthraals, 2012, hilps i fions 3 3 8751 Dd/publications htmit
¥ C}AG 2015 FaH Rbpsn‘s Report 4 mﬁ:}rmm‘sen Tw&mm!ogv Shared bﬁmses 2075, bt s, %mw Qg

g S&na&, of Canada, Cvberdssaall If should keep vou up at night, 2018, hlps fsencanada safenfinfopageinari-42-

1bancaovbersscurityl
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The CSE Commissioner

20, Between 1896 and 2019, the CBE Commissioner was responsible for reviewing CBE
activities for compliance with the law and policy direction from the Minister of National Defence,
i his final report in 2019, the CSE Commissioner reported that CSE had accepled and
implemented 166 of the 175 recommendations made sines 1997 across all areas of CSE's
mandate, 8 completion rate of 95 percent. Between 2001 and 2018, the CSE Commissionar
sonducted a number of reviews of CEBE’s cyber defence activities, which were varipusly known
as active network security testing, secuwily posture assessments, cyber defence operations and
information technology security activities. In general, the CSE Commissioner examined
programs or aspects of CSE's eyber defence activities to determine whethen

# inistedal authorizations for cyber defence aclivities met conditions specified in the
National Defence Act,

» gyber defence activities were conducted i accordance with legisiative, ministerial and
policy requirements;

« {SE directad cyber defence activities at Canadians or persons in Canada; and

= if private communications intercepled by CSE were deemed essential to identify, isolate
of prevent harm to Government of Canada computer systems or networks.

21 in October 2008, the CSE Commissioner noted that CSE senior management becams
aware thal certain cyber defence activiies may not have been compliant with operationat
policiss and procedures. The Commissionsr found that management paid insufficient attention
o the conditions for and compliance with ministerial authorizations, and that the control
framework for carrying out activities under ministenial authorization was not sufficiently clear,
consistent, comprehensive or current. The cumudative inpact of these issues called into
guestion CBE's compliance with the Privacy Act and the Nationsf Defence Act. As g result, CSE
suspended all cyber defence activities under ministeral authorization to conduct an internal
investigation. These activilies were restarted in October 2007 following a restruchuing of the
miristerial authorization program and policy framework ®

22 Since 2007, the CSE Commissionsr has found thal ministerial authorizations for cyber
defence activities met the requirements of the National Defence Act, and that these activities
were in accordance with the law and CSE policies.'® The C8E Commissioner also confirmed
that CSE did not direct its cyber defence activities toward Canadians or persons in Canada,
Monetheless, between 2001 and 2018 the CBE Commissioner made a number of
recommendations to ensure that CSE cyber defence activilies had.

*Office ofthe Qommunications Seourity Establishment Commigsionsr {DCBEC), Revew of OSECs aclivilies under
the Profection of Computer Systom s and Notwork s of the Goveramentof Canada Minisledal Authonz alions -~ CRECS
Securily Posture Assessmeni- Aotive Network Security Testing (ANST) Activilies in 20072008 and 20082008,
Report 58, February 14, 2011, o 45,

BOCBEQ, Reviewnf CSECs activities under the Protection of Computer Syslernsand Network s of e Govermment
of Canada Mnistetial Authoriz stions, Report 58, Febroary 14, 2011, 6. 25,
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= practical definitions, new record classifications, and clear retention and disposal
schedules for personal information;!

» appropriate policies Tor filing, retaining and deleting key information found under a
ministerial authorization;®

» improved descriptions in ministerial authorizations o clearly identify what the Minister
was authorizing;™ and

= improved clarily under the National Defence Act regarding authorities that risk
intercepting private communications,

23, In 2019, the National Security Act crealed two new organizations. The firstis the
National Security and Intelligence Review Agency, which took on the review activities of the
C8E Commissioner. The second is the Intelligence Commissioner, who (among other things)
reviews the annual cyber security authorizations granted to CSE by the Minister of Nalional
Defence.® These authorizations allow CSE to access the information infrastructures of federal
or designated non-federal institutions where it would otherwise contravene an Act of Parliament
{e.g., the Crminal Code) or interfere with the reasonable expectation of privacy of a Canadian
or a parson in Canada. Since his office was created in 2019, the intefligence Commissioner has
found all cybersecuwity authorizations he has reviewed o be reasonable. However, the
intelligence Commissioner also noted that cyber security authorization applications have had
several inconsistencies, including missing descriptions of cutcomes, missing descriptions of the
cyber security services received by clients and unexplained conditions that the Minister imposed
on authorizations. These issues did not affect the Intelligence Commissioner's assessment of
the reasonableness of the Minister's conclusions.

Internalreview

24.  The following internal reviews or audits are particudarly relevant to the govermment's
cyber defence framework:

¢+ Treasury Board of Canada Secretariat ~ Report on Cyber Security of Government
Systems (2016} This study analyzed aspects of cyber security across the government
and determined there was a lack of clear decision-making at the enterprise leval |
suggested nominating a senjor-level execulive with a mandate 1o resolve respongibility

Y ODSED, Reporton CSE ITS Ministerial Authorizations, Report 24, May 20, 2003, pp. 3132,

2 QUSEC, Information Securily Activities Conducted Under the Industry Canada Ministerial Authorization, Report 38,
December 19,2008, pp. 1011,

BOGSES, Privacy and Technology, Reportds, June 11,2008, p. 34,

MOUSEC, Review of [TS ANST/CDO 2013, Report83, March 31, 2018.p. 23,

Y The Office of the intelligence Commissionsris anindependent, quasi-judicial bodyresponsibls for revawing the
conclusions of {a} the Ministerof National Defance in issuing or amending a foreign intelligence avthorizationora
cyber secwiyauthorization for the Communications Securlty Establishment (b the Minister of Public Safely and
EmergencyFreparednessin determining classes of Canadian dafasels thatthe Canadian Securily ntelligence
Bendce (SIS may collect, or in determining classss ofaols oromissions thatCSIS may be justified in doing, which
wonldotherwise be offenses Underthe CSIS Aoty and (o) the Directorof 8IS in authorizging U818 v querya dataset
in exgentcircumsiances ororetain a foreign delaset See Office of the inlelligence Commissioner, Annual Repost
202G, March 31, 2020, Mins fwww canada sefendintelligenca-commissionsfannualreport himl,
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gaps and faciiitate enterprise intiatives. # also suggested reducing redundancies among
govermnance committees

¢ Ofice of the Comptroller General of Canada ~ Horizontal Internal Audit of
information Technology Security in Large and Small Departments (2018): Partof a
multi-year, multi-phase effort, this audil reviewsd governance and conrol frameworks
over information technology security for unclassifisd governmant netwarks. it found that
such frameworks were i place and that Treaswry Board of Canada Secratariat had
established policy direction for iformation technology securily, However, the audit noted
that policy instruments were out of date and that further clarification of roles and
responsibilities was needed, including for 85C, to further define expectations for
sacuring legacy systems. The audit also found that the several commitiess governing
information technology policy instrumerds neaded to improve coordination and reporting
refationships. Additional phases were planned for the years 2019-20 to 2021-22.7

= Public Safety Canada ~ Horizontal Evaluation of Canada’s Gyber Security Strategy
{2017} This review examined the govermment's progress 1o defend against cyber
attacks. it found that, despite Improvements, there was still confusion betwsen
departments on thelr roles and responsibilities, particularly between CSE and the then-
Public Safety Canadian Cyber Incident Response Centre. The private seclor echoed this
concerm, noling that # was unclear as to where private seclor organizations should report
cyber incidents or sesk assistance. The review also found that the government needed
to continue to strengthen its ability to prevent, detect, respond to and recover from cyber
attacks. | recommended that the government strengthen #s horizontal governance of
cyber security by re-assessing participation on existing committees and daveloping
terms of reference o betler define departmantal roles and responsibiliies

 pefarances o enigiprise dacision- mskﬁng orenferpriseseruiiviniiatives refertn an Entermpdise Sevuily
Agchitecture ted by Treas iy Board of Canada Becratariaithet incliudes common, governimernt-wide approachesto
planning and dellvering common securfy sendoes. Essentially, it means reating the governmentas & single enlify,
rather thamas a collsclionof indiiduatiorganizations sach responsibe fortherown wyber securityandg defence. in
the sontaxt of oyber securdty, this enlzipnse approach enhances the goverrrment's abililyvto protest isslffom ovber
thraats by standardizing seowriycontrols and bnproving inform alion sharng sboutoyber trasis, thersby stppotiing
improved responses to cvber incidents. Ses Shared Services Canads (880, 55C Cyharand!T Securily Framework,
Varsinn 1 0, Ortober B, 2014 and Pubdic Safety Canada, Progress Report on Canada's Cyber Becudly Bhatagy ~
Horlzomtal inilialive for 2012-13 and 200314, undated,
T office of the Comptralier General of Canada, Horsontsd Infemal Auditof information Techaology Seuurity in Large
e &maﬁ ﬁefpmtmeﬁm {FPhase 1] 5 2&316 s Aeww canads Lafanﬁrua S baarcm&-f“raLa;'wffsamr@siau G

v’“Pubsc%af&tv(Ja nscaﬁww Gf?i:“i‘f Eva adfzm Qf’{i‘anadﬁaib er 3e~<:w:fy Si{d?@gv i, 2T,
hitpsAwww publicsaflevoosaionifrsres/abloinsidin-ond-sortsiviafindevan.asox
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wat’s at stake and who is involved?

Part I: Cyber Threats — v

25 As avital part of Canada's critical infrasiruciure, the government collects and holds
information and provides services that are of significant value to Canada’s adversaries. In this
digital age, nearly everything the government holds or does is potentially at risk — whether it's
{Canadians’ tax and employment information, companies’ proprietary and research data, and
government policies, investigations and operations, or the electronic processes that underpin
the many services and benefits on which Canadians depend. Government networks are
therefore integral to Canada’s national security. This chapler describes whal is al stake for
cyber threals {o government systems, the evolidion of cyber threats over time, and the most
significant threat actors facing Canada today. | is a primer for the rest of this review.

What's at stake?

26. Cyber attacks against government systems threaten the information held by the
government and the various electronic systems and processas it neads to function. This broad
vulnerability canbe broken into five areas, each of which will be described in the following
paragraphs:

= personal information of Canadians;

= proprietary information, intellectusl property and research of Canadian businesses and
researchers,;

« government policies and policy-making;

« security and intelligence information and operations; and

» integrity of government systems.

Threats to the personal information of Canadians

27, The government collects and manages significant amounts of personal information. This
includes namaes, dales of birth, addresses, social insurance information, passport information,
health records, voling information and many other personal details. For example:

» the Canada Revenug Agency holds information related to Canadians’ identity, income,
smployment, benefiis and taxes,

= immigration, Refugeses and Cilizenship Canada holds information related o individuals’
identity and sigtus in Canada; and

= the Canada Border Services Agency holds sensitive Advance Passenger
information/Passenger Name Record Data, entry-axit information and biometric
information (fingerprints and digital photographs ) for certain categories of travellers.,
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or sredit cards, or obtain government benefits or refunds.™® Hostile foreign states could use this
data o track Canadians or persons living i Canada.™

Threats to business information, intellectual property, research networks and
academia

28, The government holds information related to Canadian businesses, intellectual property,
research networks and academia. For axample:

# the NMational Research Councll possesses information related 1o Canadian advancements
in fechnoiogy and intellectual property that can be vital to the lechnical success of
Canadian and international companies;

= Defence Research and Development Canada holds information on defence scisnce and
technology — inchuding that developed or shared with pariner departments, industry,
academiz and international allies — that s used 1o support defence and securily
operations at home and abroad, and

» nnovation, Sclence and Economic Development Canada possesses information related
{o Canada's conditions for investment, innovation and international rade.

The thefl of this data by malicious actors could undenmine Canada's international
sompetitiveness and economic inferests, sap innovation and harm national secunity.

Threats to government policies and policy-making

29, The government holds iformaltion related o ds policies and policy-making. Through
various policy- and decision-making processes, the government generates and oblains
significant and often very sensitive information on topics spanning #s domestic and international
work, such as forsign policy and trade, defence and security, natural resources, snergy, and
finance, The sameis true for processes and decisions that may affect, for example, financial
markets or foreign investments, including budgetary planning and regulations, or involve
Canada’s judicial syslem. For axample;

= Global Affairs Canada holds information related to Canada's bilateral and multilateral
relabions, international trade, consular cases, and peace and securlly assislance efforts;

e Treasury Board of Canada Secretarial possesses information related to government
spending, reguiation and management in the areas of peaple, money and technology,

% Danada Revenue Agancy, Profect Yourself Agsinstidentiy The#, 2010, wwi tanada colpidravanus.
agenoysenicesfoms-publicationshublicsionsfc Sdioract-vourseibaains-identitethe iml.

* Far additonal information, see National Seourity and Intelligence Compittes of Parliamentarians (NBICOP),
Apnual Repont 2020, 2021, iios fwww nsicop-cosnealienarisig.202 1-04-1 2arfiotre-an iml.
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« the Department of Finance holds information related to economic and fiscal matters,
including the annual budgel, tax and tariff policy, social measures, and security-related
investments; and

# the Federal Court holds information on deliberations regarding administrative law;
citizenship, nmigration and refugee law; intellectual property, maritime law, and national
security {e.q., warrants authorizing certain activities of the Canadian Security Intelligence
Service).

This information is of interes? to foreign siales or oriminals. ¥ stolen, it could lecpardize
Canada’s national inferssis, international compelitiveness and negotiating positions, reputation
on the world stage, and international refations. The theft of decision-malking and finance
documents could reveal information related o the government's spending and programming
plans, underming its international negotiation strategies, and jeopardize trust in Canadian
markets, Cyber attacks fargeting court processes could divulge sensitive records and
delibarations, threatening the integrity of the legal system.

Threats to security and intelligence information and operations

30, Government networks hold information related to Canada’s national securily, intelligence
and defence aclivities, including operations and investigations. For exampls;

+ the Canadian Security Intelligence Service holds highly classified information, including
national security investigations on specific states and individual Canadians, and as part
of the government’s security clearance process, it collects sensitive information on
government employess who require access to classifled information or sensitive siles;
and

s the Department of National Defence and the Canadian Anmed Forces hold information
on Canada's mililary operations, lechnology and equipment, strategies, intelligence, and
procuremeant plans.

The theft of information related to military operations could reveal military strategies, targets,
operations and plans, polentially jeopardizing the safety of Canada’s troops abroad and the
success of military operations. The thefl of information related to security and intelligence
pperations and investigations could reveal the identities of security and intelligence officials,
jeopardizing thelr safety and making them targets for extortion or espionage. The loss of such
information could also risk divulging intelligence-gathering sources and methods, inhibiting
Canada’s ability to gather intelligence on threals o national security.

Threats to the integrity of government systems

31 Finally, a successful cyber attack could compromise the integrity of government
systems. As a key part of Canada's critical infrastructure, the government must provide services
without disruption. Ensuring the continuity of government is essential across numesrous areas.
For example:
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» the Prime Minister, Cabingt, individust ministers and parliamentarians rely on information
{echnology and electronic communications to conduct sensitive siate business;

« Employment and Social Development Canada, Service Canada and thelr pariner
depariments rely on information technologies 1o provide numerous benefits to
Canadiang, including pensions, passports, Employment nsurance, and disability
benefits for velerans; and

»  Shared Services Canada provides backbone and digital sendces o government
organizations in order to deliver digital programs and services across arange of
mandates,

A cyber attack against government systems could jsopardize the continuity of government, the
defivery of services and the integrily of information holdings. The economic and social well-
being of Canadians would suffer as a result.

hat's happening? The cyber threatenvironment

32. The Communications Security Establishment {CEE) defines a cyber threat as "an
activity intended to compromise the security of an information system by altering the availability,
integrity or confidentiality of a system or the information it contains.” Cyber threat actors
conduct cyber threat activities. These actors are composed of "states, groups, or individuals
who, with malicious intend, aim {o {ake advantage of vulnerabilities, low cyber security
awareness, or lechnological developments to gain unauthorized access to information and
systerms inorder 10 access or otherwise affect victims™ data, devices, systems, and nelworks ™
CSE identifies six types of cyber threat actors, based on thelr primary molivation:

s Nation-states; motivated by a range of strategic, political, secuwrity or economic
objectives, states ry to oblain advantages in the economic, political or mililary spheres;

« Cybercriminals: molivated by a real or perceived monelary reward, criminals sesk lo
make money from targeting vulnerabilities;

s Hacktivists: driven by a sense of activism, hacklivists by to draw attention to their
poliical or social causs ™

= Terrorist groups: motivated by violent extremism grounded in refigious or political
sentiment, terrorists seek to fundraise, proselytize and plan attacks;

» Thrill-seekers: motivated by a sense of personal salisfaction, hrill seskers try 1o “heal’
the cyber defences of an organization or goverament; and

 Gammunications Security Establishment {DSE}, An Introduchon to the Cyber Threat Environment, 2019,

www ovberancafs tesfdefaulfiles/oublicationsintio-octa-2020 endl

“ Transiston Bureay, Public Sendces and Procurement Canada, "Hacklivist” Termium Plus date bank, 2021

ww B mn Germiumplusge cefZalnhaliohs.
' =enofiz i &srchidehackivistiRindessentoodom2ng wetsifresulirers

16



JKW0000007

+ Insider threats: driven by discontent and dissatisfaction, insider threals sesk revenge
for past slights or proft from selling secrets

33, Cyber threat actors are not equal in their capability or sophistication. Key differentiators
are access totechnical and financial resources and training. Threat actors in the top tier of
sophistication and skill are called advanced persistent threats. They use advanced technigues
to conduct complex and protracted campaigns in the pursult of thelr strategic goals. Nation-
states are typically the mostsophisticated threat actors, with their expansive stale resouwrces,
advanced (and often highly classified) technologies, extensive planning and coordination, and
the ability to operate with near legal impunity. With few sxceptions, cybercriminals are generally
understood as moderately sophisticated threat actors, although they may still use dedicated
planning, support and {echnical capabilities to conduct activities against a large number of
victims. Hacktivists, terrorist groups and thrill-seekers are typically at the lowest level of
sophistication as they often rely on widely available tools that require litle technical skill {o
deploy. Insider threats are individuals who work as trusted employees within organizations, but
could cause significant loss of data or system disruption owing 1o their access to intemal (and
otherwise protected) nelworks. ® While the Commities recognizes that the government must
defend its systems against any threat, regardiess of sophistication or motivation, in this review
the Commitiee focuses primarily on state-sponsored actors due {o their high-level of
sophistication and therefore greatest possibility of causing significant harm.

34, The gyber threat snvironment is the online space where cyber threat aclors conduct
malicious cyber threat activity ® This environment is made up of technological componeris,
including Internet connectivity and connected devices, computing powsr and data storage, and
the people and organizations that use them, including governments, citizens, businesses,
universities and industries. This threat environment has evolved over time, the most notable
changes being the exponential growth in users, bandwidth, computers and other devices, and a
corresponding increass in the creation of personal and proprietary data,®

35 Government departmants and agencies have increased interconnectivity among
themselves and with external internet environments, such as private sector organizations and
citizens. This interface between government networks and exiernal cyber environments is
assential for the government to provide services o clients. In fact, itis at the very coreof the
government's vision for digitally based operations, one where programs and services are
available digitally to all Canadians, anylime, anywhere and from any device.* This also exposes

BOSE, An introductionto the Cyber Thraat Envronment, 2019, www ovberan calsites/dafadiiflesipublicationsinio-
nda-2020 e ndh and CBE, Government of Canada Enterprizs Security Architecture Enterprise Threat Assessment,
Janary 2017,

“CBE, An intrpductinnio the Cyber Threst Environment, 2019, www oy
acka-2020 e ndf

B OZE, & Infroduction to the Cyher Threat Emdronment, 2018, www ovberae calstes defaultfleshublications/intro-
nula-2u20 endf

# Canadian Gentre for Cyber Security (COCE), Modern Rensomware and s Evolution, 2020

# For additfonal information on the gowrnment's vision for digitel operations, ses the Digital Operations Strategic
Plan: 2018-2022 sthtes fwww sansda.caleniovammenissiemidigial-aoeminentioovernment-ganada-digial
operations-shategic-plansidinital-coerations-strategic-plan- 201 8-2022 himBETeC3,

tesidefaulifilssinublicationsfinirn.
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government systems and networks to deliberate threat actors that may targst the government
with malicious cyber activity; it also means that 8 cyber compromise of one depariment may
threaten others,

36, Cyber threat actors attack information systems using a number of methods, As C8E

notes, "the structure of the Internet makes it possible for a threat actor to connect directly 1o an

information system from across the globe or o monifor communications associated with a target

irformation system. ™ For example, cyber threat actors could:

»  monitor an interaction between two devices or software components in the information
system, resulting in a compromise of data;

« deny communication belwesn two components, halling the provision of criical services;

» insart themselves between two devices or modules that are communicating and
isrcept thelr communications: or

= gain access o government systems by impersonating a legitimats user or by stealing
login credentials ™

37.  The balance betwean cyber defence and offence varles. Government departments use a
variaty of Internet rowsers, software, applications and hardwars, all of which vary in age and
sophistication and reguire constant updating and maintenance 1o limit vulnerabilities, and have
implemented sophisticaled measures o strengthen defences. Al the same time, threat aclors
have become more capable of launching cyber altacks. For relatively unsophisticated cvber
threat actors, hacking tools have become cheaper and more readily avallable through criminal
service providers, making it easier o conduct sophisticated, hard-to-detect altacks. ™ As
described later, the most sophisticated threat actors, notably China and Russia, continue fo
adapt their capabilities to subvert defensive measures, and other states, such as ™ are
investing heavily in thelr capacily to do the same. In short, cyber threats to government
nefworks and the measures necessary o block them rapidly svolve,

Lyber threats to governmeant networks, 2015 {0 2020

38, I its Annual Report 2020, the Committee described the contemporary landscape of
malicious cyber actvilies threatening government systerns, oritical infrastruciure providers, the
private sector and Canadians.™ In this review, the Commiltee’s analysis will more narrowly
describe malicious cyber activities that targeted government systems and networks from 20958
o 2020,

#OSE, Governmentof Canada Enterprise Seourity Arohiteciure Extermise ThreatAssessment, 3017,

R EBE, Gowrnmentof Canada Enterprise Sscunly Archilecture Enterprise Thieal Assessment, 27,

WOEE, Operalipnal ThrsatReport 2018 Annval Threst Landscaps « f Jenuayio 37 December 2018, 2020 . C8F
nobes that ovber orrme is one of the fastestgrowing frms ofransnational orime ang suggests thatibwil continue (o
expand g5 the ihcreasing swilability of malware lowars the chrical sopertise needed o causs hamm,

#NRICOF,. dnnpal Report 2020, 2021, nlips Jeww nsioot-Cosnt calienoiain - 202 1-04 -1 Zarfinie-enhiml,
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38, CSE identifies threats fo government systems intwo ways., CSE's foreign intefligence
program monitors foreign cvber actors o identify thelr techniques and inferests (among other
things ). That information is shared with the Canadian Centre for Cyber Secuwity (CCCS), which
is housad within CSE. For its part, CCCE manages three types of cyber defence sensors, which
scan for known threals and anomalies across certain government departments, networks and
cloud environments, CCCS combines information from these sources with information shared
by pariners to create indicators of compromise that allow i to identify potential malicious cyber
threats in the fulure. ™ As the deployment of cyber defence sensors has increased over tims,
CCCS's abifity 1o detect malicious cyber activity on government systems has also grown.

40. The samsis true for CCCS's ability to block that activily, Beginning in 2013 (before
CCCS was created), CSE started {o deploy network-based dynamic defences, a ground-
breaking shift in defensive capability, Dynamic defences allowed CBE to move beyond only
identifying threals {o proactively blocking them. To create these defences, newly identified
threats are ™ updated into CSE’s dynamic defence system. The sensors canthen detect those
threats and launch mitigation actions autornatically to block them. Although malicious threat
actors continue to target the government, the deployment of these dynamic defences has
significantly reduced their success in compromising government systems.™ In appesrances
before the Committes, CCCS officials stated that the volume of cyber incidents has gone down
since 2015 and that the impact of such incidents has become less significant, owing to CCCS's
ability to respond quickly 1o new atiacks and prevent the type of damage that in the past would
have required targeted departments to completely rebuild their networks. ® Officials also stated
that in the early 2010s, CSE observed thousands of incidents per year, which included a
number of cases of data exfiliration from Government of Canada networks. They added, "Now,
if we see *** a year, it's a bad vear, because we are able o intervene very quickly.”™ The
avolution and deployment of sensors is desoribed later in this raview.

Evidence of compromise

41, There are a number of malicious activities that indicats that a network has been
compromised, *** These include beaconing, remote exploitation, malware artifacts, malware
downioad, phishing, browser-based explofiation, data exfiltration, remote access, and denial of

28

service, Eachis described belopw . *®

Beaconing
42, Beaconing is a mathod of communication between a compromised targst network and
the altacker's computer. A threal actor deploys a beacon through numerous means, including

RLCCR, Review of the Government of Canada's Cyvber Dafence Activities, NBICOP appearance, February 19, 2021,
B OSE, YearReview Cyber Defence Repant 2017, 2018.

¥ OCUS, Bemarks ofthe CCCS Head, NSICOP appearanoce, February 18, 2021,

#CCCS, Remarks ofthe CCCS Head, NSICOP appearance, February 19, 2021,

¥ Of note, BSE's methodologyfor racking malicious syber activity has evelved over the years as its knowledge of
cyber threat actors has grown and as it has expanded its deploymerntof cyber defence sensorsio additional
governmantdeparments. Where CSE has been able lo ideniify and describe malicious oyber threat aclivly, itrafers
only o those porfions ofgovernmentnietworks on which it has visibillty, deparimental traffic traversing the Shared
Services Canada (B5C) Enterprise Infemet Benice or date derived from its host-based oyberdefence sensors.
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remote exploitation, phishing or browser-based exploftation. The purpose of the beacon is fo
alert the threat actor that the alfack was successiul and that the fool the actor implanted was
able to circumvent network defences {e.g., a firewall). In turn, that allows the threat aclor o
create other communication channels {usually hidden and encrypted) o introduce addifional,
more advanced lools (for example, 1o further exploll the network or to steal information) ™ [
One sentence was deleted to remove injurious or priviteged information. The senlence
described CSE's assessment. ¥ %

Remote exploitation

43, Remote exploftation is the process where g threst actor sends s sef of commands from a
remote network 10 2 target device 1o gain access to that device or 1o the information € holds 2 In
gensral, remote exploflations iake advantage of vulnerabiliies or weaknesses in soflware,
hardware or the configuration of 2 compuder or network device. Essentially, a remole exploit is
the way the criminal picks the lock* [P One sentence was delefed to remove injurious or
privileged information. The sentence described CBE's assegsmaent, **1.%

Remote access

44, Remole access refers o unauthorized remote conneclions o a viclim host by a threat
actor without the use of an exploit (2.q., by using a valid username ard password palr, offen
Hlegitimately obtained through data theft or the successiuldelivery of a phishing amail}.®
Legitimate users interact with files, infformation and system resources when working remotely
{g.q., elework)® By leveraging remole access to a target nelwork, malicious cyber threat
actors can mimic all of the interactions and activities of g legitimate user. I Two senjences
were deleted (o remove injurious or privileged information. The sentences described CSE's
assessmant, "8

Malware artifacts and downloads

45, Malware refers {o a wide range of malicious software designed to infilirate or damage 8
computer systern, without the ownet’s consent. ¥ A malware tool can be deploved vie multiple
means {(e.g., remule exploitation, phishing or browser-based explofiation). Malicious software
{code} s “writlen for the specific purpose of causing hamn, disclosing information or otherwize
vipkating the security or stability of 2 system ™ Malware ariifacts are delectable traces of

F LGS, "Glozsary Waw ober 0008 ssary. See alsothe "beaconing” definilion sl internalional Association
of Chisfs of Police, Law Enfarmmani%ybm Cantre, hiios dwwe Jacoovhercenier orfes owces-Slalossarnil.
BLOCS, Operational Threat Repon: 2019 Annual Threal Landscape ~ 1 Janwaryio 31 December 2018, 2020,
BOOCE "Clossary” waw sberotsafeniuiossany

iow, hitns D vice comisniariclefmaT Sviacking-qinssary.

F LGOS, CyherDofence Repoat Goveramentof Canada f?“(f’wnpmm:smam? Vidnerabifities, 2018 Anoiial 3018,
CBE, "NSICOP Uvber Report—Tynos and Small Changes,” pp 4, July 8, 2081

*E{ZSCS ii“yé}w&rfdnce s‘?eg:mi G@vemmenm Gu;mddf“i'{"wnpmn‘mewmd Vi fnefeém’ms Q'ié: s‘%mwa& 2018,

ac’cms% i ?ew%*i%pmgw%?@ 2 Mhroy gﬁ%z&:sa%?mamm”& meaﬂ%mn 1AL
A 2DVE NS Z0ueates %3 0a% SO O0Mme N lintemet

HODOE, Cyber Dafenne Repont E«‘nvmnmsnff:@f Caﬂamf?f"mmpmm%s and Vutnsrabilifies, 2018 Annwal 2048,

|OGCE, "Glossary” wya.oberacgalend I

* Globat Bnowledge, "Uber Security Gl a&am«eaf ”fmms

enfopicslovbersecuritviolossary-oftermsilon.
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malware on a victim's device® Malware downloads refers to instances in which malware was
downlpaded onto a ™ device *® [*** One sentence was deleted 1o remove injurious or privileged
information. The sentence described CSE’s asssssment. *** {see Figure 1).%

Source: USE, Year Review Cyber Defence Report, 2018, CBE, Year Review Cyber Defence Report, 2017, 00CS,
CyherDefence Repord: Governmeritof Canada 1T Compromises and Vulnerabiflie s, 2098 Annual, 2018 and
CCCS, Operafional Threat Report 2018 Annual Threat Landscape, 2020,

Figure 1: " This figure was deleted to remove injurious or privileged information. The figure

depicted data collected by CSE. *7]

Phishing

46, Phishing involves state-sponsored threat actors and cybercriminals soliciting confidential
information from specific targets to trick them into disclosing personal data or credentials ™
Phishing activity can be conducted with official-looking emails (known as spear-phishing) that
can vary in sophistication and often contain malicious links or files that, whan opened, infect the
recipient’'s computer with malware. A threat actor may use this malware to access atargel’s
computer 1o steal information, or use the target’s personal information (e.g., account credentials,
credit card information} {o access banking information or perform identity thefl.

47. [*** This paragraph was deleted {o remove injurious or privileged information. The
paragraph described CSE's assessment, ***].%2

Browser-based exploitation

48, Web browsers and associated applications contain flaws and vulnerabilities that
malicious cyber actors use to gain control of & target computsr whern it connects to an infected
website. These actors then proceed 1o steal user credentials, deliver ransomware, execuls
rmalware, steal information or obtain permissions on a network fo access other devices 58 [***
Two sentences were deleted to remove injurious or privileged information. The sentences
described a CSE capability and assessmaent, **] M5

¥ OCUS, CyberDefence Report Governmentof Canada T Compromizes and Vulnerabilles, 2018 Annual, 2018,

VOLCS, Cvber Deferce Report Governmerndof Canads 1T Compromises and Vulnerahitties, 2018 Annual 2018,

®COCS, OyberDefence Report Governmentof Canads I T Qom pramises and Vulnerabifies, 2018 Anngal, 2018,

P One senlencewas deleled o removi Injurious or peivilaged Information. The senfence desoibed s CEE

capability, *“*18ee CSE, Year Review Cyber Defence Heport 3017, 2018

HOC0E, ‘Clossany, www.ovberac.cafenialossary.

B LCCS, CyberDefonce Report Govermnmantof Canads 1T Compromises and Vilnarabifties, 2018 Annuad, 2019;

CCUE, "Glossary,” hlps Swww ovbergcon/eninlossary.

ROBE, Year Review CyberDefence Raport, 2017, COCS, Cyber Defance Report: Governmentof CanadalT

Compromisas and Vulnerabiilies, 20718 Anniwal 2019 end COCS, Operational ThreatRepart 2018 Annuaf Threst

Lands&ap@ 2020,

& {Iymt “8:0waer Exploits — Lagatzmaw Web Surfing Turned Death Trap,” hps fwww.omeloombloghbrowser:
] cxt

5 C}? mte CSE is abte s {“*T}m ms«;tﬂfihm gentem& was deleted to removeinjurious orprivieged information. it
describad a CSE capability. ©*]

S GSE observed an increase inbrowser-based exploitation in 2018, aftributed to g specific rans omueare distribution
campaign. COCE, Operalional Threat Report 20198 Annuaf ThreatLandscaps 2020,

S OCCS, CyberDefence Report Bavernmentof Canada IT Compromises and Vulnerabiliies, 2018 Annuat, 2014

vl
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Diata exfiltration

49, Data exdiliration is the unauthorized removal (theft) of information from a target network
once a threat actor has gained access through means such as remote exploftation.”y” [ Twe
sentences were deleted {o remove Injurious or privileged information. The senfences described
C8E's assessment, ™78 w

Denial of service

50. Denial of service i3 a technique used to prevent legitimate users from accessing a
network-connecied sepvice by sending Hlegiimale requests to overload a nelwork’s resources ™
[ Two santences were deleted to remove injurious or privileged information. The sentences
described CSE's assessment, W)Y

Mation-state advanced persistent threats

51 CSE tracks the cyber activities of a number of state actors, China and Russia represent
the most sophisticated cyber threat aclors targeting the governmment.® Iran, North Korsa and ***
have moderately sophisticated capabiliies and ™ pose less-sophisticated threats. Advanced
persistent threat actors can be part of the formal spparatus of a stale {e.g., 2 military unil,
intelligence or securfty agency), or 8 non-state entily directed and supported {e.q., finandially) by
a state, The former are known 23 siste actors and the laller are known as state-sponsored
actors. ™ For simplicity, the Comimities uses the name of the involved state when discussing
both state actors and state-sponsored actors (e.g., "Ching”). The evolution of these advanced
persistent threats from 2075 to 2020 is discussed below. (Note: CBE classifies a threat as ‘high,
moderate of low’ based on i3 knowledge of the technological sophistication of the threat actor
ahd its assessmant of the probability that specific threat actors will targst Canada.)

Ching

52 Ching is a highly sophisticated cyber threat actor, its primary strategic objectives are
maintaining internal stability and developing as a global power. it has three priorities!

= collection of inteligence to inform the govemment's foreign, irade and security policies;

= lm&maﬁmai Asmmaiim ef{i:hiﬁ%’s c:s? ?’*aqma L&w Enforcement Ovbost Centre, "Glossan”
: AL ) flossayE andQLLS, il‘yé:ewf}efm;m Repot Govermmentof

i,,amada fTw}mg*mm;ae& sam} Vz;m@raﬁsffff@s 2018 Annust, 2019.

BORE Year Roview OyberDefance Repor 3017, 2018,
BOOOS, Operalions Theeat Report 2018 Asnual Threat Landsnape, 2020,
BOCCS, CybearDefence Report Governmentof Canada T Gompromizes sod Volnerabilifies, 2018 Annus! 2018,
RE0OS, O Svber Defance Report: Govemmentof Canada IT Compromises and Vulnerabilies, 2018 Annual, 2018,
% Whan sysessing the lpvelof three! slate s pongored acters pose o the gowrnment, UBE bases s assessmanion
a combination ofibires fachorg: lechnicsl sophistication ofoyber capabiliies, organizations! capacitvand degres of
inlerest
% Thrast Post, ‘Defending Apainst Slate and State-Sponsored Threat Actors,” hitps Ahreatnost comidefending-
againsbsipetyeataciors/ 1825180 and OSE An Introduction to the Cyber Threst Environment,

hos dovergccaleniouidance/ovberthreat-and-cyberdireat-actors.

2
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s collection of research and academis information for strategic technologies that could
benefit China’s economy or military; and
»  gollection of ** #

CSE assessed that "the scope and tenacily of [Chinese] activity in pursuit of Canadian
intellectual property, propristary information, and government posttions and policies cannot be
overstated.” It noted that China’s cyber activily was "aggressive and vast” and “more audacious”
than previously witnessed, [™ One sentence was deleted fo remove injurious or privileged
information. The sentence described CSE's assessment of China's capabilities, ***1.%

53, *** China continued to be *** a prolfific threat actor targeting the government. Consistent
with is intefligence priorities, China targeted multiple government sectors, including security,
inteligence and defence (™), international affalrs, trade and developmaent (™) industry and
business development (™), government administration () transporiation (), and nabural
resources, energy and environment (1.5 Since the start of the COVID-18 pandemic, China
has targeted research networks in the United States, United Kingdom and Canada, *%

54,  China uses a range of techniques o target government systems and networks. [** Four
santences were deleted 1o remove injurious or privileged information. The sentences described
CBE's assessment of Ching's capabilities, **1.5 ¥ 70 In short, i has adapted s technigues o
respond 1o the particular defensive posture of iis targats,

55, " OSE observed a wide range of Chinese malicious cyber activity and the layering of
techniques. [*** Three sentences were deleted to remove injurious or privileged information. The
sentences described CSE’s assessment of Ching's capabilities . "1™ In swm, China continues
to be a highly sophisticated and active cyber threat.™

MOCCE, Cyber Threat Brief Stale Activly AgainstCanada, January o June 2020, 2020

B|OBE, Cyber Threat Update: People's Republic of Ching and Russia, 2015; and CBE, Annual CyberReport 2018,
2018,

% CSE, Year Raview Cyber Defence Report, 2017, CCCS, Cyber Defence Report: Govarmentof CanadalT
Compromisss and Vulnerabiiies, 2018 Annuad, 2018, CCCS, Canada's Cyber Threat Landscape: Review of 2018
and Qutfook for 2020, 2020, and CCCE, Cvber Threat Brisl Stale Activity AgainstCanada, June to Decamber 2020,
2021.

¥ OCCS, Cvber Threst Briel State Activity AgainstCanada Januaryio June 2020, 2020

B O8E, Quarierly CyberDefence Raport Q1 2075,2015. . ‘
WOSE, Cyber Threat Update: Peopla’s Republic of Ching and Russis, 2018 and CSE, Annual CyherRBepont 2018,
2016

MOOCE, Canada's Cyber ThreatLandscaps: Review of 2019 and Quiooicfor 23020, 2020,

FEowg

PCCCS, Gyber Defence Report Governmentof Canads 1T Compromises and Vulnerabiitias, 2018 Annuat, 2019,
DOCS, Qvber Thrsat Raport: Blale-Sponsared Targeling Trends Repor 2018 Annual 2019 CLCS, Opemtional
Threal Report 2019 Annual Threat Landscape, 2020,and COCE, Cyber Trreat Brief State Activily AgainstCanads,
dungfe December 2020, February 11 2021
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Hussig

56,  Hussiais a highly sophislicated cyber threal actor. Russia sngages in malicious cyber
threat activity, including ** cyber sspionage and foreign interference, to support a wide range of
sirategic inteligence priorities. These include:
» foreign and military intelligence collection against diplomatic, economic and military
targets, including private sector entities and academic instifutions;
+ reconnaissance of critical infrastructure ndustrial control systems and
telecommunications providers; and
# jdentificalion of divisive events and rends in rival siates to conduct influence campaigns
and undermine beral democratic norms and velues . ™

Russia also employs a number of non-state actors, including cybercriminals, private companies
and so-called troll farms to conduct cyber threat activities on its behall, [ One sentence was
deleted (o remove injurious or privileged information, The serdence described C8E's
assessment of Russian priorities, .7

57, " Russiawas among the most prolific state-sponsorad threat actors targeting the
government. Consislent with Russia’s strategic intelligence priorities, its cyber threatl activity has
been directed at & number of sectors, including consistent targeting of international affalrs,
trade and development (%) security, intelligence and defence (™), and natural resources,
energy and environment (**).7% In 2020, Russia targeted the Canadian health sectorio steal
intellectual property related to COVID-19 vaccine development and pharmaceutical research.
*** One sentence was deleled o remove injurious or privileged informalion. The sentence
described CSE's assessment. ***1.%

58 [ This paragraph was revised 1o remove injurious or privileged information. The
paragraph described CBE's assessment of Russia's capabiliies, and noled that Russia employs
a wide range of tactics in its targsting of government systems and networks and that Russia

remaing & highly sophisticated and active cyber threat to government networkg, S*¥. 7@ e o
5]

FOUCS, Cyber Theeat Briel State Activity AgainsiCanads, Janiary o June 2030, 2020

MOCCS, Canada's Cyber ThreatLandscape: Review of 2019 and Oulogk for 2020, 2020,

BOBE, YearReview UyberDefonce Report 2017, CCUS, Cyber Defence Repork: Governmentof Canadal T
Compromizes and Volngrabiias, 2018 Annusl 2018 and COCE, Canade’s Ovber ThreatLandscaps: Radewaf
2018 and Cullook for 2020, 30240

BOLOS, Cyber Threst Briel State Activity: AgairstCanada - Jarusry o June 2020, 2020,

TOSE, Annual Cyber Report 2015,2018.

BORE, YearReview CyberDefence Report 2016, 2017,

BOSE, Year Review Cyber Defance Report2017 2018, and C8E, CCUS, Cvher Threat Report State-Sponsorsd
Targeting Trends: Repord, 20108 &mual 318,

B OUCE, Operafions! Threst Report: 2079 Anmual Threat Landstape, 2020,

NCBE, Annual CyberReport, 3015, CSE, Year Review CyberDefoncs Report, 2016, CSE, Year Review Cyher
Defence Repord, 3017, CCCE, CyberDefencs Report Govemmentof Canads IT Compromisesand Valnarabififies,
2018 Annual 2018 and CCCS, Opersfional Thragt Report, 2078 Annual Threstlandscaps, 2020+

B COCE, Dperational Threa! Repoart 2018 Annwad Threat Lanwdscape, 2020,

24
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fran

5. lran poses a moderate cyber threat, [ This paragraph was revised (o remove injurious
or privileged information. The paragraph described C8E's assessment of ran's capabilifies, and
noted four sectors where Iran focused its cybsr activities, #8808

Morth Korea

60, North Korea poses a moderate cyber threat. North Korea acts similarly to cybercriminals,
stealing cryptocurrencies and flat currencies to fund the government and its officials. [ Two
sentencas were deleted to remuove injurious or privileged information. The sentences described
CSE's assessment. "] ¥ %

61 ™" This paragraph was deleted to remove injurious or privileged information. The
paragraph described CSE's assessment of a slate that poses a moderate cyber threat, ¥¥].% %

@1

&2, ¥ This paragraph was deleted to remove injurious or privileged information. The
paragraph described CSE's assessment of a state that poses a low cyber threat, * 1% %

BOSE, Year Review CyherDefance Report 2017, 2018

MOCCS, Cvber Threat Report State-Sponsored Targeting Trends Report, 2018 Annwal 2018, »* CCCE, Cyber
Dalence Report Govermantof Canads T Compromises and Vulnerabifities, 2018 Annusd, 2018, CCCE, Cvber
Thraeat Report: State-Sponsored Targeting Trands Report, 2008 Annual, 3019; and COCB,; Operationa! Threat
Report: 2012 Annual Threat Landscape, 3020,

BLOCE, Gyvber Thraat Brief Stale Sctivity Agsinst CanadaJanuanyle June 2020, 2020,

B COOS, Cyber Thraot Brief Stale Actvly AgainstCanada Januaryio June 2020, 2020

FLOOS, Canady's Cyber ThrestLandscape: Review of 2018 and Oullesk for 2020, 2020,

BECCS, Canada's Uyber ThreatLandscape: Review of 2019 and Gutiook for 2020, 2020; CCCS, Operafional
Threal Report 2018 Annual Threat Landscape, 2020, CUCS, Cyber Threat Briel Siate Actiily AgainsiCanada
January o June 2020, 2020,

BECCS, Cansda's Oyber ThreatLandscaps: Review 0f 2019 and Oullook for 2020, 2020,

BOOOs, v, 2018

¥ COUS, Canada's Oyber ThreatLandscape: Review of 2018 and Oulleok for 2020, 2020 and C8E, NBICOP Cyber
Defence Revew, Requestior infarmation-4, lem #3 - Question Related to State-Sponsored ThreatAotor, June 2,
2021,

ROCCS, Canada’s Cyber ThreatLandgoaps: Review of 2019 and Outlook for 2020, 2020,

BOBE, Anpuad CybarReport, 2015, CBE, Year Revisw Cyber Defence Faport, 2018, CBE, Year Review Cybar
Defence Report, 3017, CCCE, Cvher Defence Report: Governmentof Ganada 1T Compromises and Vulnarabiffias,
2018 Annuad 20008 and OCCSE, Operalional Threat Repork 3018 Annuat ThrestLandscape 2020,
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R

B3 [*** This paragraph was deleted to remove injurious or privileged information, The
paragraph described CSE's aszessment of 2 state that poses a low cyber threat, 9.9

wk

g4, {7 This paragraph was deleted 1o remove injurious or privileged information. The
paragraph described CSE's assessment of a siale that poses a low cyber threat, »7 %%

Government networks and cyber crime

£5. The government is increasingly sware of the threat posed to its systems by cyber crime.
Cyber crime is ong of the most prevalent cyvber activities affecting govemment networks,
systems and users, as i s a low-risk, high-reward activity, Availability and access to new
technologies have significantly lowered the cyber crime antry barrier, making i easier for
arnateur cybercrimingls (o launch sophisticated and hard-lo-detect altacks.

56. CSE examined cyber crime activity targeting the government for the frsttime in a
classified format in s 2079 Annual Threat Report. It assessad that the governiment I8 an
attractive target for cybercriminals for a number of reasons. First, government networks are
home to numerous databases containing valuable inforrnation on a wide range of subjects, such
as financial information, intellectual property and personal information. Second, the sheer size
of government systems and networks means that opporiunistic cyber actors that cast s wide nat
across the Internet are bound 1o target the government, Third, governments at all levels may be
an attractive target for extortion, particularly via ransomware, owing 1o large departmental
budgets and obligations 1o citizens that may force a govemment o pay & ransom in soma
cases. ™ " The rest of this paragraph was revised o remove injurious or privileged
information. The paragraph described CSE's assessment of the extent of ransomware attacks
as a proportion of all oyber crime targeting government nebworks, While relatively low, GSE
noted that even a single successiul ransomware compromise could be devastating foran
individual department. |t identified one recent attack against a government department, which
was contained, and ancther against a Canadian Crown corporation, which caused considerabls

¥ OOCE, Canade's Cyber ThreatLandsoaps Dwendaw and Oullook for 2018,2048,

HOSE, YoarReview DyberDoafonce Reporf 2017, 2018, and COCE, Cyber Threat Report Slate-Bponsored
Targeding Trends Report, 2008 Anpual 2018,

H|OLCS, Canade's Cyber ThrestLandscaps: Raview of 2008 and Dulitok for 2020, 2020,

¥OBE, Annusd Cyber Report, 2015, CBE, YearReview Cyber Defanve Report, 2018, CSE, Year Review Dyber
Defance Report, 2017, CCOS, Cyvher Deferce Report Governmentof CanadatT Compromises and Yulnerabiliiies,
218 Annual, 2019 and COCE, Operational Threal Repord 2008 Annua) TheatLandzeape, 2020

WLCCE, Operational Threat Report: 2078 Annwal Thrsat Landsoape, 2020, In s explanationof thiz point CSE
stgiadthat™
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harm. The paragraph notes that the government is currently considering a policy on
ransomwares payments, **LE R0®

Summary

67, Government of Canada nelworks are a vital part of Canada’s critical infrastructure. The
government uses them o collect and hold information and to provide services that are of
fundamental importance o Canadians and Canadian businesses. The infonmation they hold is
also of significant value to Canade’s adversaries, including state-sponsorad cyber threat actors
and cybercriminals, In this digital age, nearly sverything the government holds or does is
potentially a target for malicious cyber activity, from s wide range of data on Canadians and
businesses to the slectronic processes that underpin the many services and benefits on which
Canadians depend. The following sections describe government efforts o strengthen its cyber
defences and reduce Canada's vulnerabiliies.

% COCE, Operational Threat Report, 2018 Annual Threat Landscape, 2020,

W CSE, NSICOP Cyber Defance Review, BFL3, Ransomware and GC Depts, 2021,

M Treasury Board of Canada Secretariat{TE8), Remarks of a seniorofficial, NSICOP Secratasiat meeting, March
23,2021, and TBS, "NBICOP Redew - TBS Commentson DraftFinal Report (8-Julv 2081 pp. 1, July 8, 2021,
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Part ll: Evolution of the Government’s Framework for Cyber
Defence

B8, The evolution of the government’s framework for cyber defence has been a mix of
unanticipated and reactionary, and deliberate and planned. Changes in legislation provided new
authorities that drove the development of activities to strengthen the security of government
systems and eventually betler defend them. Al the same time, major cyber threat actors forced
the government to adapt its defences, particularly following critical cyber incidents that caused
significant oss of data and underiined the vulnerability of individual departments and the
government more gensrally. The govermment respondesd by promulgating key strategies and
policies, investing in the modernization of information technology and oyber defences, and
creating organizations specifically lasked with addressing weaknesses in the system. In the
process, the government progressively moved away from its siloed approach where individugl
departments, no matter how big or small, were responsible for their own cyher defence, to
treating the government as an “enterprise,” where specific organizations are responsible for
driving the implementation of government-wide policies and for providing “defence in depth”
services 1o protect the government as an organization,

Early days (20601 to 2010)

69, The genesis of cyber defence in Canada was legislative. On December 18, 2001,
Parliament passed the Anli-Terrorism Acl. As ils name suggests, the Act was a response to the
terrorist attacks of September 2001, For the Communications Security Establishment {CSE), #
meant that its mandale and authorilies were enshrined in stalute (the National Defence Act), )™
permitling a significant expansion of its foreign inteligence activities to support, among other
things, the fight against sl-Qaida. Al the same time, the Act provided CSE with broad authority
to provide advice, guidance and services to protect electronic information and information
infrastructures of importance to the government, including ministerial authorizations for activities
that would risk intercepling private communications. Overtime, this authority allowed CSE to
develop and conduct novel cyber defence activities on govermnment computer systems or
networks, notably active network security testing to measwre the security of specific government
systems and networks and computer network defence aclivities to profect specific government
systems and networks 193

B National Defencs Act, RAC, 1085, ¢ 85, 5.5, 273841 yand 273.64(2 {priorto passage of BRI C-58 and the
Communications Seciily Establishment A *‘} hitndaws-inis lustice qocalengface/n-S20181218P 1 T34 himb.
¥ Mabional Defence Agt, RS0, 1885, ¢, 85, 5.5. 273.85{8) {priorto passage of Bl C-88 and the Communications
Security Establishment Act), hitolaws -lois jusics ac calen/acte/n-5201 81218/ 1 T iml. The Act explicitly
limsited the application ofthe ministeral authorization regime to “federgl instiutions” as defined in the Official
LanguagesAct
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Active network security testing and security posture assessments

70, From 2002 1o 2012, CSE offered active nelwork security testing activities o government
departmenis. These aclivities involved CSE using various unclassifiedtechnical methods to
penetrate the computer systems of a government institution (o identify wiinerabilities and
weaknesses in a nelwork and to test the reaction of the department fo an active cyber thraat,
These “penelration” tests were designed lo determine if a cyber threat actor{played by C8E)
could access a nelwork and obtain sensitive or classified documents that should not have been
publicly available. The resulls were used to make recommendations to remedy deficiencies, 1%

74 CSE conducted its first activities under ministerial authorizations in 2002, | tested for
vulnerabilities in **" C8E's own networks and for weaknesses in ™" networks at C5E and the
Privy Councit Office.™ In November 2002 and Aprit 2003, CSE obtained ministerial
authorizations to conduct similar tests against networks at the Canadian Security Intelligence
Service (CBIS) and the Department of Foreign Affairs and Inlernational Trade, respectively.
Based on this experience, USE began using its authorities in earnest. Between 2002 and 2006,
CSE obtained 11 ministerial authorizations o conduct testing and assessmaent activities of the
systems for the following organizations:

=« Departrent of National Defence, including ¥ {October 2002}
= Royal Canadian Mounted Police {June 2003,

s Privy Council Office {Movember 2003},

= Canada Customs and Revenus Agency (December 2003},

= Deparment of Human Resources Development (January 2004)

« Department of National Defence (January 2004);

= Industry Canada (May 2004);

s M (Oclober 2004)

» CSE, including the networks of the Office of the USE Comynissioner (Aprit 2008}
#  Privy Councll Office (February 2008); and

s Department of Mational Defence (February 2008).'%

These activities were halted In Dctober 2006. When they were restarted in December 2007,
CBE used a different approach (paragraphs 74-78),

W OSE Commissioner, Combined Revew of CBE aoiiviies under the 2008-2010,2010-2011, énd 2011-20132 Active
Metwork Sequtity Testing and Gyber Defence Operations Ministerie! Authorizations, March 31, 2018, The mathods
used o comduct active network securty lesting relied onovber ol that were knowr o hackers atthe time, ™
ROBE, “Seourity Posture Asssssment,” Ministerial authorimtion, Aprit 23, 2002, CBE, "Seourity Posiurs
Assessment CBE and PCO," Ministerial suthorzstion, Aurdl 23, 2002; and C3E, "Regusstfor Ministedsl
Authodeation. Protection of CSIS Infonmation Sysiems and Meteorks ) Memorandur for e Minlster of National
Defence, Outober 25, 2002,

W OSE, "Securlly Posturs Assessment 0SS Minisleral suthorzation, November 2, 20082, and CBE, "Protaction of
the Computer Systerns or Networks ofthe Government of Carada (DFAITY Minisieral authordzation, March 28, 2012,

30



JKW0000007

The origin of computer network defence activities

72, ["** This paragraph was revised {o remove injuricus or privileged information, ***]
Between 2004 and 2006, CSE began conducting activities that would form the basis of its cyber
dafence program. In late 2003, the Department of National Defence (DND) identified intrusions
{later identified as Russia) against its systems and requasted CSE assistance. In January 2004,
SE sought the Minister's authorization to conduct normal active network securily testing
activities on the DND network and to deploy cyber defences to identify attempled exploitations
and monitor the activities of the advanced cyber threat actor. ' In the same vear, CSE and
Foreign Affairs Canada (FAC) had been tracking attempts by China to compromise the FAC
network. In June 2005, CSE sought the Minister's authorization to deploy cyber tools on FAC
syslems 108

73. In 2006, CSE received ministerial authorizations to conduct computer network defence
activities on the DND networks (February), FAC networks (June) and its own networks {(June).
CSE attributed the Increasingly sophisticated attacks against DND networks {o China, and the
attacks against FAC networks to both China and Russia. As It had done ™% in 2004, CSE ***
deployed tools to enhance its capacity to detect sophisticated cyber atiacks against government
networks, to respond to such attacks, and to pursue the (foreign) origins of detected attacks
through CSE’s foreign intelligence activities "™ This was the birth of advanced, computer
network defence activities in the Government of Canada, what today is calied "cyber defence
activities ”

Hard lessons learned along the way

74, in October 2006, CBE suspended all of its active network security testing and computer
network defence activities. As the CSE Commissioner later explained,

CBE did not fully complywith the reguirements and conditions of [ifls ministeral
authorizations (MAs)] during the period June 2005 o October 2006, hsufficlent
management altention was paid to the conditions of the MAs, fo their communication,
and to compliance with them. The control framework for those carrying out these
activities was not sufficiently clear, consistent, comprahensive, or current. The

W OSE, "Protention of Computer Systems snd Networks ofthe Deparimant of National Defence,” Ministerial
authorization, January 19, 2004; CSE, "Requssiior Ministerial Authorization. Protection of DND Computer Syslems
anddetworks,” Memuorandum for the Minister of National Defence, January 19, 2004; and C8E Comymissioner,
Combined Review of CSE acthvities underthe 2008-2010, 2010-2011, and 2011-2012 Active Network Sscurity
Testing and Cybar Dedence Uperations Ministeral Authorizations, March 31, 2015,

OBE, "Requestior Ministenal Authorization, Protection of Governmentof Canada Computer Bystems and
Networks: Forelgn Mffalrs Canadas,” Memorandum for the Minister of National Defence, June 16, 2008, and COSE,
“Protection of Governmentof Canads Computer Systems and Networks: Forsign Malrs Canada,” Ministerial
authorimtion, June 22, 20058,

W ORE, "Raguestior Ministerial Authodzation: Protection of Governmentof Canada Compuler Systems and
Networks Commurications Security Establishment,” Memorandum for the Minister of National Defence, Jurns 20068;
and CSE, “Protection of Government of Canada Computer Systems and Nelworks,” Ministerial authorization, June
13, 2008,
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cumulative impact of these issues called info question CSE compliance with the Privacy
Actand the National Defence Act ™™

CEE reviewed its programs and implemented several changes over the cowse of 2 year to
restructure its activiies and policy framework, and improve program monitoring and
accountability,

75. In December 2007, CSE requested ministeral authonzation to resume active network
sécurily lesting activities. CSE moved from a department-by-departrent request for authorities
o an umbrelia approach of a single ministerial authorization that permitted CSE to provide
network secwity assessments al the request of any government department, consistent with the
Treasury Board Government Security Policy. ™ CSE continued to offer these services o
government depariments undil 2012, when it was clear that the relative value of network
penelration tests had declined (CSE was afays able to penelrate ils test subject networks).
GSE shifled its focus exclusively to cvber defence, where its defences were making
cotsiderable progress on identifying and blocking sophisticated cyber attacks.,

76, i March 2008, the Minister of Nationg! Defence approved a similar umbrella request for
rrinisterial authorization o resume computer network defence activities on government
networks to protect against the theft of sensitive information by advanced cyber actors. C8E
noted that an expanding number of governmant depariments were being victimized by highly
sophisticated adversaries, particularly China and Russia, CSE was authorized to conduoct five
types of computer network defence activities under the authorization:

= incident analysis: the investigation of alerts when CSE's classified intrusion detection
system flagged possible threats;

» anomaly analysis: the creation of standardized profiles for government depariments
and their network traffic to identify abnormal behaviowr that may indicate malicious
activity

» forensicintrusion analysis: the detalled sxamination of malicious network intrusions fo
identify potential harm to & government network;

+ incident reporting: the provision of miligation advice stemming from identifisd
intrusions; and

= advanced tool development: the enhancement of CSE's classified intrusion detection
tools based on the analysis of malicious eyber activity to improve detection of cyber
threats,'?

WOSE Commisgiongr, Combined Review of CSE activities underthe 2009-2010, 2010-2011 and 20112042 Active
Matwork Security Testing and Cvber Defence Onerafions Mindstedsl Authorizations, March 34, 20138,

MOSE “Regquestioc Ministerial Authorization: Protesiion of Govermnmentof Canada Computer Systems and
Matworks,” Memorsnduny forthe Minister of National Defence, Decernber 21, 2007, 08, Mnisterial Authorizating.
Frotoction of GuvermmentofCanade Comprler Syslem s antt Networks December 21, 2007, TBS, Governmend
Security Policy, February 2002, wwetbs-schovcsfooiioc-eng ssnfid=12222,

URGRE, "Renguestor Ministadal Authorization: Pratestion of Governmentof Canada Computer Systems and
Meworks," Memorandum forthe Minister of National Defence, Februam 28, 2008, and USE, “Dsfence of Gowrnment
of Canada Computer Systems and Nebvorks,” Ministeriat suthorization, Masch 11, 2008,
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As iz detalled later, this shift enabled CSE {o deploy its sensors to the government’s Secure
Channel Network, which consolidated Infernet access for over 70 departments. As a resull, CSE
discovered that China had compromised a number of departmaents and stolen significant
amounts of data. Thiz discovery was the catalyst for a number of changss in the following vears
{described below), including to push more departments under CSE’s defences. '™ For its part,
CSE continues o offer #is computer network defence activities to government departments and
has done so under successive ministerial authorizations since 2008. Today, these are known as
cyber defence activities, described in more detail in the CSE section (paragraphs 154-213).

Government policies for cyber defence

77. Between 2001 and 2010, the government released two policies of significant relevance
o cyber defence: the Government Security Policy in 2002 and the National Security Policy in
2004, The Government Security Policy was infended 1o support the national inferest and the
govemment's business objectives by safeguarding employees and assels and assuring
continued service delivery. This policy staled that deputy heads are accountable for
safeguarding employees and assets undsr thelr responsibility and established a numbser of
baseline security requirements that deputy heads mustfollow. Among these requirements,
depariments must appoint a deparimental security officer 1o establish a securily program that
ensures coordination of all policy functions including information technology securily, security
screening and access imitations. The Government Security Policy obligated departments to
implement baseline information technology security controls to prevent, detect, react 1o and
recover from the compromise of information technology systems. Importantly, departments had
to conduct periodic secwrily evaluations of theilr information technology systems, continuously
monitor the operations of these systems o detect anomalies in service delivery levels, and
establish mechanisms fo respond effectively to information technology incidents, should they
atise, and exchange incident-related information with lead departments in a timely manner, '™
Treasury Board updated the Government Security Policy in 2009 and again in 2019, when it
was renamaed the Policy on Government Security. its contemporary relevance and application s
described in paragraphs 103-106.

78. The governmeant's Nafional Secwily Policy provided a strategic framework and action
plan o ensure that the government was prepared 1o respond to 8 range of national security
threats. The Policy described cyber attacks as “a growing concem that have the potential to
impact on a wide range of critical infrastructure that is connected through computer networks.”
To address this threat, the documentiniroduced two initiatives: first, fo substantially improve
threat and vulnerability analyses for government systems and to strengthen is ability o defend
government systems from attacks; second, to develop a National Cyber-Security Strategy.'
Thess initiatives were funded in later Budgets.

3880, "BCNetEnterprise intemet~ 2010 and 2011, TBS CI08B communique, February 24, 2021,

THTES, Govemment Security Policy, February 2008, www ths-sclac.caindlidoseng aspmd@id=12328 . The policy
applisd o all depardmenis isted in schedulas L L1, and il of the Financial Administration Acl.

¥ Privy Coundll Office, Securng an Upen Socisty: Canada’s National Security Poficy, April 2004,

wyww publications no.cafcollactionsiColletion/CPR2.-77-2 004 E ool
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Establishing the governmententerprise (2010 to 2018)

74, The period between 2010 and 2018 was critical {o the establishment of the government’s
oyber defence framework. During this time, the government introduced two national cyber
secwity sirategies and aliotled significant iunding toward cyber defence and oyber security. The
government also made significant changes o s organizational structurs with the crestion of
Shared Services Canada and the Canadian Centre for Cyber Security. At the sametime, major
cyber attacks were important catalysts for change, including the growing deployment of CBE's
defensive sensors on government networks and the consolidation of government data centres
and Internat access points. The government also established mechanisms o govern cyber
defence and clarified the roles and responsibitities of respective players in the ¢yber defence
framework, These changes are described below.

Lanada’s Cyber Becurity Strategy, 2010

80. in October 2010, the government released Canada’s Cybsar Securily Siralegy to defend
Canadians, Canadian businesses and the economyfrom cyber threals. The strategy had three
pillars:

»  Securing government systens: intended to strengthen the government’'s abiiity o
prevert, delect, respond to and recover from ovber threats.

« Parinering to secure vital cyber systems oulside governiment: intended o
strengthen cyber resiliency in Canada, including for crifical infrastructure sectors.

» Helping Canatdians to be secure online: intended o promote public awareness,
educate Canadians on how to protect themselves online and strengthen the ability of law
enforcement agencies to combat cyber crime V8

The strategy received over $244 million in funding over five years, and $80 milion annually
thereafter. The mostirelevant pillar to cyber defence was the first: securing government
systems. Under i, there were three notable oulcomes: strengthening CSE's cyber defence
program, the creation of Shared Services Canada, and implementing better governance and

policies. Each are addressed intum below.

Strengthening CSEs cyvher defence program

#1. The primary goal of the first pillar of the strategy was 1o increase the government's cyber
technology, intelligence analysis and Investigative capacity. The majority of funding,

$205 million over five vears (84 percent of total funding for the stralegy), was provided o CSE
o enhance its abllity to defend government systems and nebworks. This included installing new
network-based sensors o monitor deparbments’” networks for cyber threats and atdomatically

8 Canada, Canada's Cyber Becunty Sirategy for a Strongerand More Prosperous Canada, 2018,
W pybsho Sefely Canads, Canade’s Cyber Becwily Birategy: Funding Mlocations and Accomplishments o Dale,
215
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mitigate cyber attacks, and developing host-based sensors, software designed to defend
individual government devices,'®

82, These investments significantly improved CSE’s cyber defence capabilities. Prior o the
strategy, CSE's cyber defence program focused on incident response and mitigation, which
involved labour-intensive manual processing and ad hoo reporting o individual clients. Withthe
deployment of network-based dynamic defence in 2013, CSE was befler able to monitor and
analyze threat information that it could then use proactively to prevent cyber attacks from
reaching governmeant users and systems by blocking attacks at the government perimeter. The
maeri of this tool was underlined in 2014, when CSE deployed its dynamic defence network-
based sensors on the Shared Services Canada Secure Channel Network o support the
government's efforts {o mitigate a major cyber vulnerability (see casestudy 3 on
HEARTBLEED). Under the strategy, C8E had established the Cyber Threat Evaluation Cenlre
to improve its awareness and understanding of sophisticated cyber threats targeting
government systems.’" This allowed CSE to better track and report on known cyber threats and
trends and to automate the discovery of cyber threats and the deployment of defences.™ The
developmaent of CSE’s cyber defence program has contributed to & steady expansion of the
visibility of government networks to CSE and a simultaneous decrease in the number of
successhi data exfiltrations . ™

Creating Shared Sewvices Canada

83. The creation of Shared Services Canada (85C) faciitated the implementation of the
objectives outlined in Canada’s Cyber Security Strategy.'®® This change coniributed significantly
o the evolution of the government's cyber defence architeclure, as it consolidated information
technology resources from 42 depariments {approximately 85 percent of all federal resources)
and accelerated the shift toward an enterprise approach {o cyber security. In general, S8C s
responsible for designing and operating secure information technology infrastructure that
protects government data and technology assets; developing security policies, slandards, plans
and designs; and providing security-related services for the delivery of government services ™
As part of the strategy, SSC increased its capacity to provide threat monftoring, vulnerability
assessment and computer forensic services for its 43 core partners and deployed new tools to
assistin handling the increasing volume of cyber threals {see section on S8C, paragraphs 126
153).7% Notably, 88C also consolidated more than 720 government data centres {o 381, with a

8 Public Bafely Canada, Canada’s Cyber Security Sirategy: Funding Alocations and Socomplishrents o Date,
2018

8 Pablic Safely Canada, Canada's Cyber Security Strategy, Funding Allocations and Accomplishments to Date,
2015

CBE, Cyber Threat Bvaluation Certre Ovendew, March 20715,

HUOBE, Year Review Cyber Defence Report 2017, 2018,

B2 Canada, Action Plan 2010-3015for Canada’s Oyber Security Strategy, 2013,

wpw publicssfegcoa/onirsrs/oblohsin-plnshesotindecen asm

WEEC, Uyper and Information Technology Security, 2015, www.canada cofen/shared-senicesicomaratelovbar-
information-dechndooy-security himt

24 Dyublic Safely Canada, Update onthe implementation ofthe 2010 Cyber Secunity Stategy, 2011
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goal to ultimately transition to 4 regionat hubs, and reduced the number of Internet access
points from approxdmately 100 to 2, with plans {o add 3 regional hubs {for atotal of § securs
connections) and potentially 3 international hubs. Reducing these points of vulnerability made
the protection of the entire government cyber anterprise easier. Through its Federal lnformation
Protection Centre, SST provided threat monitoring, coordinated all security incidents affecting
S8Cs supported infrastructure, and consolidated incident reporting from its core pariners. The
creation of SEC and the consolidation of departments into & government enterprise model has
increased the government’s awareness of cyber threats and vulnerabilities and estatlished
conditions for more uniform deployment of CBE's sophisticated cyber defence sensors.™

Implementing befter governance and policy

84, Governance was ancther key feature of the 2010 cyber strategy. Prior to the strategy,
govarnance of cyber defence was marked by a lack of clarity concermning roles and
responsibiiiies and a largely ad hoo and decentralized model, with depuly ministers individually
responsible for the cyber security and cyber defence of their respective organizations. ™ One of
the ohiectives of the 2010 strategy was (o establish clear roles and responsibilities for the
management of cyber events, To this end, Public Safety Canada and CSE re-aligned thelr
responsibiiiies related to incident coordination and management, making Public Safety Canada
responsible for performing cyber security management for non-federal entities, including the
provision' of mitigation advice to other levels of government (at the time, the Strategy focused on
engagements with provincial and territorial governments ) and the private sector, and C8E
responsible for petforming cyber security operations and cyber incident management for
government systems.'?

85, For its part, the Treasury Board of Canada Secretarial (TES) established three
governance committess to provide information technology sscurity governance for horizontal
initiatives under the first pillar of the 2010 strategy. Known as the Information Technology
Security Tripartite, these commiltess were crealed at the Director General, Assistant Deputy
Minister and Depuly Minister levels and are further described in paragraphs 221-223, TBS also
led the development of an improvad Information Technology Incident Management Planto
enable more rapid and integrated government-wide response to cyber security incidents. This
plan identified departmental roles and responsibilities for reporting and responding to
information technology incidents ) formalized horizontal reporting, warning and response
protocols; and identified senior commitiees and officials to be engaged when threals escalated

W Public Safety Canada, Progress Reporfon Cansdas Cyher Securnily Strafegy: Horizanla! Inifiative for 2012 -1 3and
201314 undated: sod Public Safety Canada, Horzontad Bvalustion of Cangds's Ovber Seourty Strategy: Fing
Repord, Seplamber 28,2017,

w4 Public Safety Canada, Cyber Operstions Working Group Terms of Refersnce. 2010, and Public Safety Canada,
Options for Gowrnmaentof Canada Cenlralized Cyber Sacurity Funslions, 2044

W SBE and Public Safely Canada, ‘Memorandum of Understanding Between The Communications Security
EsiablishmentTanada and Public Safety Canada Conceming Cyvber Security Roles and Responsibilties,” 2011
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in severity.™ Governance of incident management further evolved in 20158 as the govermnment
replaced this plan with the new Cyber Security Event Management Plan (paragraphs 224-238).

36. As roles and responsibilities were betlter understood and departmental coordination
increased, the government created a number of inferdeparimental governance mechanisms.
The primary govermnance mechanism for policy malters was the Deputy Ministers” Committes on
Cyber Security (DM Cyber Security), which was supported by committees at the assistant
deputy minister and director general levels, These three commitiees were chalred by senior
Public Safety Canada officials; thelr membership consisted of senior officials from CSE, TBS,
S8C, CBIg, the Royal Canadian Mountad Police, DND / Canadian Armed Forces, and the Privy
Councll Office. The purpose of DM Cyber Security was 1o establish policy direction for issues
related to cyber security, set cyber security-related priorities for member depariments and
agencies, and consider emerging cyber security issues. ™ In terms of outcomes, a 2018
avaluation found that this governance structure facilitated collaboration, coordination and
information-sharing among participating organizations, and helped to clarify departmenis’ roles
and responsibilities. However, the evaluation could not determine the exent {o which
governance bodies fulfilled their stated purposes, including holding regular meetings, due fo an
absence of proper documentation. | also found that uncertainty regarding roles and
responsibiiies persisted, causing confusion for departments, agencies and private seclor
stakeholders, and that information-sharing was selective or ad hoe due to the absence of
specific policies ™

87, TBS supporied effective governancs and the response 10 oyber incidents by establishing
operational slandards, guidelines and policles. In 2016, TBS released the information
Technology Strategic Plan. This plan guides federal organizations on information technology
priority-setting and deciston-making, including in the area of information technology security.
Relevant priorily infliatives in this area included securing the government’s network perimeter,
implementing endpoint security profiles, and implementing a systematic approach o
vulnerability and patch management.' TBS also releasad the first iteration of its Digital
Operations Strategic Plan in 2018, This plan setls the direction for departments on the priorities
for the integrated management of services, information, data, information lechnology and cyber
sacurity. From a cybet security and cyber defence perspective, the plan mandates the
development of a layered approach that uses trusted interconnection points o provide s
gateway to cloud services, ™

2 Tragsury Board of Canada Secretarat, Governmeantof Canada Information TechnologyincidentManagement
Plan, 2008,

2 pubiic Safety Canada, Deputy Ministers' Commitine on Cyber Seourity Terms of Reference, March 2015,

@ pyublic Salely Canade, Horzonts! Bvaluationof Canads's Cyber Secwily Strategy FinalReport, 2017,

wnvw publics afety av colontisresfoblomsMit-cnd-sorbslttafindex-en asox

WTES, Govemment of Canads Information Technology Strategic Plan 2018-2020, 2016,

www sanada.cafenfreasurv-board-secretanialisendcesinfonnationdechrologvinformationdechnole
strategvisiraleaionlan-2018-2020 Mimidocs,

HFor more detailed information, sse TES, Digite! Operations Strategic Plan 2018-2022, March 28, 2018,
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The evolution of Canada’s Cyber Securily Strategy

B2 In 20015, the government renewed its 2010 cyber security strategy. This renewsl marked
the second phase of the strategy and was meant o address three challenges. First, the
strategic cyber threat environment had evolved considerably, with the emergence of more
capable cyber threat actors and an increase in the proliferation of cyber tools. Second, cyber
sacurity had become a majoreconomic issue as cyber threal actors had increasingly targeted
Canadian businesses. Third, there was an increasing need to keep Canadians safe online
through better digital Beracy and new approachas o cyber crime. To address these challenges,
the government provided funds for thres initiatives:

s increasing cyber threat intelligence collection and analysis in order 1o share threat
information with oritical infrastructure and private sector systems;

# increasing parinership with tslecommunications service providaers for conducting
assessments of cyber vuinerabiliies and dependencies in oritical infrastruciure; and

« dedicaling law enforcemsnt capacity to morg effectively investigate and disrupt cyber
crime. '

These initiatives Tell within pillars two and three of the 2010 cvber securily stralegy — paringring
to secure vital cyber systems oulside of the governmant, and helping Canadians to be seqe
online — areas that had received less funding. Specific funding was also devoted to address
security gaps highlighted by China's cyber attack against the National Research Council in 2014
(see case study 4).%

£9, In June 2018, the government announced its new National Cyber Security Strategy. The
2018 sirategy was based on a government-wide svaluation of the 2010 strategy and included
mput from private sector experts, law enforcement and academics. The 2018 stralegy defined
three goals {0 achisve security and prosperity in the digital age:

»  Secure and resilient Canadian systems: intended o improve the government's ability
to profect Canadians from cyber crime, respond o evolving cvber threats, and help
defend critical government and private seclorsysiems;

» An innovative and adaptive cyber gcosysteny intended 1o support research, foster
innovetion and develop cyvber skills to position Canada as a global leader In cyber
security; and

+ Effective leadership, governance and collaboration: intended o advance cyber
security and work with alies o shape the international cvber security environment in
Canada’s favour '™

= Public Safety Canada, Renswal ofGanads’s Cybver Security Strategy, August 20, 25,

4 Publin Safety Canada, Repewal of Canada’s Cvber Beourly Strategy, August 20, 2015

2 Public Bafety Canada, infrodueing the 2018 National Cyber Security Stalegy: Canada's Vision for Securiy and
Prosperdtyin the Digital Age, umisied.
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The 2018 strategy’s core goals and initiatives were reflected in Budget 2018's investrents in
cyber security, which totalled $508 million over five vears and $108 million annually thereafter,
Most notably, CSE recelved 5155 million over five years and $45 million annually thereafter to
create a new cenfre for ovber security,

50, I response, the government crested the Canadian Centre for Cyber Security (CCCB) in
Oclober 2018, This change consolidated the roles and responsibiliies of a number of federal
cyber organizations, notably CSE's Information Technology Security program, Public Safety
Canada’s Canadian Cyber Incident Response Centre and its public awareness campaign, and
some functions of S5C's Security Qperations Centre. CCCE has four primary responsibilities:

= inform Canadians about cyber security matters, including cyber security threats;
» protect Canadian interests through advice, assistance and collaboration with partners
across the country and abroad;
« defend nelworks and systems that are within its visibility, and
« develop and enrich the knowledge, personnel and skills needed fo continually improve
cyber security for Canadians. ™
CCCS s meant to serve as a single source of government advice, guidance, services and
support on cyber security operational matiers. It is the government’s operational lead during
cvber security events and is intended to provide more coordinated and focused government
responses to cyber threats and incidents; improve coordination of government cyber security
aclivities; and provide more effective information exchanges between the government and
private seclor partners.

1. The 2018 strategy included a number of initiatives related to protecting Canada’s critical
infrastructure. The sirategy's five-year action plan directs CCCS (o improve its partnerships with
owners and operators of oritical infrastructure in the finance and energy sectors to enable the
exchange of cyber security knowledge and capabiliies to betler defend against advanced cyber
threats. "™ it also directs Public Safety Canada to deliver a comprehensive risk management
approach to enable critical infrastructure owners and operators 10 beller secure thelr systems
and information. Finally, the sirategy included funding for CS8IS to increase ils work in cyber
intefligence collection and cyber threal assessments to improve its cyber situational awareness
and ability to provide advice to the government on issues of cyber relevance, ™8

92, The government’s framework for cyber defence continuas o evolva. In June 2019, the
Communicstions Securify Establishment Act received Rovyal Assent, significantly changing
CSE's mandale, authorities, immunities and oversight, including in areas of immediate
relevance o cyber defence. In April 2020, Treasury Board released its Policy on Service and

WOBE, Presantationto Cob Peylan, Spril 10, 2018,

W public Batety Canada, National Cyber Security Action Plan, 2019-2024, 2018,

www nublics afety g sadontics resfoblcinsinib-chrasoteine-2019hl-chrsutsiig-2018-enpdl
B Public Sgfety Canads, Nefional Cyber Securily Action Plan, 2018-2024, 2018,

www publicsafety ac calontsrcs/obloing/nil-chrsotsin- 201908 -chrsorbslitg-2 01 %-enpdh
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Digital, which establishes the rules by which the government will manage sarvice delivery,
information and data, information technology, and cyber security in the digital era. These
changes will be addressad in the following sections on TBS and CSE, respactively.
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Part lil: Key Cyber Defence Players, Authorities and Activities

83.  Cyber secwrity is a shared responsibility across government. While individual

deparbments are responsible and accountable for the security of thelr information technology
assets, thres key organizations carry oul specific government-wide responsibilities and services,
including for the narrower mandate of cvber defence. Known as the Government of Canada
Information Technology Security Tripartite, these organizations are the Treasury Board of
Canada Secrefarial {operating at the direction of the Treasury Board), Shared Services Canada
and the Communications Securily Establishment.

g4,  This sechtion examines the roles, responsibiliies, functions and cyber defence activities of
the Information Technology Securily Tripartite in detall. i delineates the responsibilities of
individual departments for cyber security, based on an expansive view of the scope of entilies
that make up the Government of Canada. An analysis of the legisiative regimes, administrative
policles and other authorities of the Tripartite organizations related to providing cyber defence
services 1o government entities identifies which entities can receive cyber security and cyber
defence services, and 1o what degree. This approach faciitated a broad understanding of the
responsibiiities, activities and range of protection of the government's cyber defence framework,

Treasury Boardof Canada and the Treasury Board ofCanada
Secretariat

95.  Established as a Cabinet commilles in 1869, the Treasury Board of Canada plays a
foundational role in Canada’s cyber defence framework, The Treasury Board prescribes the
policies, standards and directives for cyber defence and determines o which organizations
these requirements apply. Treasury Board's enabling legislation, the Financial Administration
Act{FAA), provides roles and responsibilities for key officials across government and broadly
sets a number of the policy, administrative and accountability pillars of the government’s cyber
defence rameawork,

86,  Treasury Board exercises a broad mandate across government. Under the FAA /IS
responsible for departmental accountability and financial management in the administration of
government and for regulalory oversight of government programs and services; it is also the
primary employer for the Government of Canada. The FAA sets out the requirements for a
number of key officials and enables the Treasury Board, through the Treasury Board of Canada
Secretariat (TBS), to issue policies, directives, standards and guidelines for the management
and administration of the majority of federal organizations. The Treasury Board is also
responsible for monitoring deparimental management practices and program resulls, including
in areas of security policy. Though historically Treasury Board has played a nominal role in
matters of national security, its functions regarding the management and adminisiration of
government make it a central player in the cyber defence framework,
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87,  The FAA defines broad roles and responsibilities. These include the President of the
Treasury Board, the Secretary of the Treasury Board of Canada Secretarial (the depariment’s
deputy head), and the Chief Information Officer of Canada (the CIO of Canada). Their key roles
and responsibilities include the following:

»  Presidentof the Treasury Board: serves as the Chair of the Treaswry Board and sels
the agenda for the governmaent in the areas of people, money and fechnology. The
President is also responsible for TBS as a department and sets the strategic direction of
the organization.

+  Secretaryof the Treasury Board of Canada Secretariat serves as the Secrefanal’s
deputy head and is appointed by the Governor in Councll. The Treasuwry Board may
delegate any powers or functions to the Secretary that it is authorized to exercise under
any Act of Parliament or order made by the Governor in Council. The Secretary provides
guidance on the interpretation of policies, directives or standards prescribed by the
Treaswy Board.

» L0 of Canada: exercises specific government-wide leadership responsibifiies for the
diraction, oversight and capacity building for information management, information
technology, government security and government service delivery, including monitoring
departmental management practices, and reporting on the implementation of enterprise-
wide objectives and strategic direction, including in areas of cyber security, The Treasury
Board may also delegate 1o the CIO any powers or functions that it is authorized fo

redation to information technclogy. ™ In fulfiling this mandate, the Office of the CIO of
Canada has a staff of approximately 185 people and a budget of approximately $31
miflion, with 21 percent {$6.4 million) allocated specifically to cvber and security policy
needs %

58 For their part, deputy heads of federal institutions must ensure thet thelr deparimants
deliver on the government’s priorities and agenda, while maintaining program and service
integrity, For cyber defence, this includes the responsibility of ensuring that departmental
systems and networks arg secura,

Defining government organizations
99, Treasury Board identifies 1689 federal organizations and an additional 100 federal

“interest” organizations. ™ Understanding how the government defines its own size and scopeis
critical to determining and assessing which grganizations are subjectto Treasury Board policies

3 Financial Admimistration Act REC,, 1885, ¢ P11, s Mawsdoisjustive ao cafermiacts 4 Uindex himband
TBS, Cyber Delence Review: Brisfing far MSIDOR, NBICOP appeartance, November 87, 2080,

METHSG, Chief inform aticn Officer (CIO} of Canada remarks, NSICOP appearance, November 27, 2020, TBS,
THEOP Review —~ TES Comynents on DraftFing! Beport{8-July-20213 po 2, hly 8, 2021 TBS, Policy on SBarnvios
sng Digial, Apri 4, 2020, hites Jeoww ths sotaccafpolidoc-snnaspid=32803.

HUTES, GO Info Bass, Imentory of Feders! Organizations and Interésts Juna 18, 2021, Hilps
sotarcafems-sadiedh-bddindeeang MmBopcingt fomm, Version: caB8508,
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and their obligations to securs systems and networks, and ultimately the degree 1o which they
are protected within the cyber defence framework.

100, The FAA groups most federal organizations into specific calegories, or "schedules,”
based on thelr mandate, responsibiliies and relationship to government. The following six FAA
schedules are of direct relevance as Treasury Board uses them {o determine the applicabllity of
policies, standards and guidelines for cyber security and cyber defence:

« Schedule | consists of "Minislerial Departments.” Legislation establishes these
organizations with mandates that cover large areas of public policy. They are assigned
ong or more Cabinet ministers, and arg financed through parllamentary appropriations,
Notable examples include the Department of Public Safety and Emergency
Preparadness, the Department of Forelgn Alfairs, Trade and Development, and the
Department of National Defence.

=  Schedule L1 consisis of “Departmental Agencies” and “Agents of Parliament.” These
entities typically have more narrowly defined mandates and generally operate with
varying degrees of independence. Notable examples include the Commumnications
Secuwity Esigblishment, the Canadian Security infelligence Service and Shared Services
Canada.

s Schedule § consists of "Deparimental Corporations” and “Service Agencies.”
Departmental corporations include organizations that perform highly operational services
for which there is usually no private sector competition. They have varying levels of
autonomy and management structures. Notable examples include the Canada Border
Services Agency, the Canadian Nuclear Safety Commission and the Transportation
Safety Board of Canada. Service agencies consist of three specialized entities
gsiablished through legislation and financed through parliamentary appropriations and
some user fees: the Canada Revenue Agency, the Canadian Food Inspection Agency
and Parks Canada.

« Bchedule H consists of “Parent Crown Corporations.” These organizations operate on a
private sector model, but have a mix of commercial and public policy objectives. Crown
corporations are directly owned by the Government of Canada. Notable examples
inchide the Canada Morlgage and Housing Corporation, Export Developmaent Canada
and VIA Rall Canada. There are nine additional parent Crown corporations not listed in
this schedule of the FAA that have separate governance models established by
legisiation, ™2

¢ Schedules IV and V consisi of additional “Portions of the Core Public Administration”
and “Separate Agencies.” These include organizations to which Part | of the Canada
Labour Code doss not apply or those whare a minister, Treasury Board or the Governor
in Council is authorized o estabdish the terms and conditions of employment. Nolable

L These nine organizations are the Bank of Canada, the Ganada Council for the Arts, the Canada Pengion Plan
frvestmant Board, the Canadian Broadeasting Comporation, the Canadian Race Relations Foundation, the
Intemational Developmaeni Research Centre, the National Arts Centre Corporation, the Public Seclor Pension
Invasiment Board and Telefim Canads,
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examples include the offices of the information Commissionsr and Privacy
Commissioner (Schedule V) and the Canada Revenue Agency (Schedule V, but also
under Schedule ). While portions of these entities may be caplurad in the preceding
schedules, schedules IV and V include other separate or stand-alone faderal entities not
listed previously

The FAA defines a depariment as an organization listed in schedules L and 11 {sbove), any
departmental corporation, and g varisty of other organizations and staffs.™ Treasury Board also
uses this definition to determing the applicability of certain policy instruments Tor cyber defence.

As discussed later, entities falling under Schedule i are not subject to those instruments.

101, The government holds an interest in a number of other organizations in addition to those
isted in the FAA. These “interests” generally include organizations where the govermiment may
share ownership or participate in thelr management and oversight but whers they are not
considered formally part of the government. " Examples of federal inferests include the
Canadian Instiiute for Health information, the Halifax Port Authority and the Greater Toronto
Alrports Authority. Notably, the House of Commons and Senate are nod considered government
entities. and are therefore not sublectto the FAA or Treasury Board policies: ™,

Foundational policies for cyber defence

162, Under the FAA, Treasury Board issued two primary policy instruments and a strategic
plary that together set the administrative Toundations of the government's cyber security and
cyber defence posture. These are the Policy on Govermnment Securily, the Policy on Service and
Digltal, and the Digital Operations Strategic Plan.’™ These policy instruments and thelr
subsidiary componenis are applicable 1o a varisly of federal organizations. As part of this
administrative structure, deputy heads and departments are responsible for securing their
systems and networks in accordance with these policies. In instances where departments do
not comply with these policies, deputy heads may apply administrative measures, ranging from
persuasion {e.g., maintaining a dislogue with the non-compliant department) to restraint (e.g.,
reprganization of an nstitution or fenmination of employment). ™ Although the Commitiee
obsarved instances of non-compliance with TBS direction, TBE did not provide examples of

2 The informatiohused o desorbe these siechedules s fom TBS, Ovendew of federal arganizmions and
intmrests, hilps Avww canads calenfitsasune-boani-seordariatisenicesheporing-uowmmentapandinginenions
govsrmmentorganizstionsioweriew-insitutiona-forme-gefintions Rt August 18, 2016, and the Fingnolg!
Adrinisiration Aot B EC,, 1985, e P11, Hlps/lawe-loisjustice gocalengfacis B Windenhid.
¥ in the falter categoy, these inplude commissions ofinquiryestablished under e Inguiies Aot sialls of e House
of Commons, Sengbe andd Library of Padiament offices ofths Senals Ehics Oficer, the ConBlictof Intere stand Ethics
Commissioner, and the Parisammi&r‘y Budget Qfficer; and the Farizmentary Protective Sendos. Flrancial
Admvinistration Act, R.S.C., 1985, o, F-11, hips Maws-Jois jusicego caleng/acts-1 Vindsx hinn

HEIBS, Overdew of federal C?Ygﬁmzﬁﬁﬁﬂb and interests, dugust 16, 2016, hitps Hwww canada.calenfreasury-hoa
sacretaristsendcesireporting-gowemmentspendnginventorygovermnmentorganizatonsiowndew-insitulional-forms:
Hons bl

35, “Cyber Defence Review! Brigfing for Nations! Securily and Inteiligence Commitlee of Pariamentarians”
Deak WNSICOP appearance, Novamber 27, 3020,

W Treaswy Boand, Frameworkfor the Managemeniaf Compliance, 3008, www ibs
Sngasmid+i71581.
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administrative conseguences imposed in the context of non-compliance with the above-noted
policy instruments. As the CIO of Canada emphasized during a hearing with the Commitiee,
“Deputy heads are the ones who are ultimately responsible for meeting the requirements
outlined in our [Treasury Board] policies. In particular, they have responsibility {o ensure the
protection and confidentiality of the information and assels within departments ™™

Policy on Government Security

103.  The Policy on Government Security has two primary objectives. The first is "o effectively
manage government security controls in support of the trusted delivery of Government of
Canada programs and services and in support of the protection of information, individuals and
assets.” The secondis "o provide assurance to Canadians, parthers, oversight bodies and
oiher siakeholders regarding security management in the Government of Canada.”™ The
current version of the policy was issued July 1, 2018, and is applicable 1o 110 federal
organizations. '

104, The policy prescribes a series of requirements for departments and officials. It makes the
Treasury Board responsible for establishing and oversesing a whole-of-government approach to
security management; providing policy leadership, advice and guidance for govermment
sacurity, and providing strategic policy oversight and coordination of security events that may
affect the government as a whole.™ For federal organizations, i requires deputy heads to
appoint a chief security officer who is responsible for providing leadership, coordination and
oversight of departmental security activities,

105, Under the policy, deputy heads mustapprove a three-year security plan that selsout a
strateqgy for meeting departmental securify requirements. This plan must address sight security
controls, which are administrative, operational, technical, physical or legal messuras for
managing security risks. Of the eight security controls, fow relate specifically to cyber securily
and cyber defence:

» Information technology security requirements, practices and controls must be defined,
documented, implementad, assessed, monitored and maintained throughout all stages
of an information systerny's life cycle to provide reasonable assurance that information
systems can be trusted 1o adequalely protect information, are used in an acceptable
manner, and support government programs, services and activities.

» Business continuity management 8 conducted systematically and comprahensively to
provide reasonable assurance that in the event of a disruption, the depariment can

VETRSE, CID of Canada, NSICOP appearance, November 37,2020,

HETHE, Policy on Government Securlly, July 1, 2019, httos Aeww he-sctac calpoldos-eng asndid=16578,
 The Policy on Government Security is applicable to those organizstions listed in schedules !, L1 (Column ) B, IV
and V of the FAA

TS, Policy on Governmarnd Securnity, July 1, 2018, hitps fvww tbs-sotoc sapolidoc-eng.aspid= 18578 and
TBS, Terms of Reference: implications for TBS and Collection Methodology, August 31, 2020,
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rmaintain an acceptable level of delivery of oritical services and activiies, and can
achieve the timely recovery of other services and activilies,

= Information management security requirements, practices and controls are defined,
documented, implemented, assessed, monitored and maintained throughout all stages
of the information ife cycle to provide reasonable assurance that information is
adequately protected in a manner that respects legal and other obligations, and
batances the risk of injury and threats with the cost of applying safeguards.

+  Security event management practices are defined, documented, implemented and
maintained to monitor, respond 10 and report on threats, vulnerabilities, secwily incidents
and other security events, and ensure that such activities are effectively coordinated
within the department, with partners and government-wide, to manage polential impacts,
suppoit decision-making and enable the application of corrective actions. ™

108, I addition to these broad requirements, the Policy on Government Security shapes the
govemment's administrative framework for cyber defence through the creation of detalled,
subsidiary directives, standards and guidance. For example, the Directive on Security
Maragement flows from the Policy on Government Security, Among & range of reguirements,
the directive defings the security roles and responsibilities of the chief security officer, senior
officials, security practifioners and employess acress the government and includes & numberof
detailed appendices that further refine cyber security controls. ™ One of these appendices is
Mandstory Procedurss for Information Technology Secwity Conbrol, which sels o information
technology requirements and practices, project management praclices, life cycle and supply
chain integrity, security assessments and suthorizations, and monitoring and corrective
actions.'® In short, the Policy on Government Security and ifs subsidiary Instruments help set
the foundation for government cyber security and cyber defence,

Folicy on Service and Digital

107, The Policy on Service and Digital is the second primary policy instrument in the
government's cyber security and cyber defence framework. '™ lasued on April 1, 2020, #
“servels] as an integrated setof rules that articulate how Government of Canada organizations
manage service delivery, information and data, information technology, and cyber security in the
digital era.""* Together with its subsidiary Directive on Service and Digitad, it consolidates and
replaces a number of previous policies and directives ™ Of note, the policy is applicable to 87

2 The content of thege four bullets Is from TBS, Polloy on Soveriment Security, July 1, 2018, hitos faww s~
sotacssfoniiboc-eng. asnxtigs {0878,

ITRS, Direclive on Seourity Mansgement duly 1, 2019, htos Seww hs-sctacoaipolidos-ang samid=37811.

8 For moee information, see the Divective on Securily Managemeantand its supporingtools el www s~

gt aooapoildoc-eng sem@ideaig]

5 The Policy on Bervice and Digital is lssusd pursyartio section 7 ofthe FAA as praviousiyacted, snd section 31
the Public Service EmploymentAct {PSEA). The authoriiylo issue e policypursuantiothe PEEA relales o
Treasury Board's authority as the government's smplover o establish austificgtion standards thati deems nacessary
for he work o by performed in relaBion i this Polioy,

WTES, Policy on Service ang Digital, August 8, 2020, htpa iy hs-sctaccamolidoc-engasmdid=32603.

W The policies and dirsctives that were replaced are the Policy Framawatcon Informati on and Technology, Policy on
Managemantof informeation Technology, Policy on Information Managemant Policyon Service; Policy on Accepiable
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federal organizations, a narrower area of applicability than the Policy on Governmeant
Security.'® Given the recent issuance of the policy, these organizations have an implemertation
period of two years {o ensure compliance.

108.  The Policy on Service and Digital includes a number of delegated authorities from the
Treasury Board to specific officials,

s The Prasident of the Treaswry Board bas the authority 1o Bsue, amend and rescind
directives related to the policy.

« The CIO of Canada has the authority to lssue, amend and rescind standards, mandatory
procedures and other appendices related 1o the policy, and 1o enhance the government's
framework o defend ifs networks from cyber atlack.

109, The Policy on Service and Digital further defines the roles and responsibilities of key
senior officials for the governance and administration of cvber security and covber defence. The
Secrstary of the Treasury Board iz responsible for establishing and chailring the Depuly Minister
Commilles on Enterprise Priority and Planning, a senior-level body that provides advice and
recommendations on a number of information {echnology issues, including cyber security. ™
The CIC of Canada must:

« define cyber security requirements 1o ensure that government and deparimental
information and data, applications, systems, and networks are secure, reflable and
fruste

»  manage cyber security risks for the government and direct “a depuly head o implement
a specific response to cyber security events, including assessing whether there has
been a privacy breach, implementing security controls, and ensuring that systems that
put the Government of Canada at risk are disconnected or removed, when warranted;”
and

e approve an annual enferprise strategic plan for the integrated management of data,
information technology, information and cyber secuwity. The latest such plan, known as
the Digital Operations Sirategic Plan 2018~2022, is examined further below, '#

110, The Policy on Service and Digital gives deputy heads and departments numerous
responsibifiies for information technology. They must prepare an annual information technology
strategic plan that is aligned with the CIO of Canada’s Digital Operations Strategic Plan (see
paragraphs 119-124) and monitor their organization’s compliance with the Policy on Sevice
and Digital and #s supporting instruments. Deputy heads also have clearly defined
responsibilities for cyber security. They must establish clear governance and reporting

Metwork and Device Use; Diregtive on Managementofinformation Technology, Directive on Information
ManagsmentRoles and Resporsibiiiies, and Directive on Recordkeaping.

2 The Polioy on Bendde and Digitstis applicable o those organizations isted in schedules !, LY (Column  and i of
the FAS

YRS, Depuly Minister Committes on Enterprise Priorities and Planning Terma ofRefarence. Undated.

®TEE, Policy on Service and Digitsl, August 2, 2020, hps Jwww ibs-sctasoafoolidoc-ennasp?id=32803.
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requiraments, including the designation of an official responsible for leading the deparimeantal
cyber security management function: the Designated Official for Cyber Security. The subsidiary
Directive on Servics and Digital and the Guideline for Service and Digital define the roles and
responsibiliies of this designated official, For example, the designaled official, In collsboration
with the departmental chiel information officer and the departmental chief security officer,
provides deparimentwide leadership, coordination and oversight for integrating oyber security
requirements o profect information technology services. ™ The designated officlal must also
establish roles and responsibiliies for reporting cyber securily events (defined as an event thal
rmay be detrimental o government security, including threats, vulnerabifities and security
ncidents), ™

111, Taken collectively, the Policy on Service and Digital and its subsidiary instruments require
officials o enhance program delivery by leveraging new services and technologies while
prascribing key cyber securlty and cyber defence functions and responsibiliiss. An important
example is the government’s recent Cloud Adoption Strategy and corresponding cvber securily
and cyber defence direction included in the Direction on the Secure Use of Commercial Cloud
Services,

Using and securing cloud services: Direction from the ClO of Canada

112, Cloud-bazed services enable ndviduals and organizations to use software, hardware
and services that can be hosted separately from an entity's facilities, and managed by private
sector organizations ™ As TBS describes:

Cloud computing can be compared to public ulilities that deliver commudities
such as electricity. Instead of buying and running infrastruchue itself, an
prganization buys computing power from a provider, Much like slsclricity in a
home, cloud computing is on-demand and the consumer pays for what they
use. The costof the infrastructure used for delivery {storage and services in
the case of cloud computing, hydro poles and power fines in the cassof
glectricity) is coverad by the charges fo the consumer, '™

113, There are three types of cloud services: public, private and hybrid, Under the public cloud
muodel, a private sector company delivers the hardware, soflware and other network devices

BTRE, Gustie!ane @nSamw amﬁ Digital, February 3, 2021, hilps Hawwsanadacalan/govermments ystemidiital-

deline cm %mc& and Digital, £ ehruarylﬁ 2021, hitos Shvww tanads celenignvernment’y
ichetinn ~gigital it ang TES, ‘Designated Oficials for Oyber Seourdty (DOCEY

#Sazzurei‘c{} qami F@:um ‘Presenialion deck, ?abmary% 2021, The definiion of an eventis from TBS, Policyon
Government Security, July 1, 3019, htos i ths-sctaccalnolidoc-eng asmiid=18578.

WARE, Directionon the SeoureUse of Commercial Cloud Serndges: Seourily Policy Implementation Notics, Julv 28,
2020, hog ey sanada celenioovernments s lemidigiel-novemnmentidioialgovemmentinnovationsioiotd-
send iesidireciion-seoure-use-commercial-chind-servdces-spinhiral

WTRE, Govwernment of Canada Cloud Adontion Strelegy 2018 update, July 28, 2020,

Hitos Awww tanada calenioovermnments va ey é:mtaiuasﬂeemmenﬁdsgita -4 swrnmem«mmwt ignsicloud-
senicesiomemment-canada-doud-sdontion-shategyhimd,
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over the internet. In this fype of cloud, entities (including government organizations) rent space
as “tenants” and share the same services and space with other organizations. ™ A private cloud
consists of the delivery of the same services (hardware, software, network devices) on a private
network used exclusively by one organization.™ These services can also be delivered within
the cloud tenant's physical premises. The hybrid approach is a combination of the public and
private models. Notable service providers in Canada include Microsoft, with the Azure and
Office 365 platforms, and Amazon Web Services.

114, Cloud services offer several benefits. One benefit can be streamiining costs, as
organizations no longer manage or maintain the information technology assets included in the
cloud snvironment (maintenance and management requirements are the responsibility of the
cloud service provider). Another is that an organization’s cloud reguirements are scalable,
meaning that they pay according to their changing computing requirements. TBS describes the
benefits of public cloud services for the government:

= improved service performance due {o scalable computing resources and contractually
obligated performance levels;

= shong security as cloud service providers offer intermnationally recognized certifications
that would be a challenge for a single organization 1o deliver;

» innovation through the deployment of new tools and technologies that are subscription
based and do not require large capital investments; and

» greater flexibility in program development through a greater variety of resources and
capacity offered in the cloud.™

Cloud environments are not devoid of risk, however, Government data stored in the cloud may
stifl be subjectto compromise orthefl, and government operations that use cloud-basad
services may still be interrupted as a result of cyber threat activity. As with traditional computing
environments, these require appropriale security controls to mitigate risks to privacy, data loss
and service continuity, %"

115 Since 2016, the government has pursued a cloud adoption strategy to maximize these
benefits and mitigate risks. TBS notes that the adoption of cloud computing "will help the
faovernment] maintain information technology service excellence during a period of increasing

R ficrosof, “What are public, private and hybrid clouds?,)” undated, hites Mazure.microsoficomien-
oafoverdewiwhatare-orivate-public-hvbrid-clouds/

B Moronoft, “What are public, private and hybrid clouds?,” undated, hitps fesure microsoftcomien-
cafpvendewhvhat-ars-private-publichvbrid-clouds/,

‘“’?E@S Govermment of Canaéa ] aud Mcpﬁm Sirategy" 20‘&8 u;zf:iaie Juty 28 ‘?f} 20

emces}ggme nmemcamaﬁancmudadom;m straieavmmi T

WOOCE, Banefits and Risks of sdopting Cloud-Based Serdogs in Your Organization (ITSE 50.060), March 2020,
s Heww oderancafeniguidancebenefis-anl-rshs-adoding-coud-based-serices-wurarganization-tes 50080
T&S Dnramm onths Sagure Uss 0f Gamm amzaﬂ Gkaud Sendces: Sewrstyf%may §mp§emen&ai;m Notsce

semcesﬁsrecﬁon«smur& usa»cemmermaéagr::udmmemczesmgpm hirnl, Ju yT’& 2{32{}
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demand for digital services and timely access fo emerging technologies.”™ The strategy is also
infended as a policy directive that emphasizes a number of requirements for federal
grganizations:

» a’clouddirst” adoption sirategy in which cloud is the preferred option for delivering
information technology services and public cloud is the preferred oplion for cloud
deployment;

» arn approach io managing security risks in cloud adoption that safeguards Canadians’
data and privacy,

» @ series of principles that will guide chief information officers as they adopt cloud
sarvices; and

» @vision for enabling community clouds, specifically, a Canadian public sector cormmunity
cloud, to bring together Canadian public sector buyers with public cloud service
providers, brokered and security-assessed by the Government of Canada 7

The strategy Is aligned with Treasury Board direction included in the Directive on Service and
Digital and the Digital Operations Strategic Plan. Thess documents also establish goals of
enhanced sewvice delivery through the use of cloud services, whereby depariments must
wentify and evaluate them as a principal delivery option,'”?

116,  Based on the requirements for departments to prioritize the use of cloud services, the
CIO of Canada issusd the Direction on the Securs Use of Commercial Cloud Services on
Movember 1, 2017, This Directive enswres thal secunty considerations are built into a
department’s approach through specific policy obligations. '™ For example, cloud snvironments
can be used only for information holdings equal to or below a certain security category.™ This
direction is applicable 1o 110 federal organizations. ™™

117, I procuring cloud services, Shared Services Canada (580 funclions as a broker for the
government. This means that S8C contracts cloud service providers, accredits departmental

BETES, Government of Canads Cloud Adopion Stradegy, 2018 update, July 28, 2020,

bies deaww sanada caferdoovernmentisyslemidivialbamernmeniidigiiabyovemment-innovalions fslouds
sepdcesigowmmenbeanada-cioud-adoption-shgtegyhiml,

‘*”TB*% i}ovemmemmf{}anada Sloud »&dcsptqm Sﬁatagy 218 upaﬁat@, Ju yéﬁ 2320

i mae Sﬁﬁi’ﬁﬂ »éi A3 9 E};maiibe on Serice and ﬁagstafi am:i “Workload migration and oloud adoplion,” Digis
Qpera tons Siralegic Plan 201823022,
YITRE, Divectiononthe %:c,um L}w aff'*mmmemai Cloud Services Sevuwrity Polioy implementation Motice, July 28,
4 kil ligial-oovernmentidicialgowmmentdonovationsicioud-

ey

sa-soin himl
Tne gmen‘szmt cted type of injury should ithe disclosed without authorization.
The highestlevel of classifivation hatmaybe used inthe cloud s “Prolected B, applisd o information "whan
unauthorized disclosure aoubd reasonably e @xgﬁ%tﬁcﬁ o cause serious injwyouiside he nationstinterestior
sxmmgle, loss oireputationar compelitive advantage.” For information on othed security categorias, see TBS,
Directive on Bacurity Management — Appendix J; Slandard on Becurily Categorization, July 1, 2018, pswew e
setoceafpolidos-eng. asox?id=32814.
¥ The Directionon the Seoure Use of Commercial Cloud Sendces is applicablets altdeparmearts withinthe
meaningaf Schedites LI L Wand Vofthe FAX
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use and provides a self-service model that enables federal organizations to manage thelr cloud
resources. 7 Nonetheless, departments (through their deputy heads) remain ulimately
responsible for the management and safeguarding of their information, including in the cloud
space, under the FAA. In accordance with the Direction on the Secure Use of Commercial
Cloud Services, departments are therefore obliged to

= apply graduated safeguards that are commaensurate with identified rsks;

« use third-party certification on the secure design of their cloud space;

« perform securily assessments prior {o receiving authorization for use;

» apply the separate direction for dala residency, which requires departments to keep
sensitive data in Canada;""®

= manage vulnerabilities in information systems {&.g., through paiching of vulnerabilities);
and

s establish appropriate mechanisms 1o manage and respond to security incidents. Y7

To further support secure cloud implementation, a cloud operationalization framework (the cloud
security guardrails} was established in 2019 fo provide additional direction and guidance to
depariments. These guardrails refterated the requirements oullined under the Direclion on the
Secure Use of Commersial Cloud Services, notably that TBS may disable a department’s
access o the cloud, should that depariment not meet these securily requirements within 30
days of establishing a cloud environment.'

118 In short, the Cloud Adoption Strategy and the corresponding direction on secure use are
meant to balance information technology enhancements with corresponding cvber security and
cyber defence requirements.

TETRS, Governmant of Canada Cloud Adoption Shategy. 2018 update, July 28, 2020,

hitps www cenada cafenfomwm msemfsyst@m;‘d;gﬁaiwg mmmam}dfgsm ~govermnmentinnovalionsicloud-
sendcesioowmmentcanada-cloud-adoplivn-shrateqgy iml, and TBE, Direclion onthe Secure Use of Commercial
Cloud Services: Seaurity Policy implamentation Natmw .}uiyES 2024,

hit w;www uanaa:ia slanacemmentayssnddibitalbgoemmentdisinbocemmentinnovetions/doud-

7 The Dsr@emmn for Electronic Data Residenoy!T Policy Implem aniat;m Maotics dirscled depariments and agengiss
on the condrol, ascess and ownership ofgovernmentslectronic data. The requirementio mainiain "data ws;ﬁsnw i
Canadais meaantio ensure continuous socess fo thatdata, afford data the protection of Canadian privacy laws,
gafeguard sensiive information inthe intgrestof national security, and supportmors capidresponsesinthe eventof a
data compromise, TBS, Direction for Elsctronic Dats Residancy [T Policy Implementation Notios [(ITPIN), March 13,
slenfgovernmentsvaiemidigial-oovernmentidicgial-governmentinnovationsioloud-
rection-electronic-data-residencyhiml. This Notice was rescinded with the issuarnce afthe Policy on
SBendee and Digitel and the corresponding Directive on Sendoe and Digitel, where the dals residencyrsguirermant
no resides.
YRS, Direction on the Secure Use of Commierdial Cloud Services: Ssowity Polioy Implementation Notice, July 28,
2020, hitps Mfwww canada mfewamgm@iﬁtemid iital-novernmentidicitsl-aovernment-innovations/cloud.-
sepices direcion-secure-use-commerciab-cloud-sendoes-spinhbnl
TTRS, CID of Canada, NBICOP appearance, November 27,2020, TBS, "NSICOP Review ~ TBS Comments on
Draf Final Report(9-July-20311 op 3, July 8, 2021 s8¢ alsn the Gowrnment of Canada Cloud Guardrails, padof
the Cloud Opserationalization Framework at hilps figithub.conveanada-caldloud-guardrails.
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Digital Operalions Strategic Plan

118, The third foundalional policy instrument for oyber defence is the Digital Operations
Strategic Plan. Ezlablished in accordance with the Policy on Service and Digital, the Digital
Operations Strategic Plan applies to 87 organizations. '™ Also consistent with the Policy on
Service and Digital, the CI0 of Canada must produce an annual forward-looking information
technology plan for the whole of government. These stralegic plans sel the direction for
departments on the priorties for the inlegrated management of services, information, dalg,
information technology and cyber security, Betweean 2016 and 2019, the CIO of Canada
published three such plans: the Government of Canada Information Technology Strategic Plan
2016-2020; the Governmaent of Canads Strategic Plan for information Management and
Information Technology 2017-2021; and the current Digital Operalions Strategic Plan 2018~
2022, Dug to the pandemic, the CIO of Canada did not prepare o plan in 2020, but intends to
publish & version for the 2021-2024 perind.

120, The 20182022 Digitat Operations Strategic Plan bullds on the two previous fterations. it
restates the vision statement that “the Government of Canada is an open and service-griented
orgarization that operates and delivers programs and services to people and businesses in
simple, modem and effective ways that are optimized for digital and avallable anytime,
anywhere and from any device ™™ From a cyber defence and cyber security perspective, the
plan mandates the development of an in-depth, laverad approach that uses trusted {monifored)
intercornection poirds that provide a galeway to cloud services. Overall, the strategy includes
four broad calegories of actions or initiatives that address key gaps or concerns for cyber
defence and cyber security, all of which have varying completion imeframes within the strategic
plary's timeframe, '™

121, The first broad category aims o bolster network consolidation, connectivity and
parimeter security. In pursuing the consolidation of network access lotrusied extemal
connection poinds, the govermment seeks lo enswre the proper safeguarding of i irformation
technology perimeter. As part of these efforts, 880 has reduced the number of internel
connections. | will also complete network consolidation of the existing 50 88C partner wide-
area nebworks into a single enterprise network. Similady, 38C will migrate 51 departments and
agencies that do nod currently use the S5C Enferprise Internat Service to the 85Cynanaged
enterprise natwork {which use S50 htemet services exclusively and benefit rom the protection
of CSE's ™ cyber defences) for a total of 104 departments by 2024.%% As pant of the Cloud

W b noted, the Policy on Sendce and Digitel applies o organizations listed in sohedoles 111 and it of the FaA
VTS, Digital Operations Strategio Plan 201 8-2022, March 28, 2018,

nads, m:‘enfmm&mrﬁenﬁs%?@m/dmﬁtqi;gawmmmnﬂcﬁ ital-operations-sttategic-olan-d B 2022 bt

’3* "me next fowr paragraphs summarize key intiatives from the Digial Operations Strategic Plan: For mons detailed
information, soe TBS, Digiis! Dparations Stategic Plan 20182022, March 28, 2018,

W canadacalaniog e mentsyvsiamidiohalaowemmentidichabopmaiinnssakaionlan-201 82082 il See alsy
paragraphs 2 o 147 which detail addiional information on Shared Senvices Canade oyberseouityprolects, many
of which supportthase inllisthees.

2 For moreinformation on B80°s Enterprise Internet Serdce, seeparagraphs 13810 141 and 142 o 150, For
addiionglirdormation on B5C effords o increase the number ofdepariments using the sendce (the Bmall
Depariments and Agencles Projest), see paragraph 181,
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Adoption Strategy, the government will pursue the establishment of dedicated natwork
sonnections o cloud service providers. This will ensure secure communications channels for
government information. Moreover, TBS, CSE and SSC are establishing additional frusted
interconnaction points betwesn government networks and exiernal pariners. Ultimalely, these
meastres seek o consolidate the government’s perimeter by narrowing external téuch poinds to
a imited number of trusted and secwre connections.

122, The second broad category of initiatives seek o secure endpoint devices. Endpoint
devices generally consist of laptops, deskiops, smariphones, tablels and servers, or information
technology assets used by government employees. In consultation with TBS and C3E, S5C will
develop standardized procedures 1o securely configure endpoint operating systems and
applications. This includes fwo key componants: the deployment of an endpoint inlrusion
prevertion system to automate the collgction of information o identify malicious activity and
prevent device compromise; and controls for acoessing applications, which engble system
administrators to identify and run permissible programs. Initiatives in this calegory will also
support the deployment of tools and processes that monitor the real-time status and
configuration of all endpoint devices {e.g., the status of hardware and software versions,
operating system versions and pateh installations). This capability will complement CSE’s host-
based sensors {ses paragraphs 198-200), facilitale a comprehensive understanding of endpoint
devices, and supplement the speed and ability of the government to address enterprise-wide
vulnerabiliies on endpoint devices. This initiative is expected to be completed in 2024 .%

123, The third category of initiatives will improve access control and application
development. These enhancements relate primarily o accounts for information technology
systems administrators who have privileged access o deparimental information technology
systems. In 2019, TB8, S88C and depariments strengthened the management and control of
administrative privileges to minimize the misuse of any account with elevated privileges, and to
ensureg they are managed. controlled and monitored properly. In the fulwre, TBS will improve
secure application development by establishing an application securily ramework, Departments
will apply this framework when developing and implementing digital services. The governments
approach seeks to ensure thal securily is a key component of application design from the
outsst. This item is ongoing and does not have a scheduled completion date.

124, The fourth broad category aims (o improve awareness of cyber threats and risks to
the government’s systems and networks. Similar to other actions within the Digital
Operations Strategic Plan, this collection of inlliatives sesks o improve the awareness of cyber
risks and cyber threals through improved governance and raining, while also bolstering the
government's ability to respond 1o oyber incidents. In line with the abova-noted enhancements
for a centralized rsal-time view of endpoint devices, TBS proposes to establish a centralized
capability to conduct governance, risk and compliance management activities. This will facilitate

BITES, Govermment of Canada: End;}mnt‘%ﬂsibii?i}c Awareness and Securiy (EVAS) ~ Requirements {version 1,13,
POF A;m 25, 2{}‘1@ and T8S, ii}zg Qgeratama Qﬁat&g cia 12@?8&32&%&&:@ 28,2018,
Lan dinitaboperations.strategicnlan201 82027 himi
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greater knowledge of the government’s broad business techinology environmaent that facilitates
the identification of the syster-wide attack swiface and areas of vulnsrability. TBS does not
currently have a deliverable dale for this project. Separately, TBS and CSE will develop a
government vulnerabifities disclosure frameworkthat quickly identifies and miligates
vuinerabilities. From a training perspective, the Canadian Centre for Cyber Security (CCCS) will
promote a government-wide approach that enhances the cyber security of all employees. These
efforts will help ensure that all system users conlribute to system secwity and integrity. Lastly,
TES will update the Government of Canada Cyber Security Event Management Plan (see
paragraphs 244-238), which describes the "slakeholders and aclions required fo ensure that
cyber security events are addressed in a consistent, coordinated and timely fashion.”"®

Summary

125 The Treasury Board and TBS play a central role in enswring the proper administration
and management of government. In the areas of cyber security and cyber defence, Treasury
Board prescribes policies and directives that most (but not all) government organizations follow
o ensure the integrity and security of their information technology assets and those of the
governmant more generally. In turn, individual departments are ultimately responsibie for
ensuring thelr organization's cyber security and for safeguarding information and digital assels.
Within this model of shared responsibility, 58C and CSE also play central roles in supporting
departments 1o mest thelr obligations. The Committee discusses these organizations next

Shared Services Canada

126, SSCis the second member of the Information Technology Security Tripartite. 550 i
responsible for ensuring that the government’s information technology infrastructure protects the
goverrment's tfechnology assets and data in the government’s possession. ™ This section
disousses the evolution of 88C's mandate, key SSC services and projects o strengthen the
govemment's general cyber security posture and those more specific o cyber defence, and
880 partners and clients.

S50 mandale

127, Priorio 2011, federal departments wers viewed as unigue in thelr individual information
technology requiremeants. There was very fiitle standardization as a result depariments were
individually responsible for the acquisition and management of thelr information technology
infrastructure, computers and devices, and for securing their electronic assets ™ 55C was

YRS, Sovernment of Canada Cyber Seturily Event ManagementPlan 20718, July 28, 2020,

hilps Awww . ganads celendgovemmentisyslemidigisl-gowemmentonline-securitvprivagyiz ecurityidently
managemeniosermmentcanadacbersecudv-event-managementplan bimt.

WSS, Dyierand nformation Technology Security, undatsd, bitos Swww canadacalenishamd.
sarvicesioorporate/aber-informalion-dachiolbay-securiy iml

WSSO, Bening Govemnnent Remote Access Sacurlly Hardening Stendard  undated, htpd
spogcoafeniogicles piocesses/mnliviesimmuie.
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created in 2011 o fundamentally change this approach. The preamble o the Shared Services
Canada Act {the S8C Act) establishes that the objective is {o “standardize and consulidate,
within a single shared services entity, cerlain administrative services that support government
institutions; and doing so will enable those services o be provided more effectively and will
support the efficient use of public money.” ¥ In practice, this meant consolidating the provision
of email, data centre and network services 10 a core group of pariner departments, and
coordinating the purchase and provision of information technology equipment for the
government. '™ While this consolidation was initially considered a cost-saving measure, the
scope of the changes required necessitated considerable investments in following vearg. ™®

128.  The authorities underpinning SSC have evolved. S8C was created by order in council in
2011, The departiment was then established in statute on June 28, 2012, when the §SC Act
received Royal Assent. The SSC Act provides for a Minister to be designated as responsible for
S8C - currently, the responsible minister is the Minister of State (Digital Government)'™ — and
grants the Minister authority to coordinate telecommunications services for departments and
agencies. S&C has the responsibility {o:

« determine and deliver information technology solutions and common services across the
government enterprise;

» plan and design forward-looking, consolidated and standardized services to mestthe
needs of parmer and client departments;

s manage and maintain exizting information technology infrastructure, including all
NeCcEssary ongoing service and mainienance support,

« procure goods and services to enable the delivery of common information technology
services o partner and client departments; and

» support government-wide information management and information technology security
in partnership with CSE, including CCCE, and other government security pariners . '#

129, Intotal, the government has issued 21 orders in council 1o adjust 35C's mandate,
appoint presidents of the organization, and expand the number of organizations to whom SSC
musi provide services or act to procure equipment and services. '™ Four of the orders in council
are of particular relevance to this review:

¥ Sharsd Sarvioss Canada At 8.0, 2012, G186, 8711, Preamble, June 28, 3012, hilos Maws-

lois Justiceuc oalenu/acts/S-8. 8page-L.0himl

5 Such a5 kevhoards, desklop hardware and softwars, and monitors, Office of the Audiior Seneral, 20715 Fall
Reports of the Audifor Benegral of Cangde: Repont d—Information Technolkyy Shared Services 2015,
htipsfhwwe ong-bua o cafintfemetEnalish/oart oag 201802 04 e 41081 biml,

W By 2020, invesimenis ip $5C alone totaled over $4 billion.

Y Order in Councl 201941386 designated the Minister of State (Digils! Government) as the Minislerfor 38C. Ses
https dorders-in-counci canada calaltachiment php?altzch=387018angzen. From 2012 10 2019, the Minister of
FPuldis Works and Government Serdces was the responsible minisler.

880, "Shared Sendces Canada's Mandaie, Authorities and Pariners, " Deck, Preseniation o the NSICOR
Seoretariat. Movambar2020.

2SS0, "Shared Serdoes Canada's Mandate, Authorities and Partners,” Deck, Presentation fothe NSICOP
Secratarial, Hovember 2028,
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= in 2011, the government issued two orders in council that transferred six information
technology-related units from then-Public Works and Government Services Canada, '
arg transferred the emall, dala cenire and network services units of 42 depariments o
580, thereby creating S5C's 43 core “Pariners. %

= i 2012, the government issued an order In councll that ciroumscribed 880 mandate's by
stiputating that | would not provide emall, dala cerdre or network services to any
department that was accredited o process and store Top Secrel information, or where
four specified organizations used specific systems to operate ships, alreraft or vehicles or
to support operations in the areas of national defence, national security or public
safety. ™

¢ In 2015, the government issued an order in councll to expand the S8C mandate beyond
its original 43 core partners to include 40 “Mandatory Clients” that would recelve a subsst
of services related to emall, data centres and network senvices on a cost-recovery basis,
The order in council also expanded the number of government organizations required {o
procure end-user devices (e.g., deskiop computers, printers) from S8C, and created a
category of “Optional Clients” that could oblain services from 55C on a cost-recovery
basis {the definition included Crown corporations and other levels of government). '™

130, In sum, the periodic issuance of orders In councll has established 858C’s mandate and
membership, and clarfied s provision of services for email, data centres, networks and
procurement for endpoint workplace technology devices. Af prasent, S50 provides some or ail
services o 1680 of 189 federal organizations (the Committes explores the issue of which
deparments are included later). See Table 1 for an ovenview of the division of responsibiliies
betweean S50 and individual departments.

¥ Ordarin Councl 204 1-0877, Augustd, 2041, httos Hotders
counolt canads enfattachment shp?aliache M558 Slanosen.
EED is one of the 43 parners. Order in Councll 20111287, Movember 18,2011, iflos Worders-n.

souncd canada calattachmentohp?aliach=24 378 8langzen. This order in counddl resulted In 88C assuming
responsibiity for the information lechnologyinfrasiructure of 42 partner organizations {servers, data cantres, Human
resources and information eohnology budgets ), including 485 data senties, B0 differentnetworks and approsimalely
23 400 servers This regresended about 95 percentof the govermment's inforvation lechnolsgyinfastuciure
spanding, with the remaining smslisr depatiments snd sgenciss represealing the other § percent 583G, Order in
Councll -FProcurement, lins feww canads calenfstigred-sandoas/oomorgeliansparencybriefing
documents/iministerad-biatng-bookiorder-in-coursib-procurement himl

¥ The four arganizations gre the Canada Border Sendoes Agency, the Deparmend ofFigheries snd Oceans, the
Department of Nationg! Defence and the Rowl Canadian Mounied Polies. Order in Councll 201208588, June 28,
2012, Wos Jordees ncouncl canadscalalischmentohy?atlagh=20 384 8langzen,

W Order in Counci 201 5-1071, July 18, 2015, hilnsordsrssin.
sounvitsanadacalatachmentohRallach=31447 Slang=en.
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Respon ¥ Emall, data centres, and Applications
' | networks

Sendce management | Shared Senvices Canada | Depariments

ard delivery {mandatory or optional for

Hrocurement spectlic departmenrds as Shared berdoces | Public Sendces and
specified in ordars in Canada Procurement Canada
couneil}

Policy and standard Treasury Board of Canads Secrelanst

setting

Table 1: Distribution of Government of Canada Information Technology Service Responsibilities
and Service Areas™

S50 services and projects

131 88C has a fundamental role in ensuring that government digital assets and information
are protected. its provision of email, networking and data centre services means that it provides
the infrastructure that houses and carries important information belonging to Canadians and to
the government. This infrastructure supports the delivery of governmaent programs, and
Canadians expect and depend on consistant and reliable service from those programs. The
persistent threat of cyber attack against this infrastructure means that cyber security remains a
significant risk; where technical or operational security contrals are inadequate, or where
security vulnerabilities are not addressed, government systems remain vulnerable o malicious
cyber activity.™® As S8C noles, the security of the government’s information technology
infrastructure is therefore of “paramount importance.”™

132.  The Commiltes understands SSC's fulliliment of its responsibiliies as falling Into two
broad categories, The first is the ongoing protection of government digital assets and
communications through the proper management of information lechnologies (S8C services).
The second is the implementation of a government-wide information technology infrastructure
plan 1o better protect government systems against security threats (SSC projects )™ The
Committee discusses each of these in tumn.

Cyber defence and SSC services

133, The networks and data that SSC s responsible to profect vary widely in size, function
and mandate, These differences are reprasentative of the variability in government programs
and service delivery. Some organizations hold ittle sensitive information on their networks and
therefore face relatively few security threats; others hold large amounts of sensitive information

® adapted fom: S5C, Shared Benvioss Sanada Higtoryand Legislative Responshilities, February3, 2018,

htes Mwww canada.calenishared sendcescomoralsfiransoarenevbrislinu-documenisiministersl-briefing-
hookishared-sendcas-canada-historelegisistive-responsibiliies himb and 580, "Shared Serdoes Canada’s Mandals,
Authoriies and Pariners,” Deck presented to N3ICOP Ssoretarial, November 2020,

8 The Deparmaniat Security Plan identified two other significantsecurityrisks: the securityof the S8C workforgs,
workplace faciliies and assets; and the governance of 880 security-related activiliss. 85C, Deparimental Seourity
Plan 201 8-2022 May 15, 2019, Similardsks were slso identified in 88C"s 2013-2018 Deparimantal SscuntyPlan.
8 850, Deparimental Security Plan 2018-2022, May 15, 2019, and 88C, Shared Sendces Canada Network and
Security Strategy (version 1.6}, September 1, 292‘3

88U, “Mandate,” hitps fwww.canada.ce
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and face significantly greater threats ' To respond 1o these threats, 85C applies a number of
oyber securlty measures to identify and prevent malicious aclors from gaining access lo
governmant networks, including firewalls, anti-virus and anti-malware services, and identification
and authentication tools 2 880 is responsible Tor the government’s Secret-evel network
infrastructure, and collaborates with CCCSE to manage the government's network perimster by
using specialized security monitoring of Internet gateways (see the section, "The
Communications Security Establishment”) that have enhanced the government's ability to detect
and deter malicious cyber activity. #2 All together, 85C offers 34 different services to its pariners
and clients that fall across five calegories, and contain at least one service of relevance o
S8C’s role in defending government networks from cyber attack. The following paragraphs
briefly describe each of the services and their relevance o cyber defance,

Digital services

134 Digital services is the largest category of services provided by S8C. Ofthe 12 services
in this area, fow play a role in cyber defence. The first two are the provision of emaill accounts
for government employess and the means of accessing them remotely through secure network
connections. These two services are subject to user identity and credential management
conirols, and monitored for viruses and spam. The third service is the provision of mobile
devices {cell phones) for telephony, emall and Internet conneclivity. ™ The fowth service is an
identity validation system for ensuring synchronized, system-wide control and management of
user credentials, 1o provide access togovernment systems and information in both cloud
enwironrments and standard, “on premises” networks 2

Security services

135 BBC security services authenticale individuals to access government services and
accounts, both internally and externally to government networks. Three elements in this service
arsa are relevant o defending governmeant nelworks:

s internal credential management: 880 manages a public key infrastructure that
faciitates authentication for secure access to applications and government networks, #%

e SSC’ ﬁeg}arﬁmni@ Sapurity?’ an ?G]‘%ﬂmﬁ Jmc 1?’ 2033

nfcrm ams’zw‘s&shm cagmemrw mm

HHTRS, Government of Canada Syher Sec ur:i*y Event ?sﬂanagemem?? amf“’SEM?} 2018,

hiky f;www cansda calsn/oovemnm ,z ik ; 5 risgovis epuribeidentite
: Public Safety Canada,

nital Evatuation of f“mﬂada % iilyﬁ:: ¢ Sourity Straf&gv, uepiammt 29, 28“%;
nffos Seenpublicsafelvoc calontrs s fobicinsbitn-ond-sorbsaindexen as s,
WS, “Bardng Sovemment Email -~ for Administrators,” htpdsenice sso-
S8 ,f:.,calenfsmﬁc%s’cammu’n-mtm fernsiliadmin: snd 850, "Bandng Govemnment: Mobile Devess - for
Governmaniof Cansda Emplovess " hllpdsendce sss-spr oo talei/sendcesicommunicating/mobile daw
phisnesimobiie-users,

WEEC, “Bering Covernment Service Catipgde,” hipsenicesso-snc o calenissrdres and S8C, Direatary
Credential and Acosss Management Implementation Business Cage Miersion 3.0, Beptember 8, 2030

45 5 public key infastucture is used o protect the confidentiality of inform ation andto slectronitalivau thenticats the
identity of individiuals In accessing protected information. TBS, Guideline onthe Managementof FublicKey
Infrastruchure in the Govemmentof Canada, tps e bs-scloc.capolidos-ang aspa?id=200088 apoB.
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The service allows users to exchange encrypted emall up to a certain classification and {o
securely access applications that process sensitive personal information (e.g., pay
information).?”

+  Secure remole access management: This service uses the public key infrastructure
{above) to permit users to securely ransmit and receive information from remote
workstations while maintaining the avallability, confidentiality and integrity of data ?™®

«  External credential management: S5C manages a public key infrastructure that
provides a standardized cyber authentication servics to Canadians, businesses and
individuals 1o permit secure onling business with varicus governmental programs and
services ™ This service is mandatory for departments and agencies ®"®

Hardware and software services

136, S8C provides depariments with procurement options for devices such as computers and
printing equipment, and for multiple kinds of software, including for connectivity, individual
devices and security nesds. Services of relevance 1o cyber defence include:

* Hardware provisioning and procurement: S8C procures workplace technology devices
(hardware} for its parlners and clients, including deskiop computers, laptops and
tablets 27

»  Software provisioning and procurement: SSC procures software for its partners and
clients for devices {e.q., device operating systems), senvices (8.g., deskiop software
configuration), connectivity (g.g., print services), productivity {e.g., web browsers) and
sacurity {e.g., user authentication).??

137. Al S8C hardware and softwars procurement services are subject o the 35C Supply
Chain integrity Standard. This standard is meant to identify and assess any procurement
process that "could be compromised, or used 1o compromise, the security of Canada's
{hardware], software, services or information,” and 1o ensure that hardware and soflware
identified for procurement is subject (o a securily assessment {including engagement with CSE),
contracts are audited, and thal items identified as high risk can be avoided, recalled, or removed
from government systems 24

27 856, “Berdng sgwmmant Mﬂ(ﬁy For Governmentof Canada Employees,” hitps #senice, 50

£ S‘?C “Swmng G@wmmeni bm,ure Ramotﬁa Anoess - For Adminisiators,” bites senice sse-
speaccafen/senicesiacoess/sscure-remote- am‘% fadmin,
28 B8, "Serving Goverrumant Senvice Catal mgu& "hitpsdlsenice sS0-8Sp0, {;w“afe"wamtag_and 850, “Sening
Government Responaibilities Matrix for Cyber and [T Security, Sﬁe::tz{m 5.0 entity and Acosss Management{1AM)
Sendces,” hifpdfsendce sse-spo go cafenfisecurityRAG Hse
U 85C, “Bening Gowmment Service Catal ogue n@s ;fsemm S5 0-SHGICE {;alemcsemc%
WBSC, "Sering Govemment Miormeomputers,”
*“w;’mmmeammzmrsmmcure and 88C, Shared Sﬁbmws Cahada Suppiy &hsm Ent@grty %amiard November 2015,
SR BRC, "Serving Governmeant Software ~ For Frozursment,” hit : ES0-SDC.O0 Calenisenvicesiw -
swisnfiwarg-provisioninofproturement.
HGRC, Bhared Servces Sanada Supply Chain Integrity Standard, November 2015,
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Data centre services

138, S8C offers nine data cenbre services, While these are predominantly databass
infrastructure and hosting services, this sevice includes two important glements Tor cyber
defence:

¢+ Cloud Brokerage Services: Consislentwith the 2017 Treasury Board Divection on the
Secure Use of Commercial Cloud Services, S8C provides a brokerage service for
government departments to identify sultable cloud service providers with whom S8C has
established contracts. S8C provides this service to all 43 partners, 23 S5C mandatory
clients and 15 optional clients ®*

«  Government of Canada Secret infrastructure: SSC manages and maintaing this
infrastructure o penmit the creation, processing, slorage and sharing of information
classified al the Secret level The service uses the government's wide area network for
transmission of encrypled data betwesn users and depariments. Risks in protecting more
sensitive information at the Secret level are shared between S5C and customer
departments or agencles, with 350 responsible for maintaining the integrity, assurance
and effectivenass of security controls Tor approved users, and departments responsible
for managing user access o thelr applications and data ¥

Network services

138, 350 networking services include the provision of wi-fi, Internet services and sateliite
connectivity. There are eight slements within network services, with the following two of critical
importance to the government's frameawork for cyber defence:

»  The Government of Canada Wide Area Metwork {GC WANY: The GC WAN iz a fully
managed network service that connects pardner or clisnt locations across metropolitan,
regional, national or international boundaries. | connects users and compulers (o each
other and the Internet, and it supports simultansous voice, data and video
communications, and the transmission of classified information using appropriate
enoryption, The GC WAN services come with security monitoring and enhanced security
protocols (e.q., logging and intrusion detection services ) ™

=  Enterprise Internet Service: The 88C Enterprise Intemet Senvice provides securs
connectivity for government users to access the Internet and for the public to access

umwemmenmf Lanada wnud Mcriim 2:-3tfaiegy 203 8 Update

htos eweycaenada cafenfomemmentssiamidioisbowmmenidiniabooemment-innovations/cloug-
semwsimvemme:si«aanadwsir:ud«atﬁcmiwgmfraieav himbiand TBS, Direction on the Eewrm i}w of Ctsm m&rcﬁai
Cloud Sendoss: Securily Polioy Implemantation Naotice {&a N}, bilps ' fdigitad
governmentidigital c-wmmf-«fsi*:rmcxw{z@ﬁsfciuué—fsm ! 3ot Eouci«»emws ;ggj; himl.
B EEC, “Saring Govermment Government afﬁ)anada kecrex irxfrasrrucmm fxietwmkand Hosting —for
Administrators.” hitpiservice 5so-spc.gg S5 ] A% nesl. nthe past, the gowemment
mainiained 34 stand-along, mdap&ndm*ﬁymanagﬁd Smrat* zawai r:ammzém SormRs 18 departmsnis The GUS
Expansion Projectincludes efforls fo trangifon thase networks 1o 880 enterpris e archilecture for one siystem for
secrgicamimunications and dalg. See alsd, 880, Sewret Indrashuctisg. 34 Lagacy Nadworks, undaled.

BEGEE, “Serdng Government B WAN ~ For Administrators,” hilodsendne ssoe
speaoc.calsnierdoesdnfastruciureielvari-inlafuonetwan-adimin.
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government websites. S8C provides the Enterprise Infernet Service to all of its pariner
organizations and on a fee-for-service subscription basis for its clients. The service
reguires a GC WAN connection and provides the highest protection, owing fo built-in
security monitoring and enhanced securily protocols provided by the integration of C5E's
=* eyber defences o Enterprise Internet Service Intemet gateways. The Commilles
further explores the benefit of this integration in the discussion of CSE below #7

Overall, the crestion of S5C's Enterprise Internst Service and its progressive adoption by
departments has plaved a foundational role in strengthening the government's cyber defance
framewark. iis evolution s described below,

Secure Internet connectivity: The evolution toward the Enterprise Internet Service

140, The origing of 880 Enterprise Internet Sarvice dale to 2002 when the government
launched the Secure Channel Network as a means for federal organizations to securely deliver
their most commonly used services online.®® The Secure Channel Network was intended fo
reduce operational and maintenance costs through the use of a common network infrastructure
for government that included monitored, protected and redundant access to the Intemet.® In
2008, Treasury Board provided direction to make the use of the Secure Channel Network
mandatory and by 2008, 75 departments had migrated to it In 2010 and 2011, China condusied
large-scale atlacks against numerous government departments, resulting in the loss of
significant amounts of sensitive data (see casestudy 1). In response, the Chief Information
Officer of Canada again issued directives to require departments to migrate o the Secure
Channel Network to:

reduce the risks we are currently collectively facing from ever increasing
axiernal cyber atlacks. The key approach for mitigating these rigks s o
reduce the number of individual deparimental Internet connections and
replace these with a robust, high-performing and very secure Common access
for [government]. Decreasing the number of Internet access points ~ and
securing those points — will reduce the overall [information technology]
security risk o the Government, making it easier to prevent and defend
against attacks aimed at disrupting our business or stealing sensitive and
orivate information, 2

By 2012, the number of departments using the Secure Channe! Network grew from 75 1o 87.%

B S30, "Bendng Government: Sendce Calalogue,” htpsendce sso-sponcsalenfsendses. Also S&C, "Senving
Government GG WAN - For Administrators " hifpsendte sso-sto guapfenisendoesinfrastiuctirenatwork:
infafgonstwen-admin

78850, Discussion onmandate with NSICOP Secretariat - Fabruary 24 and follow-ups, March 8, 2021,

M SEC, Discussion on mandate with NSICOP Secratarial~ February 24 and follow-ups, March 8, 2021,
HEEBRO, "SONet Evterprise Intemet~ 2010 and 2011," TBS ClOB communique, February34, 2021

2rgees Uisoussion on Mandate with NBIDOP Secretariat— Fely 24 and follow ups, March 8, 2021,
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ML In 2015 the Secure Channe! Network became the Enterprise Intermet Service and the
pimber of departments using it grew o 80, Al 88C core pariners have moved o the Enterprise
ternet Service {with the exception of the Depariment of National Defence, which will be
migrated in 2021-2022}, as have a number of S8C"s mandalory clients and optional clients %
However, government-wide adoption of the Enterprise Infernet Service remains a challenge. In
2018, Treasury Board reiterated its direction to government depariments o migrate o the
Erterprise Inlemet Service:

To address risks to s network, the government is standardizing protection
and creating a secure, government-wide perimeter that will protect
government data both on premises and in the cloud. TBS, the
Communications Security Establishment (CSE) and SSC are establishing
additional frusted interconnection points between the govemment thackbones]
network and external partners to; provide standardized and secure
connectivity with external partners and the internet; act as a gateway to cloud
services; ard protect cloud-based workloads from direct attacks from the
Irfermet. Departments thal do not currently use 580 Intermet services will be
migrated {o the 35C-mansged enterprise network and will use S5C Inlemest
services exclusively 22

Reguiring this migration makes sense, As discussed in further detall in the section onthe C8E
{paragraphs 154-213), C3E and 35C manage a highly effective system of sensors and defence
tools {both classified and commercislly available} that protect government organizations within
the Enterprise Internet Service from normal threats and, mostimportantly, the most
sophisticated cyber threat actors. As of August 2021, 580 provides the Enderprise Internst
Service to 84 organizations. ™ The Commillee addresses the ssue of Treasury Board direction
and the number of departments using 55C's Enterprise Internet Service in ifs assessment.

2 S&C, Discussion on Mandate with MSICOP Secretariat~ Feb 24 and follow ups, March 8, 2021, The Departmant
of National Defence ** s monitored separalel by COLE,

RS, Digitel Operations Strategic Plan 20183002, Bection 4.2, *Secure the gowmment's evohdng periréter”

hilos: ey canada calenfosvermentaustendidiniab-gowemmentidiaitsboperations-siisisgic-plan-20 182003 himl
B Lne HBICOPR Discussionon Mandale with Committes Ssoratarint -Feb 24 and folow ups, Email, March 8, 2081
and S80, “Re! NSICOP Discussion opMandate with Sommittee Seorstadial” Emall, Aol 30, 2621
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Case study 1 A wake-up call - network consolidation and dynamic defences

[*** Four paragraphs were revised 1o remove injurious or privileged information. ¥ In
February 2010, CSE deployed s sensors to the governmaent’s Secure Channel Network, the
first ime CSE had used this capability culside of three depariments: Foreign Affairs and
international Trade {now Clobal Affairs Canada), National Defence, and CBE itself ™ CSE
immediately discovered a long-standing and significant compromise of government networks by
a Chinese stale-sponsored actor. The Chinese actor was known 1o {arget govemment nefworks
arcund the world for intelligence related to natural resources and energy, defence, global
finances, foreign policy, and trade. C5E assessed that the actor sought o acquire Canadian
position papers, briefing notes and strategies for multilateral negotiations related to several
international bodies,

Between August 2010 and August 20111, China targetad 31 depariments, with 8 suffering
severe compromises. Information losses were considerable, including email communications of
senior governmeant officials; mass exfiliration of information from several depariments, including
briefing notes, strategy documents and Secret information; and password and file system data.
Treasury Board of Canada Secretariat and the Department of Finance wers the worst affected,
losing entire sets of network passwords.

CSE launched a three-pronged response. First, it monitored malicious activity through its
network sensors. Second, i provided advice and guidance o departments to improve system
management and security. Third, it aided in the sirategic mitigation of the compromise, using s
information to betler understand the attacker’s intentions and capabilities. For their part,
Treasury Board of Canada Secretariat and the Departmaent of Finance were forced to
disconnect thelr networks from the Infernat to mitigate the compromise.

This incident was a wakeup call for the government regarding the scale of its cyber
vulnerability and the need for commensurale defences. To that point, government networks
were an easy and valuable target for Chinese siate-sponsored Hreat aclors, as they were
eszentially undefended and used o store classified information in the absence of a secure
alternative. The deployment of CSE’s nelwork-based sensors tothis broad network was a
“turning point in the history of Cyber Defence in the government” — it confirmed the need for
consolidated Infernet access points that could be monitored for threats and for a single,
government-wide enterprise network 1o properly secwe government systems from cyber
attack *®

1 This summaryis based on USE, Analysis of Wides pread Chinsse Infrusions on Governmentof Canada Networks,
Aprit 2010, C&E, nlerdeparimental Assessmant The Chinese Cyber Threat o Government of Canada Melworks —
August 2010-August 2011, undated; CSE, "DM Seourily and Intelligence: Updale on January 2011 Cyber Infrusions,”
Memorandum forthe Chisf, CBE, February 2011 and CSE, NSICOP Cyber Defence Raview — Information Package
#17 - Table of Conlents March 11, 2021,

EWOEE, NSICOP Cyber Defence Revew ~ Information Package #17 ~ Table of Contents, p. 1, March 11, 2021,
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Cyber defence and S8C projects

142, The second broad category of 550 responsibilities is the implementation of 8
govaemment-wide information technology infrastructure plan to belter protect government
systems against security threals, that is, 88C projects. SSC uses a secure-by-design approach
to integrate it cyber securily activities Into its core responsibilities ™ This means thal §8C
services and activiies are desighed and buill I incorporate applicable engineering and security
standards, and 1o comply with government security policies. Iy practice, this means that 580
raintains s own internal security policy instruments, each one a guide for consistently
implementing an information technology security standard, *® S8C curently has 12 active cyber
security projects, organized into three areas: identity and access control, conneclivity, and
monitoring. These areas and their relevance 1o cyber defence are described below.

identity and access control

143, Verdying a user's identity and controlling the user’s access 1o required elements of a
department's digital infrastructure iz essential to ensuring the security of digital systems. ™
ldentity and access controls are meant o ensure that users are authorized 1o access only the
digital resources they require, consistent with thelr role in an organization. In the past, the
government used a castie-and-moat approach, where the focus was securing the perimeter of
the network, authenticating and granting access to approved users al secure entry-points, and
layering defensive systems (e.g., frewalls) to filter network access. 58C described it as "a
defence in-depth posture that uses a saries of defensive mechanisms layered {o profect
valuable data and information, # one mechanism fails, another steps up immediately to thwart
an attack, "

4. 88T notes that this approach is increasingly unviabile in a digial environment marked by
the profiferation of devices and connection oplions and greater user mobility requirements. s
therefore implemanting several projects to modernize identity and access control, These will
build on effective perimeter defences 1o include continuous verification and authorization of
users and devices. The mostimporiant are as follows:

+  Network Device Authentication: Network device authentication 8 meant to improve the
authentication of devices o government networks (a8 opposed to individual users and
their accounts), The project aims to improve access controls, auditing functions and
forensic analysis of devices accessing a network, the latter a significant gap in
responding o compromises of government systems.*

£ B33 I0d E}m;mrtm@mm&mw ity Plan 2019-2022, May 15, 2018,

W The 18 580 information iae:,hmlagyuwumyamnﬁazds covermulliple areas, including managemeniof securily
syatems logs, supplvchaln inksgrily, parmster secunly, patoh manage mant Bir servers and worksisfions, and
network and ¥mamei ponass. 380’y mformatam fmechnolegysecurityslandards are svsilable at hlpsenicasss.

‘ SS&; *%hamj S@mr‘% Car’ada Nehwrkam:i wesumy Stra&:gy f»@mm 8;; %ept@mber‘i E’Q&G
B During cybier aftacks, officials ofign spend significanttime analydng forensic data o diffsrentinte betwesn
legittmate network aclivity and actily atbibulable to maliclous cvber aators,
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= Secure Remote Access Modernization: Secure remote access o government networks
is currently done at the individual department level. This project is designed to migrate
secure remote access to a consolidated government-wide enterprise system. The project
will improve cyber defence functions related 1o remote connectivity, including connectivity
logs, analytics regarding threat detection and traffic volume management, %

¢  Administrative Access Controls Service: Network administrators tend to share and re-
use passwords, reducing barriers 1o cyber altackers’ ability 1o gaining broad access o
multiple networks within and across departments. The project is meant {o eliminate this
praclice by standardizing and enforcing the management of administrative privileges #*

« Directory Credential Account Management: This project iz designed to enable greater
collaboration by 88C pariners and clients in cloud operating environments by
synchronizing user credentials through a centralized user audhentication service in the
cloud, it will allow S5C to authenticale a user's identity between cloud and non-~cloud
workspaces ®

¢ Internal Centralized Authentication S8ervice: This project will provide government-wide,
standardized credentials {e.g., usernames and passwords) and a centralized
authentication service to support web-based access to internal applications regardiess of
organization. it will enable the transition to more robust security credential technology and
the retirerment of browser technologies with security vulnerabilities 2%

Connectivity

145 Managing digital connectivity for government users and systems is an important
challenge for cyber defence. The current government nebworlk is a complex mixture of
telecommunications connectivily to approximately 4,000 locations, 5,000 bulldings and
hundreds of thousands of fixed and mobile digital devices for government employess and
contractors in Canada and abroad ®® Historically, government departments operated more than
720 data centres across Canada, all without shared infrastructure, standards for network
corfigurations or connectivity, operating procedures, or standardized service levels for
redundancy and avallability.™ To address the many challenges that this situation poses, 88C
intends to consolidate legacy data centres into four regional hubs, implementing a wireless-first
approach for intra-bullding connectivity, and adopting new technologies {e.g., the adoption of 5G
and the expanded use of mobile technology).®® This evolution of 88C connectivity measures

R EEC, Shared Servdces Canada: Network and Securily Strategy. (version 1.8), Seplembert, 2020

8 RaC, Administrative Access Control Sgnices. Project Froposal (version 171 Seplember 12, 2018, POF. This
projectras ponds o the Auditor General's Fall 2018 reporton information technologyshared senices inthe
Governmentof Canada.

B8, Dirsctory Credential Account Management{DUAM) —~ DUAM Overnvew {version 1.7), December 2018,
PLF,

BELRC, Intemal Centralized Authentication Senvice (ICASY Conceptof Operslions (Con-Ops i (varsion 1.1}, October
8, 2020

“8 This includes governmentdepariments in single and mulii-enantbuildings in multiple locations across Canads,
using hard-wired infragtructure, wireless connactivty, sndbvaried approaches Ivtechnologydeployment,
maintgnancs, and contracting with vendors and lelecommunications senrdos providars

B BBG, Sharad Sernvices Canads: Network and Security Strategy (version 1.8), Septembar 1, 2020,

5 SEC, Shared Sendces Canada: Network and Securily Strategy fversion 1.8), Seplemier 1, 2020,
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will require commensurate security measures to protect networks, data centres and their users.
SSC connectivity projects in this area include the following:

» Enterprise Perimeter Security: This project is designed to provide enhanced visibility of
cyber threats targeting govermnment networks and thelr connections to departmental cloud
environments. By leveraging the identity and access conlrol projects, this project enables
secure remaote connectivity to government networks, from any location, including through
physical or virtual connection links. This project will also provide additional visibility on
cyber threats fo both 88C and CCCS AP

#  BRecure Cloud Enablement and Defence: This project will provide the connectivity and
security controls (controlied, monitored gateways) necessary for government
departments to aceess and safeguard sensitive information in cloud networks. This will
include centralized logging and maonitoring to permit iderdification and management of
gacurity events affecting cloud-based dala, and of threats to government networks that
may originate from a cloud environment and target the government backbone network.
Simidlar to the Enterprise Perimeter Security project, this project will provide additionsal
visibility on cyber threals 1o both 85C and CCCS.*

= Secretinfrastructure Expansion: S8C maintsins a dedicated infrastruchure o stors and
transmit information classified as Secret. Currently providing service to 31 departments,
this project will expand S8C's current infrastructure 1o some new clients and expand
services 1o a number of existing clients ® This will fill a considerable gap - in the past,
some departments handied Secret information on unclassified networks, resufling in the
loss of classified information fo state actors #%

=  SmartPhone for Classified: Some government officials require an ability 1o securaly
commuricate by phone and mobile dats (o suppor opergtions, This project will budid ona
CEE proof of concept to provide an initial capacity of 2,000 government users across
Canada and to select international locations, with scalability up to 10,000 users

Monitoring

146, Security monitoring of the government’s information technology infrastructire engures its
consistent and reliable performance, and supports the government’s business continuity and
provision of services to Canadians. Monitoring activities include the identification of avenis

HESSC, "Matwarks, Secudly, and Digital Services and the Senior Assistance DeputyMinkster, ProjectMenagement
and Delbvary. For Decision. Enderprise Perimeter Secuwly{EPE) Authorty to Opearate (ATOY Memorandum o the
Huthorizing Official and Seniorassistant Depuly Minteter, undated; and 880, Enferprise Perimeler Securily (EFE),
Sequnity Asseswment Reporl Apil 7, 2030,

M SEC, Shared Benvices Uanada: Metwork and Secunly Strategy (version 18}, Beptember 1, 2000, and 58C, "88C
Metworks, Seouwity and Digitel Serdoes: Cyberand IT Seourity Program,” Presentation lothe Cansda Rewenus
Agency (GRAY, February 4, 2020,

SR, *Goawmmentol Canada Secret Infrasbusiure Expansion (GO Expansion),” impdementation Business
Casadversion2.2), September 28, 2020; 858C, Gowmmentof Canada Classified (SECRET Information Technology
Comvergence Update, Apill 8, 2020 38C, Govemmentof Canada Seoretinfrastruciura BExpansion (BUSI
Expansion), ProjestManagement Plan, Seplember 28, 2020, and 83C, Seoret infrastructure: 34 Legacy Metworks,
undated,

& Bee caseshudy 1

WESAG, “SmartPhone for Clagsifisd, Implementation Business Case [wrsion .13}, Ootober 18, 2020,
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related 1o user identification and authentication on a network or device, the maonitoring of
network {raffic transiting a government communications link and the use of applications on end-
user devices. When done well, proactive monitoring enables administrators to rapidly identify
and address securily svents on nelwork devices. That is not currently the case. Security
muonitoring of government networks is inconsistent, with networks variously monitored by S8C,
SEC core partners and organizations that have no relationship with §8C. Moreover, 850 own
security information and event management system is not standardized for all of its clients ®*
Overall, this means that 38C doss not have full visibility over govermnment networks (o identify
risks and o respond 1o incidents quickly, resulting in inconsistent accountability for network
monitoring across government, >

147.  Building on the consolidation of government data centres, S5C is implementing three
projects to centralize its security monitoring to broaden its awareness of activities on
government networks and to enable more rapid and coordinated incident response
capabiliies #® These projects are:

+ improving S3C’s real-timea situational awareness of the security posture of endpoint
devices {e.q., laptops, deskiops, tablets and servers )

s improving 88C’s awareness of securily vulnerabllities across larger elements of the
government’s information technology enterprise (e.g., within data centres };*® and

« monitoring network communications for events that may indicate a polential security
incident and to notify S8C users to take remedial action 1o investigate and respond where
necessary.

Across all three projects, S8C is focusing on automating the monitoring of deployed devices
and network connections and assessing thelr securily posture against known vulnerabilities or
emerging cyber threats. Each project is designed to improve SSUC siuational awareness and to
fill identified gaps in government network security (2.g., lack of awareness regarding up-to-date
patching for security vulnerabilities). In the event of a serious cyber incidert, the projects are

i nhils 8380 provides the slecironicplatform for securily information and evard management, CCCSB is responsible
for s configuration and operation, and the monitoring ofevents,

#5550, Shared Sendoes Canada: Network and Securily Strategy, {version 1.8}, September 1, 2020, Of note,
?ggarﬁm gn;is also have key responsibiities in monitoring and securing thelr netweorks and endpoints {ses paragraphs
T2 108

M SBC, Shared Serdoes Canada: Network and Security Strategy, (version 1.8), Seplember 1, 2020,

W 28C, EndpeintMVisibiliy Awareness and Security Frojedt Projeat Management Plan, (varsion 1.0}, March 30,
2020 See also 88E, "B5C MNetworks, Security and Digital Sendess: Cvber and 1T Securily Program,” Presentationto
CRA Februsry 4, 2020 4 fullimplemanigtion, the projectwill provide automaled information on as manyas 300,000
endpoints scrossgovernment nmworks, consolidating individual deparimentspapshols inlo 2 govermmant-wids
status.

5 Tha Enterprise Valnerabilityand Compliance Management project, noted in 88C, Shared Sendoes Canada:
Matwork and Security Siralegy {version 1.8}, September 1, 2020

5 The Seounty information and Bvent Managementproject. S8, "Sacurity Information and Event Management”
Business Case {rsion 1.1), November, 3018880, *88C Networks, Sscurity ang Dighal Sendcss: Cvberand 1T
Secwity Program,” Presentation o CRA, February 4, 2020, Bee glso 88C, Shared Servcas Canada: Metwork and
Seouwrily Strategy (version 1.8), September 1, 2020, Of note, CCCS s now responsitds forthis project
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meant 10 enhance the capacity 1o assess, in real time, points of weakness in the enterprise
network and o reducs the time required to detect, respond and recover from a cyber incident.

80 partners and clienis

148 85C provides services io the following three categories of departments or agencies. The
categories determine the types of sarvices provided, the latitiide specific organizations have in
determining which 85C services they will use, and how costs for services are altributed:

¢ Lore parthers: Since 2011, S8C has been responsible for managing the network
infrastructure for 43 pariner departments and agencies. Al the time, these organizations
transferred their respective budgets and personnel for email, data centres and network
services o 88C, and consequently recelved all S8C's services without additional cost,

»  Mandatory clients: in 2015, the 88C mandate was expanded o include mandatory
clients. These organizations, which include small departments and agencies, mustuse
cerlain SSC services in aregas of emall, data centres, networks and endpoint devices, or
{o procure other digital infrastructure. There are currently 39 mandatory clients, which pay
S5C for services on a cost-recovery bagls #

» - Optional clients: Ih 2015, 85Cs mandate was expanded to include optional clients.
Optional clients may request S8C services on a cost-recovery basis, and could include a
provincial government or municipality, Canadian aid agency, public health organization,
intergovernmenial organization or a foreign government. There are currently 78 optional
clisnts ®

Currently, S8C provides all or some of its services to 160 of 168 federal government
organizations.

148, Which organizations are included as part of 88C's service delivery has significant
implications for the government's cyber defence framework. As S8C evolved, I implementad
increasingly comprehansive maasures 1o protect digital infrastructures {e.g., the reduction of
internet connaection points, the introduction of CBE's advanced sensors and defences on 850
Internet gateways) and, through its projects to modemize government digital infrastruclure,
developed a secure-by-design approach to email, data centre and natwork solutions . ®* While
this svolution involved significant challenges for 85C and pariner organizations, these benefils

HRSC, “mprove the Internst Ssowily Pasture of Small Depariments and Agencies,” Businass case, Decamiber 15,
2020, There were 4l clients in 2018, Bee also B30, "Mandatory Clients (MCs HT Serdce Landscape Surey A of
Winter 2018-20." Degk, Peovided to NEICOP Seoratariat March 34, 2021,

2 K80, "Serdng Gowarrimant Order in Counatl 20151071 Questions and Anewers,” o fsenite s8¢
spoaccaiendpolivies protessesfolio20l5-107 1-ge. 580 cumently provides a publickey iInfrasttushure senics to two
organizations, the office of 8 minisglernithe Britlsh Columbia govermnmentand the Ontario Provinolal Police, andithe
GU WAN senice I6 the Govermmant of Ontaris.

BLEOC “Fe NEICOR Discussionon Mandate with Committes Seorelgeal” Emaill, May 21, 2021
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have come automatically to S8C's 43 core partners through their status as organizations that
receive all S5C services **

150, Thatis not the case for $50's mandalory and oplional clients. Thase clienis vary
significantly in terms of size, mandate, complexity, the muodernity of their digital infrastructre,
and their budget for digital technology and security. ** Some of the organizations obtain S8C
services through links with S8C core partners®® others use only a selection of 58C services,
some oblain a mix of information technology services from S3C and private service providers;
and others do not connect o a government network at all. " Many of these organizations are
knowr as small departments and agencies, defined as having fewer than 500 staff and an
annual budget of less than $300 million. These departments and agencies pose a security risk
o government networks for hree reasons:

= they may lack connectivity to the secure Internet gateways provided by S5C and {o S8C-
brokered secure cloud access. In such cases, these depariments and agencies would not
receive the advanced cyber monitoring of CCCS;

= they employ varied services for Intermnet connectivity, often from mulliple physical
locations, and maintain connectivity to other government departments; and

s they have limited resources {personnal or financial) to address Internet securily issues,
resulting in inconsistent cvber defences. ™

Notably, SSC identified four depariments and agencies thal posed high or critical risks {o
government networks because of their simulianeous connections to government networks and
use of third-party Internet connections that had few or no defensive measures. *® In short, these
organizations hold governmaeant data and often have slectronic iinks info government
depariments, but do not necessarily benefit from 55Cs {(and CSE's) rangs of cyber defence
measures, nor $5Cs secure-by-tdesign projects to modernize the government’s digial
irfrastructure. (This is also true for mandatory clients that do not use 85C's Enderprise Internst
Service ) As a result, cyber attacks against those organizations (including the loss of data) may

X580 noted that inherdted many disparate sysiems fom ils pariner departments and thatthe efior io designand
implementan enterprise security approach for all of its partners has beenan iterative one. 88C, Addendum tothe
Business Oass furthe Small Departments and Agencies Study, November 30, 2020, Some deparmeants dike the
Rayal Canadian Mountsd Police, struggledio have theirunigue operstions! re quirerments recognized by 88C.

W BSC, "Mandatory Clents (MCs )T Sendce Landscape Survay, As of Winter 201820, Deck, Prnvided to NRICOP
Sevretarint March 24, 2021,

6 gight organieations, Including te Nationa! Farm ProductCouncit {(under Agriculiurs and Agd -Food Canadal the
Veterans Appeal and Review Board (undscVeterans Affairs Canada), the Canada Employmentinsurance
Commission {undsrEmployment and Social Development Canadal; the Deparimentofindigencus Services {under
Crown-indigenous Relations and Northem Affairs Canada); the Parole Board of Canada (urder the Correctional
Service of Canaday; the Office of the Corrediional InestigatorofCanada (under the Correclional Sendes of Canada);
the Leaders Debates Commissien {underthe Privw Councll Offive); andthe Copyright Board {under innovation,
Seisnce and Economic DevelopmentCanada). 38C, "Mandatory Clients (MCs 1T Service Landscaps Survey: As of
Winter 2018-20," Deck, March 24, 2021,

¥ 20, “Mandatory Clients (MOsHT Sendee Landscape Survey As of Winter 2019-20," Deck, March 24, 2021,
BEEC, Ymprove he Intermet Sscwily Posturs of Small Departments and Agencies,” Businass uase, Decambar 15,
2020,

HEESC, Inproving e Internel Secarly Posture of Small Depariments ang Agencies Study: Survey Raport (version
1.0}, December 15,2020,
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go undetected, and the government may be unable to respond effectively or al all to significant
cyher incidents. The inability of these organizations to adequalely protect themselves is arisk {o
thelr own digital infrastructure and potentially o other government organizations.

151 I 2020, Shared Services Canada (35C) developed a four-vear project to address the
challenge of organizations being connecled to Government of Canada networks without being
required to install robust oyber defences or being subject to oversight by 880 or CCCS. The
Small Departments and Agencies Project aims (o ralse all smalldepartments and agencies and
mandatory clients {61 in fotal} to maximum S8C network securily levels by providing them with
access to the government backbone network (BC WAN), full network securily at the same lavel
as an 8580 core pariner, monitoring by COCS and 88C enaciment of all the network securily
improvements &%

The primary cbiectives of the project ars o

+ bring all mandatory clients and small depariments and agencles “inside the secturity
fence” sothat they use 380 secure Internet gateways, which would reduce the number
of exiernal connections to deparimental networks;

+ consclidate Intemet cormection points through $8C's regional communications hubs,
which would improve visibility of network traffic to 88C and CCCS and allow S8C and
GCOS to apply higher-level cyber defences Tor identifying and miligating unauthorized
eniry, data exfiltration and other malicious activity; and

= increase the cyber security posture of government through the elimination of different
classes of network security for 38C partners and mandatory clients ™

Notwithstanding the imporfance of this initiative, it currently has neither a budget nor a fimeline
for implementation 2"

Cyber securily event management

serious cyber incidents. S50 s responsibla for

152, As part of its broad responsibiiities, S5C coordinates with i#s partners to respond o

= blocking cyber threat activities from targsting S3C-managed networks and mitigating thelr
effecis;

+ responding to CCOS recommendations and ensuring that updates and mitigating
measures are applied in a timely manner,

# implementing prevention, miligation and recovery efforts {among other things, this could
include shutting down or isolating specific networks),

HRR0, mprove the Infemsl Seourity Posture of Smalt Depariments and Agencies,” Business case, December 15,
2020,

BESE, “Improvs the Infectel Securily Posiure of Small Departmends and Agencies, Business case” December 15,
2O

A GEC UBS0 Commants,” emall o NEICOP Secretariet, July 28, 2021,
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= supporling the identification, risk assessment, mitigation, recovery and post-analysis of
cyber securily events within the government;

= assessing government-wide impacts of cyber security events, threats and vulnerabilities
on program and service delivery; and

s producing post-event reports, including a timeline of events and rool-cause analysis, to
be submitted to the CCC3 %%

As noted, these responsibilities are coordinated with key partners, notably CCCS and TBS
{through the Chisf Information Officer of Canada)}.

Summary

153, 58C was created in 2011 o provide information technology services to a group of
federal organizations that represented the majority of the government's spending on digital
infrastructure. Over time, the S50 mandate evolved, along with the rangs of secirity and
defence services it provides o its pariners and clients. From its esiablishment as an
organization serving 43 core pariners, S5C has grown fo provide services to 160 different
grganizations across the Governmerd of Canada. While SSC's secure-by-design approach has
facilitated a robust securily posture for organizations that receive its key cyber security and
cyber defence services, the inconsistencies in sevice provision o mandalory and oplional
clients introduces challenges and cyber security risks o the rest of government. The Commitiee
raturns to this consideration in s assessmant.

#2TBS, Government of Sanada Cyber Security Event Managemeni Plan (CSEMP), 2019, Somea of these
s pons bittieshave shifled io CUCS with s crsalionin 2018,
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The Communications Security Establishment

154, The Communications Security Establishment {CSE) is at the centre of the government’s
framework for oyber defence. It collects intelligance on threats to government systems and
networks, operates a sophisticated, layvered defensive network of sensors that identifiss and
blocks those threals, and provides direction and advice o government organizations (and
increasingly, to Canadians and privale sector organizations) to strengthen their own information
technology security. This section discusses CSE's authority 1o conduct these activities and the
governance mechanisms used fo control those activities and to ensure CEE's accountability to
the Minister of National Defence. §f then describes the cyber defence activities thamselves and
the resulls they have achisved 10 date. The Committes uses case studies of actual cyber
incidents to Husirate key ssues.

CBE cyber-related mandales and authorities

185, On December 18, 2001, Parliament passed the Anfi-terrarism Act ™ That Act amendad
the Mational Defence Actio add Part VU1, Communications Secuwily Establishment. For the first
fime, CSE's authority to conduct its activities was founded not in the Grown prerogative but in
statde. The Act provided CSE with a thresfold mandale;

{a) the acquisition and use of foreign intelligence in accordance with governmert
intelligence priorities;

{b} the provision of advice, guidance and services o help protect elsctronic information
and infrastructures of iImportance o the government; and

{c} the provision of technical and operational assistance o federal law enforcement and
securly agencies.

156. The Act contained significant control and accountability measures. Activities conducted
under parts (a) and (b} of the mandate could not be directed at Canadians nor at any personin
Canada, and CSE was obligated to implement measures 1o protect the privacy of Canadians in
the use and retention of intercepted information. it also created & minisieral authorzation
regime o allow CSE o intercept privale communidcations for the purposes of foreign intelligence
collection and for protecting the computer systems ofthe Government of Canada. ™ Thiswas a
critical change: prior to these authoriies, CSE's ability to fulfill its foreign intefligence collection
and information protection mandates was in steady decling due to the emergence of an
increasingly digital global information infrastructure. To condust certain activities to protect
govermment systems and networks, CSE oblained ministerial authorizations once certain

B Nayonal Defence Aot REB0, 1985, ¢ 95, 5.8 27384 amﬂ 2}7‘% B4{2), (priorto pasaage of BH C-58 ahdths
Conunications Ses,imwE&fﬁbfsshrwnmfﬂ,h'~ aws-dois ju aolein-SR2018 12181 TT 33 il
B National Defence Acl{s. 27369 clanfied that Pasrt Vi of the Crmmsa} Code did notappivio the inlerceptionof a
private cominunication when authorized by the Mnister. The ministerial authotzation regime slsoapplisd  CSE
signale indsligence goliviiss Shese activiies are not further discussed hers,
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conditions were met.?” CSE's three-fold statutory mandate and these authorizations allowed
CSE to develop and conduct novel cyber defence activities on governmernt computer systems o
networks, notably active network security testing activities to measwe the security status of
specific government systems and networks and cyber defence activities 1o profect specific
governmant sysiems and networks

157, Ondune 21, 2018, the Communications Security Establishment Act{TSE Act) received
Royal Assent, The CSE Act significantly changed CSE’s mandate, authorities, immunities and
oversight. The Act provided the organization with an overarching mandate as "the national
sighals intelligence agency for foreign intelligence and the technical authonity for cybersecurity
and information assurance.”™ The Act provided five aspects to the CSE mandate: foreign
intelligence; cyber security and information asswance; defensive cyber operations; active cyber
operations; and technical and operational assistance ™ The aspects of CSE's mandate of most
relevance to this review are cyber security and information assurance and defensive cyber
ppearations.

Cyber security and informalion assurance

158, The CSE Act sefs the CSE mandate in the area of cyber security and information
assurance. That mandate is to provide advice, guidance and services {o help protect federal
institutions’ electronic information and information infrastructures, and those of non-federal
institutions designated as being of importance o the Government of Canada.®™? The Act also
enables the cyber securily and information assurance mandate by permitting CSE to acquire,
use and analyze information from the global information infrastructure {e.g., Internet and mobile
communications systems), namaely through ministerial authorizations, or from other souwrces
{e.q., publicly available information) fo provide its advice, guidance and services . #™ In practice,
this means that information acquired as part of CSE’s foreign intelligence aspectcan be usedio
support CSE's cyber security and information assurance aspect, including its acquisition and
use of information from government networks and computers.

5 Thess conditions were: the interceplion was necessarylo identify, isolate or prevent harm o govemmaentsysiams;
information could notbe oblained through other means the consentolpersons whose infurmation would be
intercepted could not b oblained; only informationthat was neces saryio identify, isolate or preventhamm o
govarnimenisystems would ba used orretained; and that satisfaciorymess ures wers In placs fo protsct the privacy
of Danadians. Nationa! Defence Acf, R8.C,, 1985, 0. 88, 55 273 8510 273.88(4}. {Priorto passage of BIHC-59
and the Cammundcations Security Estab fshment Actl, ils faws -lols juslice go cafenafacts/n-

5720181218/ T35 himt.

A Natonal Defence Act, RB.C, 1985, ¢. 95, 3.5 273.65(9), (priorty passage of B C-58 and the Communications
Security Estabifishment Act). it Baws-lois juslice ancafenahcls /-8R 0181 218F 1 TT 343 Iml. The Act explicily
limited the application ofthe minisierial suthorization regims ke Yederal instiulions” as defined inthe Offivial
Languages Aot

B Dopnmunications Securfly EstablishmentAct, S.C. 2018, ¢ 1% 8. 78, 8.5, 15(1), and 15(2},

& communications Securily Establishment Act, SC. 2018, 0. 13, 5. 78, 5.5, 15{1), and 15(2)

e Refersnces inthis secionwill be made to the designation ofnon-federalinstituions as being ofimportance o the
government Whers the Commitige uses "government’inthese contes, s refersnce is 1o the Govarmment of
Canada.

T Commounicalions Spourtty EstablishmentAct, 8.C, 2019, ¢ 13, 8, 78, paras, 17 (@)} and (a3}, and 17 {5},
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158, A key component of this aspect are mirisienal authorizations. Authorizations allow CSE,
despite any other Act of Parliament, to access the information infrastructure of & federal
institution or a non-federal Institution designated as a system ofimportance to the government
and to acquire any information originating from, directed to, stored on or being fransmitted on or
through that infrastructure, for the purpose of helping o protect | (in this contexd, from
disruption, unauthorized use or mischisaf).?” For non-federal institutions, CSE is permitted fo
access thelr systems for these purposes only if the institutions have first been designated undsr
ministerial order as of importance 1o the Government of Canada, and wher the owner or
operator of that non-federal institution has requested CSE's assistance in writing.

Defensive cyber operations

168, Defensive cyber operations are distinet from activilies conducted as part of the cyber
securly and information assurance mandate and inherently carry more risk because of their
invasive and polentially disruptive nature. The CBE Act sets the defensive cyber operations
aspect of the C5E mandate o cary out activities on or through the global information
infrastructure o help protect federal institutions” electronic information and information
infrasiructures and electronic information and information infrastructures designated as being of
importance o the Government of Canada *®

161, This means that CSE can conduct defensive cyber operations 1o defend a governiment
network or the network of an entity designated by the Minister from cyber altack. Such
pperations canincluds:

= gaining access {o a portion of the global information infrastructure,;

= installing, maintaining, copying, distributing, searching, modifying, disrupting, deleling or
intercepting anything on or through the global information infrastructure;

»  ping anything that is reasonably necessary to maintain the covert nature of the activity,
ard

s CRTying out any other activity that is reasonable i the clrcumstances and reasonably
necessary in aid of those activities authorized by the authorization #™

162, Defensive cyber operations are conducted under ministerial authorization. These
authorizations allow CSE, despite any other Act of Parliameant or of any other foreign state, to
carry out cyber operations on or through the global information infrastructure, and o conduct
any activity specified in the authorization in the furtherance of the defensive cyber operations
aspect of the CSE mandate. ™

1 Communivations Seourly Exfablishment Ast, 3.0 7018, 0. 13, 6. 78, 5.2 7T and (2% ang Griminal Cods para,
184{2)(8).

2 Conmmunications Security Establishment Act, 5.0, 2012 ¢ 18, s. 78, paras. 18{atend ().

T Comminicalions Security Establishment Act, 8.5 2019, £.13, 5. 78, pares. 3tiat oL

B Commuriisalions Sscuriy EstablishmentAct, 8.0, 2018, ¢. 13,8 78, s 5. 29014
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Authorized activilies, constraints, imitations and conditions

163.  The CEBE Act sels a number of constraints, limitations and conditions on the conduct of
activities under the cyber security and information assurance and the defensive cyber
operations aspects of CSE's mandate. First, the CSE Act prohibits the organization from
directing its activities at any Canadian, no matter their location, or al any person in Canada, and
stipulates that CSE activities mustnot infringe on these individuals’ rights under the Canadian

275

Charter of Rights and Fresdoms

184, Second, for both the cyber security and information assurance activities and the
defensive cyber operations, the CBE Act permits CSE o

»  Acquire, use, analvze, retain or disclose publicly available information;

s aoquire, use, analvze, refain or disclose infrastructure information for the purpose of
research and development, for the purpose of festing systems or conducting cyber
security and information assurance activities on the infrastructure from which the
information was acquired ~ this allows for the collection of descriplive informationon a
network (e.q., periaining to its configuration) to support the conduct of cyber security and
information assurance activities; and

» fest or evaluate products, software and systems, including testing or evaluating them Tor
vulnerabiliies . ¥¢

165.  Third, where CSE is permitted o perform cyber security or information asswrance
activities on a network, # may identify or isolate malicious software, prevent that malicious
software from haming the network, or otherwise mitigate any harm such malicious software
may cause (o the network, CSE may also analyze information to be able {o provide advice on
the integrity of supply chains and on the trustworthiness of telecommunications, equipment and
senices. "’

166, Fouwth, ministerial authorizations play an important role in authorizing CSE to conduct
higher-risk activities in these areas. For example:

+ ministerial authorization is required for any cyber security and information assurance
activity that risks contravening an Act of Parliament, involves the acquisition of
information from the information infrastructures of federal institutions or non-federal
institutions designated as of importance {o the government, that interferes with the

I Communivaions Seourily Establishment Act, S0, 2018, 013, 8. 78, 8.5 22{1). The sams prohibition axists for
astiviies conducted underthe foreign inteligencs and aclive ayber operations aspects ofthe mandate. Regarding the
technicgl and opsrationalasskhiance sspectofils mandale (where USE may provide technical or operational
assistanas o a federal law enforcementor sesurity sgency, the Canadian Forces or the Departmentof National
Dadence), CBE is subjectio the same Himilations mposed bylaw on that entity. This includes any restrictions imposed
by an applicable warrant,

¢ Communications Security Establishment Act, S£.2019, ¢ 13,8, 78, 5.5, 258(1,

# Qomununications Secenly EsfablishmentAct, 3.0, 2018, .13, 8. 78, paras. 23 8¥a  snd (b
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reasanable expectation of privacy of 2 Canadian or 8 personin Canada, or that risks
infringing on the Canadian Chartar of Rights and Freedoms®* and

» all activities conducted as part of a defensive cyber operation mustbe carmed out under a
valid ministerial authorization, and such authorizations may only be lssued if the Minister
has consulted the Minister of Foreign Affairs. In addition, the CSE Act prohibits defensive
cyber opsrations from being directed at any portion of the global information infrastructure
that is in Canada.™*

VWhile defensive cyber operations must always be conducted under ministerial authorization,
other activities {8.g., the provision of advice or guidance to a government department) do not
require authorization as they do not present the same rigks to Charter rights or of contravening
an Act of Parliament. The role ministerial authorizations play 8 discussed in greater detall in the
next sechion on governance.

Governance of C5E cyber defence activities

167, The USE Act is the foundation for C8E's authorities, accountabilities and governance.
The Act provides Tour broad categories of governance instruments for CSE activities. The most
refevant 1o cyber defence are ministerial authorizations, ministerial dirgctives, ministerial orders,
and UBE's infernal operational policies and guidance, Each of these inshruments is described
below.

Ministerigl authorizations

168, Ministerial authorizations have been a part of the governance architscture for CSE
activities since 2001, Under the CSE Act, the Minister of National Defence may issue three
authorizations of relevance (o cyber defence:

«  Cyher security authorizations — federal infrastructures: These permit CSE o access
the network of a federal institution and to acquire and use any information on that network
{o protect it from mischief, unauthorized use or disruption. The Minister has issued two
authorizations under the Act for the years 2018-2020 and 2020-20215%

»  Lyber ssourity authorizations ~ non-federal infrastructures: These parmit CSE o
access the network of a non-govemmental entity designated by the Minister as of
importances to the government and 1o acguire and use any information on that network to
protect it from mischief, unauthurized use or disruption. The Minister has issued one such
authorization sincethe passage of the CSE Act™

M Communications Securily Estabiishment AL B0, 2018, 6. 13, 5. 78, 5.5. 3204}

S Commdnicalions Secuty Establishment Act, 8.0, 2018, ¢ 13, 5. 78, paras. 222 s and (), and 2842}

Wi ohiet, unauthorized use ordisruption are inreferencs to para. 184{2% el oTthe Criminal Code. Thatwo
authorizalions are O8E, “Cyberssourity Authorization Jor Activities on Federslinbastructures . Mniglersl
aulhorization, August 1, 2019, and CUBE, "GybersecwiiyAuthorization for fotiviies on Fedsal Infrastrisiures " Juie
30, 2030,

W OSE, ‘Cybersecuritty Actiidlies on Non-Faderal Infrastructures” Minlsterial aithorigation, November7, 2018,
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+ Defensive cyber operations authorizations: These permit CSE to carry out any activity
specified in the authorization on or through the global information infrastructure to help
protect federal institutions’ electronic information and information infrastructures, and
slectronic information and information infrastructures designated as of importance to the
government. The Minister has issuad two authorizations in this area for the years 2019~
2020 and 2020-2021. In the case of the first authorization, no defensive cyber operations
were conducted during its period of validity (this issue is described further below). 2

168, The Minister may issue an authorization only for aclivities that the Minister believes are
reasonable and proporfionate and where satisfactory measures are in place to protect the
privacy of Canadians. Consistent with new obligations in the CSE Act, the Chief of CSE must
submit a written application {o the Minister, which Includes facts and descriptions that allow the
Minister to conclude that there are reasonable grounds {o believe thal the requested
authorization is necessary and that the conditions for issuing it are met *

170, Al ministerial authorizations, including those for cyber security and for defensive cyber
operations, must include specific elements of information, notably:

» the activities or class of acliviies that CSE is being authorized to carry out and which of
those activities would otherwise be contrary to any other Act of Parliament;

« the persons or class of persons who are authorized to carry oul the activities identified in
the authorization;

s the activities authorized must be reasonable and proportionate, having regard for the
ohiective 1o be achisved, and the nature of the aclivily 1o be performed;

= any terms, conditions or restrictions that the Minister considers advisable in the public
interest, or advisable o ensure the reasonablenass and proportionality of any activily
included in the authorization; and

» anything else reasonable in the circumstances and reasonably necessaryin aid of any

other activity, or class of activity authorized by the authorization. ™

171, Five additional conditions must be met for the Minister {o approve an authorization for
cyber security {both for federal systems and systems designated as of importance);

» any information acquired will be retained for no longer than is reasonably necessary;

s for federal systems, the consent of all persons whose information may be acquired could
not reasonably be obtained and, for non-federal systems, the owner or operator of the
systern must request the assistance in writing;

R Communicafions Security EstablishmentAct, 5.0, 3018, ©. 13, 3. 78, parmes. 18{(a)and {by 271 and 27425 28(1}
and {2} and 34{1}. The twa authorizations are: OSE, ™ Defensive Cyber Oparations,” Defensive Qyber Oparations
Authorzation, September 5, 2018, and CBE, ™ Defensive Cyber Opearations,” Delensive Cyber Operations
Authorization, August2s, 2020,

B Commuonications Securdfly EsiablishmentAct, 8.0, 2018, 0. 13, 8.78, 5.8, 3311

B Communications Seoinrily Esteblshment Act, S.C. 2018, 6. 13, 5. 76, pams. 8ol i
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= any information acquired s necessaryto identify, isolale, prevent or mitigate harm o the
slectronic information or infrastructure in guestion;

» the measures CSE has in place to protect privacy will ensure that information acquired on
Canadians or a person in Canada will be used, analyzed or refained only if it is essential
{o identify, isolate, prevent or miligate harm to the glectronic information or infrastruchure
in gquestion; and

= any additional terms or condiions the Minister deems necessary o further protect the
privacy of Canadians and of persons in Canada.

All ministerial authorizations for cyber security are reviewed by the Intelligence Commissioner to
ensure that the conclusions leading to thelr granting are reasonable, Ministerial authwézaﬁﬁm%
are not legally valid until the Intelligence Commissioner has approved them in writing >

172, Two additionsl conditions must be met for the Minister 1o approve an authorization for
defensive cyber operations:

« the objective of the authorization could nol reasonably be achieved through other means;

»  information will be acquired only in accordance with an existing authorization under the
CBE Act for foreign intelligence, cyber securily or an emergency authorization as
stipulated inthe Act

Moreover, TSE mustnot "cause, intentionally or by criminal negligence, death or bodily harm o
an individual” and CBE must not “willfully attempt In any manner to olstruct, pervert or defeat
the course of justice or democracy."® Because defensive cyber operations may implicale
Canada's relations with other countries, the Minister of National Defence may issue suchan

authorization only after consulting the Minister of Foreign Affairs. ™ The Intelligence
Commissioner does not review authorizations for defensive cyber operations.,

173, Mnisterial authorizations are valid for up to one year and may be amended, subjectto
certain conditions ® The Minister may also provide an emergency sughorization for up o fve
days for activities conductad as part of the cvber security and information assurance aspect of
the CSE mandate, and must nolify the Intslligence Commissionsr of that authorization.
Thersafter, CSE must apply to the Minister for an authorization consistent with normal
procedures, including that the Intelligence Commissioner review and approve the application, ¥
that authorization continues o be required

HECopnunicalions Seourily Establishment dch 6.C. 2018, 2,13, 5. 78, 5.5, 28{1 yandd {2},

¥ Commurications Securily EstablishmentAch, 5.0, 201 9 c 13, 5. 74, paras. 32{1){a}and (b} The Adl alsonotes
that *bodily harm” has the'same meanigy as inpara. 2 of the Crimsinal Cade, which desoribes “anyhurt or injury e a
person that interferes with the haalth oroomiordef the personand Bial s more than mersly ransientor iifing in
nature,”

- Conunutivations Seburily Establishment Aok, 8.0, 2018, ¢, 1
¥ Communioations Secunly Establishment Act, 8.0. 2018, . 13
381 vand {3).

W Sopnmynicalions Security Extablishment Act, 5.0, 2018, 0. 18,5 78, 3.5, 4001 i 40741, 41 mnd 42,

m SBMNBT(T 03749, 38 and
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Ministerial direciives

174, CBE actvities must be consistant with the Minister's direction, including in areas of cyber
security and information assuwrance and defensive cyber operations. Prior to the C8E Actin
2019, CSE had received ministerial directives in the following areas:

= {sovernment of Canada intelligence Priorities;

= Accountability to the Minister,

s The Privacy of Canadians;

¢ The Collection and Use of Metadata;

= The Management of Third-Party Relationships; and,

= Avoiding Complicity in Mistreatment by Foreign Entities.

With the exception of the Ministerial Directive on the Government of Canada Intelligence
Priorities, all of the ministerial direclives issued under the National Defence Actceasedtobe in
effect when the Nafional Defence Act provisions on CSE were repealed on August 1, 2018 and
the CSE Act came into force. CSE's only active ministerial directive {on the Government of
Canada intelligence Priorities) was issusd in 2018, That directive is based on the intelligence
priorities approved by Cabinet and directs CSE’s efforts 1o collect and share intelligence, and to
coliaborate with other parties. | requires CSE {o report annually 1o the Minister on its efforis to
support the priorities. Cyber and Cyber-Enabled Operations is one of four priorities in the
directive®®

Ministerial orders

175.  The Minister of National Defence may issue two types of ministerial orders 1o CSE in
relation to cyber defence activities:

» orders to designate the devices, networks and information of non-federal institutions as of
importance to the Government of Canada; and

= orders to designate entities with whom C8E is permitted to share information related to
Canadians or persons in Canada or Canadian businesses when necessary {o help
protect the information or systems of federal institutions or critical infrastructures ™

Designating norsfederal institutions as of importance 1o the government

176, The CSE Act stipulates that the Minister may issue a ministerial order o designate any
slachronic information or any information infrastruchures as of importance {0 the Government of
Canada. This means that where electronic information or information infrastructures exist
outside of federal institutions (g.g., a research network or an aspect of critical infrastructure), the
Minister may designate those entities as systems of importance to the Government of Canada,
thereby permitling CSE to provide them senvices. Where those services risk contravening an

W CSE, Ministeral Directive to CSE on the Sovernmentof Canada Intslligencs Priorilies for 2013-2021, June 21,
2019 08E, "MSICOP Cyber Defence Repori-CSE Feedback on First Dralt,” pp 4, July 8, 2021,
HOBE, Governance, undated, iflps Jose-cstocoalen/ancouniabilitvaovermance.
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At of Parllament {e.g., the Criminal Code), or infringing the Canadian Charter of Rights and
Freedoms, C5E must obiain g ministenis! authorization o conduct ovber defence activiies fo
defend these designated systems *

177, The Minister of Mational Defente has issued two orders o designate classes of
slectronic information and information infrastruciures as of importance to the government: the
first in July 2019, then repealed and updaled by a second order In August 2020, The order does
not expire and includses:

s Canadas 10 crilical nfrastructure sectors: government {federal, provincial, territorial,
munigipal and Indigenous), energy and utilities, information and communications
technology, finance, food, haalth, water, transpottation, safety, and manufacturing;

+  information related to the well-being of Canadians and the infrastructure lawfully
containing it '

= antities that support the protection of slectronic information and information
infrastructures of iImporiance o the govemment;

+ mullilateral organizations located in Canads in which the government Is a membeyr;

= registered Canadian federal, provincial, and territorial political parties and their electronic
information and information infrastructures; and

« postsecondary educational institutions #

178, The order does not obligate CSE to provide s advice, guidancs or services {o any entity
in those desipnaled areas. Rather, CSE must oblain a request from an entity for assistance and
then consider a number of factors o determing if the entity falls within the classes designated by
the Minister,®™* Should CSE determine that a nondederal institution is an entity within the
classes designated by the Minister, it may then provide its sdvice, guidance and services to help
protect that entity from cyber altack. Should CSE determine that the deployment of its cyber
defence sensors or the conduct of a defensive cyber operation would be requited to protect the
antity {or sector), it must seek a ministerial suthorization ™ As of May 2021, C8E deployed
cyber defence sensors under ministerial authorization o ong non-federal institulion identified as
faling under the first ministerial order to defend the entity from an attack by ™" a siate actor
{(zee case study 2.

W Communications Securily EstabishmentAct, B0, 2018, ¢ 18, 5. 76, 58, 211

S OEE, Overview Node Br the Mnister of National Defence, Mintsterfal Order Designating Bleshranic information and
Infprmation Infrastruciures of mpordance (o e Govermmeantof Canada. June 17, 2018, CBE, Mnistarial Order
Cammunications Becurity Eslabiishment Cansda Fleclronic information and Information infrastruciresof
importance o the Governmentof Canada July 32, 3018 and CEE, Order. Communitalions Secunty Establishimsnt,
Desigpraling Elpvtronic Information sad Informalion Inkastruchmis ofimpodance fo e Govermentof Canada,
August 35, 2020,

4 Thes s factors inchide whetherthe sntily provides sendces on which the integrity of other seciors depenids orihe
natirs of the ham resulling from the disruption of services provided by the entity. & full listof faclors isin USE,
Blectronic Informaton and Indormation nhastructures of impontance o the Government of Canada, C5E Ministerial
Order, July 22, 2018

FROGE, Overview Nole for the Minister of National Defence. Mniglerial Order Designating Etecironic Informaiicon and
{nfrmation Infrastusturse stimpartance fo the Govermmmentof Canada. June 17, 2018,
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Case study 2: Use of a newauthority

P** Three paragraphs were revised 1o remove injurious or privileged information. ***] In
2019, CSE detected efforts by a state to compromise the network of a Canadian company.®® The
state was well-known for its sophisticated attacks against western targets . CSE identified the
company as an organization that provided services to a number of eritical infrastructure clients
and formally identified the company as a system of imporiance to the government, consistent with
the Minisier's ministerial order.

CSE blocked related state cyber activity on all government networks and determined
that government departments were unaffected. CSE informed the company of the compromise
and, in response o its request for assistance, worked with the company to stop the attack.

This case study represents the first use of a novel authority provided to CSE only
months earfier. While the Committes is reluctant to draw significant conclusions, it notes two
imsues. First, this incident shows that authorities must be flexible enough to respond 1o new
challenges. As USE officials noted, this type of deployment was not what was envisioned when
the statute was drafted,; rather, the authority was meant o enable longer-term, more proactive
collaboration with non-federal organizations, particularly telecommunications companies,
Nonetheless, the authority allowed CSE to respond {o a sophisticated attack on a company that
provided valuable services to orifical infrastructure, including the government itself,

Second, it underlines the importance of speed. It took Bime from when CSE detected
anomalous cyber activities fo when it helped the company {ske protective measures and
ohizined ministerial approval to assist. This is not a criticism: the fact that CSE identified the
attack at all is a testament to how closely it monitors threats (o Canada. But such atlacks must
be addressed “at the speed of cyber.” An advanced threat actor can compromise a system,
sieal data or undermine system functionality in a worryingly short period. The government must
continue 1o consider practical means for C5E o respond to rapidly emerging cyber threats whils
ensuring adequate ministerial control and accountability.

Dasignating recipients of identifiable information about Canadians or Canadian
businesses

179. The CSE Act stipulates that the Minister may issue an order to designate persons and
classes of persons to whom CSE may disclose information that could be used to identify a
Canadian or g person in Canada. In the context of the cyber defence activities, it may do soif
the disclosure is necessary to help protect the slectronic information and informalion
infrastructures of federal instiitions, or non-federal institutions designated by the Minister as of
importance 1o the government. In practice, this means that CSE may disclose information if i
was acquired, used or analyzed as part of activities carried out under the cyber security and
information assurance aspect of the CSE mandate, including privale communications
intercepted as part of such activities

 Thin case study is drawn from CBE, **° NSICOP briefing, February 26, 2021 CSE, **, 2015, CSE, Application o
the Minister of National Defence for Cybersecurily Aclivities on Non-Federal Infrasiructure **, 2018, and CCCE,
MEICOF appearance, February 28, 2021,

N Communicalions Security EstabifishmentAct, 80,2018, ¢ 13, 5. 76, 2.5 440 and (2), and 45,
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180, The Minister of National Defence has issued two orders o designate classes of persons
o receive information disclosed by CBE that relates 1o a Canadian or a person in Canada; the
first in July 2019, then repealed and updated by a second order in August 2020, That order
does not expire and designales several persons and classes of persons to whom discloswre is
permissible if the disclosure of that information s necessary o help protect the slectronic
information and information infrastructures of federal institutions, or those of systems
designated as of importance to the government. Entilies covered by the order include;

= owners or administrators of a computer system or network used by the government or by
any non-federal institution entity that has been designated fo be of importance to the
government,

»  parsons or classes of persons who operate under the authorities of federal instittions
having a cyber defence coordingtion or miligation mandate, where such persons have an
operational reguirement for the receipt of such information {a.g., 58C, the Canadian
Security hteligence Service, the Royal Canadian Mounted Police);

= authorized persons or classes of persons within foreign entities with which CSE hss
established arrangements, including the Five Eyes pariners, ™, and forgign computer
securily incident response teams; and

= foreign or domestic cyber securily organizations that support the protection of glectronic
information and information infrastructures of mportance o the governmaent and entities
involved in ocvber security research and development with which C8E hes &
partnership

Internal operafional policies

181, CS8E'sinternal operational policies are known as s Mission Policy Sutte. The Mssion
Policy Suite: Cybersecurity provides policy principles and requiremants to guide psrsonngl
working under the cyber security and information assurance aspectof C8E's mandate to
conduct thelr activities lawfully, All information ascguired by OSE as part of the cyber security
and information assurance aspectof its mandate s handled in accordance with the Mission
Policy Suite *#

182, Specifically, the Mission Policy Suite: Cybersecurity govarns the acquisition, use
{analysis), retention and disclosure of information in the corduct of CSE's operations. The policy
also acldresses four crifical areas i the conduct of cyber defence activities:

TELRE “Disclosure nfinformation Related o Canadians and Perstns in Canada (Cyberssourity and Information
Assurance),” CRE Ministariad Grder, July 22, 3018 CBE, Order. Cormmunications Securlly Estab lishment.
Designating Revipisatsof informalion Refaled o 3 Canadian ora Person in Canads Acguired, Ussd, or Analyzad
Under the Cybersesunitvand information Assurance Aspadcis of the CSE Mandste, fugust 25, 2030,

FECRE, “Annex b Belavant Poliny Principles and Control Measures,” Applivation o the Minister of National Defenvs
for Cybersscuriy Suthonz elion. Avtivifies on Federal Infragiruciures. July 28, 2018, CSE, Mission PolioyBuile:
Cyhersacurity, November 5, 2020, CBE, Endf of Authoriz ation Repertfor the Mnister of Naliona! Delfence.
Cybarssourily Aulboriz slion for Aclivilies on Federal Infrastroctures August 28, 20018 - Jufy 30, 2020, undated and
CRE, Authorization Cyhersecurity Aclivities o Non-Federal nfastructuras, November 7, 2018,
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»  SE (and the CCOS) authorily 1o conduct activities under the cyber securily and
infformation assurance aspect of the CSE mandate;

= the core policy principles with which the CSE must comply when conducting activities
under the cyber security and information assurance mandate — lawfulness, necessity and
reasonableness, privacy protection, and transparency and accountability;

s the electronic information and information infrastructures of importance (otherwise known
as systems of importance) to the government, and

» general accountability requirements for CCCS personnel operating under the cyber
security mandate ®°

183, The Mission Policy Suite: Cybersecurity details the specific policy areas, legal
obligations, and operational processes and procedures that CSE personnel must follow in the
conduct of cyber security and information assurance activities. The policy is meant to enhance
privacy protection measiges, manage operational risks, and enhance the reasonableness and
proportionality of CSE activities. Based on the Mission Policy Sulte, several control measures
may be applied to CSE activities, including:

« elevated approvals: emploved as a risk control measure, elevated approvals may be
required for cyber defence activities that may implicate privacy, legal, operational,
partnership or repulational risk for the Government of Canada; and

» tagging and iracking of information: information acquired or disclosed o CSE s
tagged 1o indicale its origin, and its access, use and handling requirements. Once tagged,
information is racked throughout its e cycle to conlrol s access, relention and
disposition, imitations on use and sharing. This also help CSE {o fulfil iis obligations
under ministerial authorization,

The Mission Policy Suite: Cybersecurity also astablishes how long CSE may keep information;
provides a guide for CEE's compliance teams 1o ensure that operational parsonnel have
disposed of data in accordance with retention and disposition schedules; identifies when
information about a Canadian must be suppressed; and provides dissemination controls and
parmissions Tor limiting access to particularly sensitive information {e.g., cyber defence or
intefligence reports based on highly sensitive sources ). ® The Mission Policy Suite also requires
CSE to obtain consent from a federal institution or a non-federal institution designated as of
importance to the government prior (o deploying #s sensors to those institutions. All of the policy
requirements identified In the Mission Policy Sulte are incorporated into the ministertal
authorizations provided fo C3E.

WEOBE, MissionPolicySulte: Oyberseourily, Movember 3, 2020, and CBE, “Annex I Relavant Policy Pringiples and
Control Measwres,” Appfication lo the Minister of Mational Defeoce for Cvbersscuniy Authorization. Acliviiss an
Fadaral infrasfruciures. July 28, 2019,

W ESE, Mission Polity Suite: Cybersecurity, NovemberS, 2020, and OBE, “fnnex U Relevant Policy Principles and
Control Measures,” Application to the Minister of Nalional Detence for Cybersesurily Authorization ., Activiies on
Faderal Infrastructures (whichwas authotized), Juns 28, 2020,

83



JKW0000007

CSE cyber defence activities

184, Under CSE, CCCSis the unified and authoritative source for cyber security in Canada.
CCOS was created in 2018 by amalgamaling three organizations: CSE's Information
Technology Security branch, Public Safely Canada’s Canadian Cyber Incident Respaonse
Centre and 88Cs Security Operations Centre. CCCS is responsible to lead the govermnment's
response to cyber security avents and to protect and deferd Canada’s cyber assets through
targeted advice, guidance and direct assistance. ™ Within this broad mandate, C8E and CCCS
conduct the following acthilies of direct relevance o cyber defence:

+ provide advice and guidance to government departments and non-government pariners;

s employ cyber defence sensors on government networks, including the monitoring,
detection and response 1o oyber incidents;

¢ employ cvber defence sensors on non-government networks; and

s conduct defensive cyber operations.

The first two are by far the most common; the provision of cyber defence sensors {o non-
government networks and the conduct of defensive cvber operations stem from new authorities
provided to CSE in 2019 and have yel {o be widely employed. Bach of theze are described
halow,

Advice and guidance

185, CSBE advice and guidance falls into three general categories. The firstis authorifative
direction. Under the Treasury Board Policy on Government Securily, CEE Is designated as the
lead securtty agency and national authority for communications secwrity. In that role, CSE
issuss information technology security directives to departments subject to the policy related to
the implementation of slandards and practices for the protection of classified information ard
data, and lo secure or authenticate telecommunications information. USE issued 11 such
directives betwaen 2012 and 2019.%% These directives must be followed and implemsntad by
subject government departroents.

186, The second is slerts, advisories, and tallored information technology advice 1o
organizations. Mlerts and advisories are provided to government depanments, critical
infrastructure providers and the private sactor. They cover a wide varlety of topics, from
vidnerability notifications related to oritical infrastructure conlral systems, to web browser
vidnerability warnings, to the sharipg of unclassified intelligence community updates related 1o
the targeting of government networks and oritical infrastructure by state-sponsored advanced
persistent threat actors. Receliving organizations may use the information to take practical

W COCE, “About us,”webpage, hitss dovbergo cafen/aboubovbercentrs,

WOOOS, Direclives, hilos Jovber go calenidirectives, The mastrecent dirsctive is COUS, Mandalory Governmentof
Canady Quantum Compuling Threatlligation, dpsdoderasosieninuidance/mandsioreac-aguaniim-combuting.
threat-mitigation-iteb-127.
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measures to defend thelr systems. Between December 2013 and May 2021, CSE issued 1,721
public alerts and advisories. ™

187.  The third category of advice and guidance is cyber defence reporis and threat
assessmants. These documents vary in scope, topic and classification, and are writlen for a
range of government audiences and the public o increase awareness of the cyber threat
gnvironment, These reports and assessments range from strategic assessments (the evolution
of the cyber threat environment, the activities of specific states) to operational reports (overview
of threats posed by specific cyber secuwrity events and vulnerabilities) meant to assist
departments in defending their systems »*

CSE cyber defence sensors

188,  CCCS has developed three types of cyber defence sensors. These are netwark-hased
sensors, host-based sensors and cloud-based sensors. Described in detall Iater, these sensors
comiplement commercially available measures, such as anti-virus and firewall software, to fulfil
two roles: to identify malicious cyber activity against government networks and non-federal
institutions designated as of importance to the government, and to defend those networks from
cyber attack *® Where deployed, CSE sensors form a layer of defences that constantly monitor
computer systems and networks at various levels, block known threatls, and identify anomalies.
information on anomalies is fed into sophisticated analytical systems to identify new, previously
unknown malicious cyber behaviowr, This information is then fed back inlo each sensor as new
indicators of malicious cyber threat activity. ™

188, CSE's cyber defence sensors use ™ mathods for the identification of malicious cyber
threat activity, including ™ Two bullsts were revised {o remove injurious or privileged
information. >}

¢ Threat recognition: When threats are recognized in the network or in data that CSE
obtains through its sensors, an alert is generated. Based on the nature of the alert and
the type of threat, a mitigation action may be triggered or CSE analysts may perform
addiional analysis to determine next steps.

= Pattern detection: CSE identifies patterns of behaviow that canindicate malicious cyber
threat activity by noting instances of netwark, host or cloud activity that deviate from
expected or normal behaviour. CSE can initiate defensive miligations based un these
patterns @

WOOCE, "Alerts and Advisories,” Webpage, hilos Jovbergo.calenialens-advisores.

W CSE, Package 4: Table of Contents, September 22, 3020, This descripive lisling atcompanying the provision of
oyber threal reporling relales o threat assessments ang winsrabilitytesting of Gowermmentol Canada systems, and
mitigation measures appledinresponse.

3 pf the fime of writing, all three sensor types had besn deployed across numerpus government depanments and
agengies,

HOBE, *Activities on Federal infrastructures,” Application to the Minister of National Defence for Cybarsecurity
Authorization fwhithwas suthorised), Juns 28, 2020,

B CBE, "DSE Cyber Defence Activities: For Approval,” Memorandum forthe Mnister of National Defence, Juns 12,
2017,
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190, Eachsensorallows CSE to take mitigation actions to detect or counter a cyber threat.
These miligation actions can be done manually through interactive control by a C3SE analyst or
automatically through dynamic defence, that is, when verified, praset triggers respond to the
presence of malicious cyber activity. Mitigation actions may include the blocking of a malicious
connaction at the network gateway or the removal of malware from a computer.™ Information to
identify new threats may also be reported to C5E partners and clients, inside and oulside of
government.

191, The deployment of defensive sensors involves two steps. The firstis to oblain access fo
a network, Consistent with the authorities vested in individual organizations through the
Financial Administration Act, CSE may only deploy its sensors with the informed consentof &
natwork or system owner. In consenting to this access, the system owner provides C8E
permission o access the network and slectronic information stored therein,

192, Theszecond siep is o acquire information. C8E’s sensors function by acquiring cyber
threat information from the network or system in question. Because USE cannot know in
advance what dala may be ussed maliciously, the breadth of information it acquires is exlensive,
inchuding the content of traffic transiting a network (e.g., emalls)and the metadata of those
communications {Le., information about a communication that can describe 18 creation,
transmission and distribution). This information may conlain private communications or
information for which a Canadian or a person in Canada may have a reasonable expeciation of
privacy, and therefore requires a ministerial authorization {described above) to collect ¥

193,  Each of CBE's cvber defence sensars have gong through phases of technical
development, proob-of-concept deployment at CSE and approval to deploy to government
networks. Figure 2 outlines the timeline of cyber defence sensor development at CSE, The next
section details each of the sensors, [ A chart was revised to remove injurious or privileged
information, ™%

B OSE, “Aotivities on Federalinfrastniciures,” Application b the Minister of Mationa! Defene for Cybarseourity
Authorization Dahich was suthovizsd), Jung 26, 20230,
HDOBE, “Activitias on Faderalinfrastruchures.” Application to the Minister of Nations! Defence for Gyvbarsesuriy
Autharization (which was autholized), Jurne 28,2020,
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+ 2008: CSE develops the first network-based sensor
¢ 2010: CSE deplovs first network-hased sensor to government’s Secure Channal Network
*  As g resulf, C5E disopwers Chinese, state-sponsored compromise of Trassury Boerd Secretarfat and Flnsnce
» 040 C5F develops Hest bost-hased sensor
» 3047 O5E daploys first host-bused sensor sensors 1o the OSE nebwork
» 2013 Development snd proofofconcept deployment at USE of network-based dynamic defence capability
» 3034 first host-based sensor deployment outside of £5E, at the Nations! Resesrch Courcll
v 3014 first deployment of dynamic defence capahility in response to HEARTBLEED
s POA5: CGE ¥0e
= LT C5F begins 2 piot project for host-based dynamic defence capability
« Jupe 2007 USE uses host-based dynamic defence to remove malware from 2 computer gt ***
s 2017 CSE develops first cloud-based sensor (s host-based sensor for oloud environments)
= 2019 Tressury Board mandates that government departments must have agreements in place with CSF to deploy cloud-
based sensors in advanoe of initisting a cloud residency
LA 1" Radd
» 2319 (5 we
»  F030: The Government of the United Kingdom arnounces it has impraoved i network defences through the adoption of
{anade’s {{5E's) host-based sensor technology, deploying at least 100,000 sensors

Figure 2: Cyber Defence Sensor Development Timeline®

Network-based sensors

194.  The development of CSE’s cyber defence sensors began in 2008 with ™ network-basad
sensors, At the time, CSE operated sensors under ministerial authorization for several
governmaent departments to monitor the activity of a small number of forsign cyber threat actors,
predominantly Russia and China.®™ In 2010, CSE deployed these *** sensors on the
government's Secure Channel Network, which included dozens of different government
organizations. Aimost immediately, CSE discovered the compromise of TBS and Department of
Finance networks by Chinese, stale-sponsored cyber threat actors (see case study 1), Ih 2014,
S5C approved the deployment of ™ dynamic defences on its Secure Channel Network,?® This
alfowed CSE o begin taking automated miligation actions {dynamic defence) in responseio
significant attacks on government networks, including the 2014 Chinese attacks on the National
Research Council and its portfolio partners and a widespread malware attack in 2014 (see case
studies 3 and 4).

185, CBE’s deployment of ™ dynamic defences expanded as S5C replaced the Secwe
Channel Network with the Enterprise Internet Service as the government’s main Internet

SCOCE, ‘Cyber Defence Actvities” Deck and contments to NEICOPR, Oclobar 2, 2020, C8E, “Host-Based Sensar]
{HBS) Deploymant Prionfies: Overdaw,” Deck, January, 2020;C3E, "TOC ~ Response Packags 11-USEResponse
fo RFL 2 ~ 8.8 Emailio NSICOP Sewetariat, Janusary 15, 2021, and LUK National Cyber Security Cenlre,
“Infraducing MHost-Based Capability,” Webpage undated, htlps:www nosc.oovukiblon-postintodusing-host-based-
capabilibehi,

B CSE bagan reguesting minisierial authorizstions in 2004 to conductinilorad network securily lesting and network
moniforng forindividual government depariments, These reguests ollowad compromises and attempled
compromizses byChing (DND in 2003}, and Russis (Forsign Afairs Canada in 20041 CBE, "Protection of DND
Computer Bystams and Networks: Baguesifor Ministerial Authorization,” Memeorandum for ths Ministerof National
Defense, January 18, 2004; and CSE, "Protection of Government of Canada Computer Systems amd Metworks.
Foreign Affairs Canada: Reqguestior Ministerial Authorizstion,” Memorandum for ths Minister of Nationa! Defance,
June 186, 2008,

IWLCCS, "Cyber Defence Autivities: A Brief o the National Ssourity and Intelligence Commitiee of Padi amentardans
{(NSICOPR)," Deck, Ottober 2, 2020,
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gateway. As of May 2021, * federal instilutions were active subscribers to 85C's Enterprise
internet Service and therefore protected by these sensors. ¥ CSE also has separate bilateral
arrangements to provide *** dynamic defences 1o 8 number of organizations 3%

196. ™ This paragraph was revised o remove injurious or privileged information, ™™
Dynamic defences are placed at entry points to a network {often referred 1o as a gateway,
where a network connects to the internet) to provide maximum visibility of digital traffic and
information entering or exiting a government department. This allows CSE to identify threats
targeting the information and networks of government departments and delect when systems
have already been compromisad, Not all threats are identified. malicious cyber actors may
ciroumvent CSE’s blocking. When known threals are identified, CBE's dynamic defences
automatically block them al the network perimeter. As noted above, suspicious data is sent hack
to GSBE, where it is subject to a sophisticated analylic process to identify suspicious or unusus!
{anomalous) behaviow > When new threals are identified, CSE dynamic defences are directed
{o identify and block those threats thereafter, This dynarnic defence of government networks is
the key ingradient to successfully defending government networks, as information olidained at
one department is applied to proactively defend other departments in an ongoing, continual
process to strengthen government oyber defences ¥

197, CSE sensors reinforce sach other's unigue capabiliies. [ Two senlences ware revised
o remmove injurious or priviieged information. The septences noted that information acquired
from one sensoris analyzed by CBE to detect malicious attivity and the resulting indicators of
compromise are distributed to other sensors, which in turn ideniify the same roalicious activity
and trigger mitigation responses for other organizations. *™1°* The role of host-based sensors
iz discussead naxti.

4 Soe paragraph 141,

MEORE, BFL2 Bem 23 - Provision of Dybersecunty Acthvities 1o Federal Ivstitutions, Dacember 2%, 2020,
YEOBE, “Achivitios on Federalinfrastruciurss,” fpplicstion 1 the Minister of Nationsl Delence for Cyberssourity
Aothorzstion (whichwas suthorized), June 28, 3030, and C3E, "Cyber Dafence Sotivities . & Briefio the National
Security and Inlsligenss Commiles of Parlamentarians (MSICOPY” Deck, Oolober 2, 2020,

¥ OBE, “Activitiss on Federglinfrastuctures” Applicationto the Minister of Hational Defence forCybersecurily
Ainhorization fehichwas authorized), Junse 28, 2020, and CBE, "Cyber Defence Activities. A Brief i the National
Security and Intelligenice Usimmittees of Pariamentarians INSICOPY, Dack, Oclober 2, 2020,

W OSE, "Ativities op Pederalinfrastructures " Applivation io the Minister of Naliongt Defence for Cyberssoutily
Authorization (which was sithorized), June 26, 2020,
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Case study 3: Dynamic defence and the HEARTBLEED vulnerability

[*** Five paragraphs were revised to remaove injurious or privileged information. ] On
HApri 8, 20114, the Uniled Stales publicly disclosed a vulnerability in open souwrce encryplion tools
used to secure communications over computer networks and the Internet. The vulnerability,
catled HEARTBLEED, could be used 1o oblain confidential information, such as certificates
seclring and encrypling Infernet communications, passwords and personal information > CBE
and S5C assessed the information and advised government network adminisirators to pateh the
vulnerability or disable their systems until they could.

On April 8, the Canada Revenue Agency (CRA) shut down two online fax services. On
April 10, the Chief Information Officer of Canada issued government-wide direction to lake
viinerable servers offling untll patched. On Aprit 11, S8C approved CSE’s installation of
dynamic defences on its Secure Channel Network. Within one month, these defences had
blocked numerous instances of malicious HEARTBLEED traffic, protecting 53C and the
government organizations that subscribed 10 the 350 secure Internel gateway. CSE also
provided telscommunications service providers information o block HEARTBLEED attacks.

Treasury Board of Canada Secretariat described this incident as one of the mos! serious
{o affect the government, Al the time, the government was poorly positioned to defend s
networks from cyber attack. While CSE had deploved defensive tools to 88C, Global Affairs
Canada, DND and CBE itself, it had not deployed dynamic defences and it was still in the sarly
days of building itz infernal automation systems. As a resull, mudliple cyber threat actors used
the vulnerability 1o exdract infformation from government networks. In total, 12 government
depariments suffered remole exploitation and data exfiliration, including the thelt of at least 800
faxpayer social insurance numbers from CRA

After the altack, the government identified a number of challenges that remain of interest
to the Committee today. These include the need for better governance of incident management,
improving government-wide cyber security processes (for example, updated direction in areas
such as vulnerability and palch management, privileged account access, and accurate and
automated inventory of critical government systems), and strengthening the government’s
network perimeter,

Many of these problems have been addressed through new Treasury Board directives,
more focused incident managemaent protocols and the creation of 85C iiself, which aflows for
quick and mandatory paiching of vulnerabilities. As will be discussed later, however, challenges
persist, notably that many departments still remain cutside the secure perimeter and therefore
unprotected by CSE’s cyber defences. This leaves their information vuinerable {o the most
sophisticated actors and potentially creates pathways into government depariments that are
nside the perimeter. In addition, Treasury Board directives, S50 security configurations and
CBE guidance are nol universally followed, and in one case a lack of compliance caused
preventable losses of data (see case study 8).

8 This summaryis based on TBS, HEARTRLEED: Gowrnmentof Canada Lessons Learned and Mansgement
FResponse, Seplember 2014 CSE, Mler Action Report HEARTBLEED, May 2014, CBE, Op HEARTBLEED: Timeling
of svents, Sepleraber 2018, and COOCS, NSICUOPR appearances, November 27,2020, and February 18, 2021,
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Host-based sensors

198, CSBE began the development of host-based sensors in 2010, Al the time, CSE
recognized that perimeter defences were only half the battle, and that an advanced cyber
defence framework would require a fool that could identify the presence of advanced cyber
threat activity on individual computers.®@in 2012, CSE deploved the first host-based sensoron
s own natwork as a proof of concept. In 2014, # deployed the first host-based sensor oculside of
CSE to the National Research Councll and its sclence portfolio partners following the
compromise of that agency's systems by China (see case study 4). By the end of 2014, CBE
had deployed the sensofto 12 departments. ™ In 2015, it pricritized the rollout of host-based
sensors 1o other government departments based on factors such as the likelihood that specific
depariments would be targsted by foreign siates and where deployments would cover gaps in
network-level monitoring. ™ By the end of 2020, CSE had deployed host-based sensors o™
dapartments, with 2 cumulative total of more than 800,000 host-based sensor deployments 2
CSE has immediate plans {o deploy this sensor to ™ additional depariments, and ™ more
federal institutions as part of ongoing efforts 1o expand host-based coverage of government
departments. Current CSE planning on engagements with federal organizations would bring
host-based sensordeployments to g total of ™ organizations. The timeline {o complete these
rof-outs will vary from department o department, and will continue to prioritize organizations
based on the sensitivity of the information they hold, their relative security posture and needs 1o
covar ongoing gaps in monitoring. ™

199, Host-based sensors are deployed on computers, worksiations and servers, known ag
andpoint devices. These deployments allow CSE to acquirg {or collect) information and i
subsaquently iake mitigation actions to counter a cyber threat ® *** mitigation actions can be
automated with host-based sensorg, allowing for reab-ime, dynamic defence of individual
computers. [ Two sentences were deleted 1o remove injurious or privileged information. The
sentences explained the installation of sensors. ™ Host-based sensors have the following
functions:

3 Beol dones, Keynote speach, Counermsasurd 2020, privided 1o NBICOP Secretdriat Movember 2020,

# Ree case shudy 4. See also CSE, HES Deployment Pricrlies: Overvdew, Degk, January 20201 The listof
depatiments was delsted iy removeinjurious orprivlegedinfonmation ™)

2 ERE "HBE Deploymant Priorities: Dvendew,” Deck, January 2020,

R OSE, MBS DeploymentPrintitles : Overview,” Degk, January 2020; OGS, “Cyler Defence Activities: A Briafic
the Mational Security and Intelligence Commitiss of Pariamertarians (INSICOP) Deck and comments to NEIZOP,
Dotober 2, 2020; and Scolt Jones, Remarks givenio Coundenmesasure 2020, Kewole speerh, Provided o NSICOP
SecrstaniatMovember 2040

ACEE, "HES Deployment Priofties: Dvendaw,” Deck Janvary 2000; CCCS, "Cyber Defence Adtvitles: A Brisfts
the National Security and Infslligence Commities of Parliamentariang (NSICOPY” Dedck and cormmenis fo NBICOP,
Cictoher 2, 2020; CSE, TOU +~Resporse Packags 11-08E Responsa o RFL 2 -8 B Jantiary 15,2021, C8E, HBSB
Deplovnent Prigities, Oolober22, 2020 and CSE, RFI4 fem #5 - Follow-up questions on prinrilizgtion of HBS
deployments, June 11,2024

B OSE, “Activities on Faderal infrastruciires,” Applicetion to the Ministerof Mational Defence forCybersegurity
Agthorization (which was suthorized), June 26, 2020
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= collecting information from a host, which is sent via an encrypted Internet link to CSE;

= analyzing and processing collected information to detect suspicious or anomalous activity
ocourring on & host machine;

s reporting anomalies, compromises and vulperabilities to affected departments — with that
information, CSE can provide mitigation recommendations {a.g., for patching or updating
machines with new software, password resets or the removal of a machine from a
network);

« removing malware from a host, either manually by a CSE analyst or automatically ***

» Y blocking or neutralizing malware; and

200, [*** This paragraph was revised to removs injurious or privileged information. ™ Host-
based sensors collect several types of information. Similar o network-based sensors, this
information may relale to a Canadian or to a person in Canada for which there iz a reasonable
expactation of privacy. As a result, host-based sensors are operated under ministerial
authorization ™

MECSE, "Activities on Federal Infrastructures,” Application to the Minister of National Defence for Cybersecurity
Authorization {which was authorized}, June 28, 2020,
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Case study 4: The need for enhanced endpoint protection

[“** Fowr paragraphs were revisad to remove injurlous or privileged information. ***10On
June 18, 2014, CSE discoversd a compromise of the Nationg!l Research Councll (NRC) by a
Chinese state-sponsored actor ¥ The Chinese actor was belisved 1o have been active since
*** and sought information related fo foreign relations and trade, science and
telecommunications technologies, energy and natural resources, and snvironment and climate
change issugs.

CBE determined that China had gained access tothe NRC nelwork by sending spear-
phishing smails 1o NRC emall accounts, and used its access to steal more than 40,000 files,
The theft included intellectust property and advanced research and propristary business
information from NRC's pariners. Ching also leveraged s access tothe NRC network to
infiltrate a number of government organizations.

At the time of the attack, the NRC network was not part of the S5C-managed Secuwre
Channel Network and neither S8C nor C8E could use their sensors to observe China's activity
on the NRO network. To see what was happening, GSE deployed host-based sensors for the
first ime outside of CSE. Al the sametime, CSE updated the dynamic defences it had just
deployed on the Secure Channel Network {in April, in response o the HEARTBLEED attacks) fo
biock Ching’s altacks on other government depariments. S50 also blocked NRC's connectivity
| to federal organizations.

The government's response to this incident was manual, extensive, costly, months-long
and grew to include multiple departments. NRC informed its clients that their data may have
beer at risk. The costs of mitigating this altack was estimated at over $100 million and involved
a years-long effort by the NRC, 58C and CSE to rebuild the NRC network with appropriate
sacurity safeguards buill in from the start.

Tha incident exposed a number of challenges regarding the govemment's ability to
protect its networks from cyber attack. Most notably, it highlighted the need to better protect the
govermnment's network perimeter, reduce and consolidate the number of Internet access points
in use by government departments, and provide enhanced endpoint protection {through host-
based sensors) outside of CSE. ¥ also reinforced lessons learned in HEARTBLEED regarding
the need for betler governance of incident management and improvements to government-wide
cyber security processes (8.g., patching of vulnerable applications and better control of
privileged account access).

27 This pase studyis based nn: CAE, ** Presentation antd supporiing remarks o NSICOR, February 18, 2021 and
TBE, MRC lncident: Governmrgrdof Canads Lessons Leamed Report, July 2015,
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Case study 5 An atiack against the Department of National Defence

* Three paragraphs were revised to remove injurious or privileged information, **1in
2017, CSE discovered that a state sponsored actor had compromised a network of the
Department of National Defence (DND). The actor stole significant amounts of data and used ils
presence io infect other networks, DND isolated the network, C5E updated its dynamic
defences o protect other departments, and both cooperated with S8C to remove the aclor's
presence, 8

This case study highlights important issues. The network containad several unpatched
and unsupported applications and legacy operating systems, all of which were vectors of entry
for the actor. Moreover, the neltwork was not connected to 880s Enterprise Internel Service
and therefore not profected by CSE’s defences. The network was, however, connecied o a
number of other government departments, infroducing a risk of compromise to the broader
government architecture had the actor been able to jump to those organizations’ networks. On
the other hand, CSE was able to deploy its defences and take immediate remedial action
because of an existing ministerial authorization for cyber defence activities that already included
DND . *® Iy short, this case study underlines the dangers of maintaining unpatched, legacy
systems with separate connectivity 1o the Internet outside of SSC's Enterprise Infernet Service,
and the importance of the existence of appropriate authorities to deploy necessary cyber
defences.

BOBE, "Brecutive Summary” ™, 2017 and CBE, ***, 2018, Bee also IND, ¥, 2017, DND, =, 2017, DND, **,
2018 DND, **, 2018 and DND, ***, undated.
3 ORE, *Cyber Defence Aclivities,” 2017-2018 CSE ministerial authorization, June 22,2017,
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Cloud-based sensors

201, As discussed earlier, the government s increasingly using cloud environments as part of
issued the Direction on the Secure Use of Commercial Cloud Services, obligating subject
departments {o comply with prescriptive security guardrails before receiving approval for
initiating a cloud tenancy. In 2018, TBS obligated departments 1o include cloud-based sensors
as part of their cloud implereniation, and CBE and §3C started onboarding departments for
cloud-hased sensor deployments. ™ The deployment of cloud-based sensors was further
accelerated as a resull of the COVID-18 pandemic. In May 2020, TBE established service-
specific guardrails for Microsoft Office 385 and S8C fastiracked, in collaboration with TBS and
GBE, the migration of departments 1o cloud-based emall and collaboration services to respond
{o significant demands for remote work. CBE and 85C collaborated to rapidly add cloud-based
sensors to " organizations. Az a resull, CSE is now positioned to provide monitoring services
for all departments who ransition their email services to 38C-brokered cloud services ™

202, Cloud-based sensor deployments arg meant to protect the tenancy of federal ingtitutions
in cloud environments, and (o augment protection services offered by network-based and host-

based sensors M Y Five sentences were deleted to remove injurious or privileged information.
The sentences described CSE operations. ™

ik
£

o

e
& e

As with network-based and host-based sensors, cloud-based sensors may collectinformation
for which a Canadian or a person in Canada may have a reasonable expectation of privacy. As
a result, deployments of cloud-based sensors are operated under a ministerial authorization,

BITBS, Remarks during appearancawith NSICOP, Novwember 27, 2020, CSE, TOC - Response Package 11-C8E
Responge o REFE - 6.8, January 15, 2031, Bew also paragraphs 115-118 deswribing the THS Cloud Adoption
Stratagy and senurity reguirements ofthe TEE Direclion onthe SecureUse of Commercial Cloud Serdces andthe
Governmentof Canads Clolid Guardrails sthilps foitiiboomicanada.caitinud-quardralls.

T CBE, TOC - Response Packags 11-08E Responsaio RFLE - 8.8, January 15, 2021,

FEOBE, “Aolivilies on Federatinrastuciures,” Application o the Ministerof National Defence for Svbersecurlly
Suthorization {which was authorized), Juns 38, 2020; and CSE, “Cyber Defence Activiies: A Briafto the Mational
Ssourily snd Intslligence Commitise of Parlismentarians (NSICOP) Deck, Delober 2, 2020
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Case study &: A state attack against a Crown corporation and government systems

[*** Five paragraphs were revised to remove injurious or privileged information. ™ In
2020, CSE discovered that a state had compromised the network of a Crown corporation. The
state used is presence on the corporation’s network o compromise several governmaent
departments and scan multiple others for vulnerabililies. 1t kely attacked other Crown
corporations. G5E and 550 blocked links between the corporation and the rest of governmeni,
and determined that the state had accessed significant amounts of information. The attack was
mitigated. Later, CSE discovered that the state had compromissd a government department
and attempied to compromise others. These attacks were also mitigated ™

This case study highlights two issues. First, cyber defence sensors are effective, but
they cannot work # they are not deployed. The Crown corporation is not sublect to Treasury
Board direction, did not use §58C's Enterprise Internet Service, and has vet to implement CSE's
recommendation to adopt . Second, even where a department is subjsct to Treasury Board
and 55C direction, i can refusa it three months prior {o the siate compromise, S50 shutdown
a depariment’s weak single-factor authenticalion service only 10 have iis decigion reversed by
departmental officials, despile a stronger allemative being available within two weeks. This was
a key factor in the cyber attack.

“ This summaryis based on: CBE, ¥, 2024, C8E ¥ 2021, CBE, ***, 2020, 88C, %, 2020; and CSE, NBICOP
appesarance, ™%, 2024,
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Defensive cyber operations

203, Defensive cyber operations are one of the newest aspects of CSE's five-part mandate.
The operations are meant 1o protect the slectronic information and infrastructures of federal
arganizations and non-federal organizations designated as systems of importance fo the
government. Thus far, CSE has received two year-long ministerial authorizations 1o conduct
such operations, *** " in neither case were operations actually conducted; in the first vear,
normal cvber defence activities successiully mitigated the threat and obviated the need fora
separate operation and in the second year, planned operations had not procesded to the
aperational stage ™ As a resull, the Committes limils iself to providing an explanation of theze
operations and may return to the issugin the Rulre 7%

204, Defensive cyber operations require ministerial authorization. Without this authorization,
defensive cyber operations would risk contravening one or more acts of Parliament {e.g., the
Criminal Code). This can include activities that involve fraudulent behaviour, falsification of
materials or information, manipulstion of compuler hardware or software without the permission
of the sysiem owner, and interacting with threat actors at the time that actor commils an
offenice. Operations may be used in three clrcumstances:

« when a cyber threat is of such sophistication that neither commercially available defences
nor C3E's classified sensors are sufficient o counter i

#+ whena compromise has progressed o a stage that already-deployed sensors arg no
longer capable of mitigating it and

» when a cyber threat is of such scope and scale, affecting so many federal institutions and
designated non-federal entities, that deploying sensors could not be done in a fimely
manner to mitigate the threat

205 The CSE Act requires that defensive cyber operations be conducted on portions of the
global information infrastructure oulside of Canada, musinot be directed at Canadians or any
person in Canada and mustnot infringe the Charter. These operations would invalve ¥ to
install, maintain, copy, distribute, search, modify, disrupt, delete or intercept anything, or interact
with anyone, in order o achieve objectives of protecting government networks and those of
entities designated as of importance 1o the Goverrynent of Canada. In practice, this means that
CEE may:

W CSE, M Defenstve Cyber Oparations,” Defensive Cyber Oparatioh s TSE suthotization, August 25, 2020,
EITwo séntenoss wers delelet o varmove infurfous of privilaged Information. Theydesoribed CSE operatinns, ]
CBE, " Defensive Dyber Dperations. Septermber 8, 2019 - Augusi 25, 2020, End of Defensive Cyber Operstions
authorization report for the Minister of Mational Defence, undated; and C8E, "DEO MA Information Package for
MNEIGOP" Emailto NBICOP Ssorstaniat, June 14, 2081,

8 Thie summaryis based on GSE, ™ Defensive Cvber Operations ({For Approval),” Apptication by the Chief, CSE,
o the Minisier of Natonal Defence for an suthotizaiidn undersubsection 290 Diofthe CBE A, Seplemberd, 2018,
and CBE, briefing o NBICOP Secrelgrial, May 28, 2021,

BOSE, v Dafengive Cyber Operations: (For Approval),” Application by the Ohilef CSE, fo the Minister of National
Defence tor si suthorzation under subsection 28{1 jofthe CSE Ad, Seplemberd, 2019,
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206. P This paragraph was revised {o remove injurious or privileged information. The
paragraph described CSE technigues. ™ Under the current ministerial authorizations,
defensive cyber operations are conducted to achieve certain objectives, but are not meant o be

used to collect information.

» R
PO
5 by
@ HEE
Results and outcomes

207. CSE measwres the success and value of its cyber defence program by tracking the
degree to which its sensor program is able to isolate and prevent harm to federal electronic
information and information infrastructures or non-federal institutions designated as of
importance to the government. This data is provided annually to the Minister of National
Defence in applications for ministerial authorizations and subsequent reporting. These mealrics

are providad in Tabls 2.

JKW0000007

deploved {departments)

Year 2015-2018 252017 20172018 2018-2018 20192020
Host-based sensors 161,012 313,781 345,160 404 891 583,809
deploved {departments) £ {57 {***y £57 {4y
Network-based sensors Consistent data was not available during this period 3% (e
gfg)ﬂayad {degartments)

Cloud-based sensors RIA NA MIA ey R

Maticious traffic blocksd
{daily}

282 million

474 miflion

843 million

1.6 billion

1.3 billion

persistent threals)
aexfiliration of data
Cyber defence mopors 961 1,110 2,070 1,183 4 378

B Tyo sentences were deleted to remowe injurious or privilegad information. They descoribed the numberof

depariments protected by USE oyber defences. ¥

338 1 g sentences were deleled to remove injurious or privileged information, They desoribed the numberof
depariments protected by CSE Oyber defences, ™

w]
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Bources Dats dravie rom TSE, “Ministerial Authorizalion Year End Reporth 201 5-20187 Undated; CBE,
Ministerial Authorization Year End Report 20182018, Undated; C8E Mlntedim Ministerial Authorization
Year End Report May 2018 - Oclober 2018, Undated, CBE, “End of suthordzation Raport for the Minisler
of Mational Defence ~ Cybersacurity Authorization for Acthvities on Federal nrasbuclures  Augusi2g,
B0 8-Juby 30, 2020, Urdsted; C8E, HES Deplowment Proriies, Colober 22, 2020, CBE, "CBE Cvber
Defencs Activiies,” Memorandum forthe Minister of Nationa Defence, June 12, 2017, CBE, C5E, "Cybey
Dipfence Acliviies,” Memorandum for the Minizierof National Defence, May 30, 2018, CSE, “O8E Gyber
Defence Sofiviles ) Memorandum for the Minister of National Defence, Jung 11, 2018 and U SE, “Activities
o1 Faders! nfrastuctures " Sppiicalicnts the Minister of National Defene for Ovbersaourity Authoizstion,
July 26, 2014,

Table 2: Cyvber Defence Sensors; Measwring Oulcomes

8. CSE's cyber defence sensors cover a significant portion of government networks, As of
Movember 10, 2020, CRE provides some or all of its cyber defence sensors to a total of ™
federal institutions, etther through those wrganizations subsorbing 1o the 88C Enterprise
Internet Service or various bilateral agreements inchuding with a handful of agencies or Crown
sorporations not sublect to Treasury Board directives ™ Ag a result, Canadian government
networks enjoy the most advanced cyber security measures of “any national government in the
world, "

208, Nonetheless, many government organizations do not benefit from these protective
mzaswres deployved by CSE, as they are nol obligated to do so. The total inventory of federal
government organizations is 189, These include svervthing from commonly known departments
{(e.g., Global Affairs Canada), to agencies like the Canadian Security intelligence Service or
CBE, service-orientad entities {e.g.. the Canada Border Services Agency), Crown corporations
{e.g., Export Development Canada), and separate agencies (suchas the offices of the
Infarmation Commissioner and Privacy Commissioner of Canada). Some of the organizations,
including the Secretariat o this Commitlee, oblain thelr information technology services through
an organization that SSC and CCCS protects. Othars do not, oblaining thelr information
technology and Internet connectivity through private sector companies. The reasons for this
vary and include concerns about independence from government and cost of service, bul it
leaves those organizations worryingly vulnerable to the loss of their own dala and lo
inadvertently acting as a hidden vector info the government's protected syslems through
slectronic links maintained with related federal departments, thereby also puling the
goverpment's dala al risk. The Committes discusses this issue in i assessment.

2100 As part of its reporting 1o the Minister of National Defence, CSE tracks the number of
times # has used, retained or disclosed private communications or solicitor-client
communications incidentally collected under s cyber securily ministerial authorizations. How
CEE counts this number has changed drastically In the last several years. Far from baing a

W One serenceswas deleted B removsinjurious orprivieged information it isted the Crown sorporations
protected by COGS. L OSE, RFI-2 Hem #3 - Provigion of Cybersecunity Activiles to Fedaral Institulions, Deverber
23,3020

FVCEE, “Oybherssounty Suthorization for Activites on Federslnfrastruciures. August 28, 2009 - July 340, 2020, End
of Asthorization Reportfor the Ministerof National Defence, undated,
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simple issue of methodelogy, those changes reveal important things about the risks posed to
Canadians’ reasonable expectation of privacy by CCCS cyberdefence activities.

211 Priorto 2018, CS8E avlomatically tracked and recorded any email collection with at least
one end in Canada as a private communication, This resulted in CSE reporting to the Minister
on the retention of hundreds of thousands of communications 3 In March 2015, the CSE
Commissionar complated a combined review of CSE's cyber defence activities conducted under
ministerial authorizations issued betwesn 2008 and 2012 and found that the vast majority of
private communications unintentionally intercepled by CSE contained only malicious code and
afforts to tailor a message o entice the target 1o open s content. The Commissionar concluded
that those intercepted private communications contained no conseguential information or
exchange of any personal information and therefore should not be considered “private
commurnications” as defined by the Criminal Cade 3

212, [P One senience was deleted to remove injurious or privileged information. ] CBE
revised the inferpretation of what constitutes a private communication under cyber security
ministerial authorizations: CSE now reports fawer than 100 suchinterceptions a year.™ h the
CBE Commissioner's view, the previous practice distorted the privacy risk implications of CSE's
cyber defence activities, while the new methodology “should provide a more accurate and
meaningful measure of the privacy implications resulting from CSE aclivities ™ The fact that
CSE cyber defence aclivities entail relatively few privacy risks to Canadians or owners of
systems and networks on which CSE sensors are deploved should be an important factor for
organizations that cite independence as the reason for remaining outside of the government’s
cyber defence framework, an issug {o which the Commillee refurns in #is assessment.

Summary

213, The Communications Security Establishment (CSE) iz at the centre of the government's
framework for cyber defence. it collects intelligence on threats to government systems and
networks, operates a sophisticated, layered defensive network of sensors that identifies and
blocks those threats, and provides direction and advice fo government organizations {and
incraasingly, to Canadians and private sector organizations) o strengthen their own information
technology security. CSE's cyber defence capabiliies have svolved {0 counter cyber threals of
mcreasing sophistication, and as they have been deployed to increasing numbers of federal
organizations, have grown o play an ever-increasing role in the government’s ability to defend

2 CSE, “Ministerial Authorization Year End Report: 2018-2018," undated.

M3CBE Commissionar, Subjent Annual Reviewof the Comminlcations Securily Estabishments Qyber Defence
Activities under the 20172018 Cyber Defence Activilies Miristerfal Authotization, March 28, 3019,

4 Lor clarily, C8E notes that a recognized private communication is one thateoniaing, “substantive content. ., thatis
sentwithoutmalicious intent, bul may contain malicious content. Foreample, an email sgntby a non-malicious
originatorthat, unbeknownstto the priginator, containgd a malicious componantsuch as & maliclous nkor
gmbedded malicious cods, maystill contain recognized substaniive conterdwith o reasonable expeciation of
privacy.” CSE, “Ministerial Authorization Year End Report 2018--3019, undated.

M CEE Commissionsr, Sublect Annuel Review of the Communications Security Establishment's Syber Dafence
Activities underthe 2017-2018 Cyber Defence Activiies Ministerial Authorizalion, March 29, 2019,

59



JKW0000007

its networks from cyber altack, This ssclion discussed C8E's authority to conduct cyber defence
activities, described the development and use of each of CSE's cyber defence sensors, and the
internal governance mechanisms used to condrol those activities and to ensure CSE's
accountability 10 the Minister of National Defence, The naxt section of the report describes the

-----

governmen.
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Part IV: Governance of Cyber Defence

214, Cyber defence is a team sport. The government has several interdepartmental
governance mechanisms o support proper administration, effective program opersations and
accourtability of cyber defence. When a cyber attack occurs, the government uses specific
commitiees (o coordinate a response commensuraie with the altack’s severity and scope. This
section explans the role that various commitiees play in developing strategic cyber defence
policy, supporting the effective management of information technology security initiatives
affecting government-wide operations, and responding to cyber security incidents. it then
describes the Cyber Security Event Management Plan, the government's primary mechanism o
establish departmental roles and responsibilities for cyber security incident response. This
description includes how the government sets its response levels for cvber attacks, the roles of
various governance bodies and the phases of the process.

Strategic considerations

215, The Deputy Ministers’ Commitles on Cyber Security (DM Cyber Securily) is the primary
body responsible for cyber security coordination, policy and strategic cvber objectives. Co-
chaired by Public Safety Canada and the Communications Security Establishment {CSE), its
mandate is fo develop and lead Canada's cyber security policies and operations in support of
the government's economic and social priorities. The purpose of DM Cyber Security Is to

= jdentify policy, legislative and program opportunities to enswre that Canada's 21st-century
digital economy is secure by design, and that Canada is recognized infernationally for
leadership on cyber securily issues; and

s oversee the evoldion and progress of the implementation of Canada's National Cyber
Security Strategy. ¥

DM Cyber Secwrity’s core membership consists of deputy ministers from 14 organizations,
including those with operational or policy responsibiliies for cyber security {C8E, Treasury
Board of Canada Secretariat — TBS, and Public Safely Canada), lead securily agencies (Privy
Council Office, the Canadian Secuwily intelligence Service — C8IS, Department of National
Diefence and Canadian Armed Forces ~ DND/CAF, the Royal Canadian Mounted Police —
ROMP), critical infrastructure sectors (Health Canada, Natural Resources Canada, Transport
Canada} and deputies from economic departments that exercise authority within Canada’s
critical infrastructure sectors (Department of Finance; Innovation, Science and Economic
Development Canada),

216. DM Cyber Security replaced a previous commitiee (see paragraph 86 in the section on
the evolution of cyber defence 2010 to 2018) and differs from its predecessor in important ways.

¥ Canada, Depuly Ministers’ Committes on Cyber Seowrlly Terms of Reference, 2019,

1
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First, the revised mandate of DM Cyber Security s to enhance collaboration betweesn security
departments, economic departments and critical infrastruchure in the recogrition that issues of
cyber securily touch a range of departmental responsibilities. Second, leadership for this
committes was expanded from the previous Deputy Minister of Public Safely o include the
Chigf of the Communications Securily Establishment {(CSE) as co-chair, reflecting the creation
of CCCS and its central role within cvber defence ™ The new DM Cyber Security held its first
two mestings inJune and September 2020 1o discuss oollaboration betwaen security
dapartments, economic departments and critical infrastructure; cyber operations and threats,
ard the Nationat Cyber Security Strategy. The Commiltes has since met every 8§ weeks.

217, DM Cyber Security s supported by an Assistant Deputy Ministers' Cyber Security
Committes (ADM Cyber Securily). As a supporting conmimities, ADM Cyber Securily’s mandate
mirrors that of the DM committes 1o develop and lead Canada's oyber security policies and
operations in support of the government's wider economic and social priorities. 1 coordinales
these lssues among departments and prepares issues for DM consideration and decision. The
purpose of ADM Cyber Security is o

= guide policy direction and operations forissues related! o cyber security,

= develop cyber security-related priovities for member depariments and agencies;

« monitor progress on the implementation of Canada’s National Cyber Security Strategy;
= consider emesrging ovber issues and threats; and

= review and prepare llems for DM Cyber Securily.

ADM Cyber Sscurity is co-chaired by the Senior ADM, National Securily and Cyber Securily
Branch of Public Safety Canada, and the Deputy Chief of CBE. iis core membership mirrors that
of DM Cyber Security. It is supporied by the Director General Committes on Cyber Security and
its operational sub-group, the Director General Gyber Operations Committes. ®* ADM Cyber
Security meets every 10 weeks, or on an ad-hoc basis as needed >

218, The Deputy Minister Commitles on Enterprise Priorities and FPlanning (DM Enterprise
Priorities and Planning) is another governance body with responsibilities related to strategic,
enterprise-wide oyber security considerations. As stated in the Policy on Service and Digital, DM
Enterprize Pronties and Planning serves as a senior-level body responsible for improving the
goverrmment’s client service and government operations through the stralegic management of
enterprise services, information, data, information technology and cyber security % While the
previcusly discussed DM Cvber Security focuses on enhancing cooperation across the security
and intelligence community and with sconomic departments and critical infrastructure, DM

¥ Canada, Depuly Ministers’ Committes on Cyber Securlly Terms of Reference, 2018,

8 public Safety Canada, Assistant DepulyMinisteis Commitige onCyber Secunty, 2018 and Public Sately
Canada, DG Dyber Cperations Committes Terms of Refersnoe, November 18,2018, ‘

2 Public Sately Canade, Assislant DepulyMinisters’ Commites on Svber Securily Record of Distussion August iz,
2020,

BTRE, Policy an Servige and Dighiad, 5. 41,11
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Enterprise Priorities and Planning focuses primarily on the managament of information
technology and service delivery.

219.  After the Treasury Board Policy on Service and Digital was approved, DM Enterprise
Priorities and Planning created new terms of reference 1o better reflect the importance of
discussing horizontal issues, with a focus on improving the delivery of services to Canadians ™
Consistent with the Policy on Service and Digital, the purpose of DM Enferprise Priorities and
Planning as it pertains to cyber security is o

= establish priorities for information technology shared services and assets, and information
technology investiments and procurements that are government-wide or require the
support of Shared Services Canada (880

+ support and gnable departments to adopt enterprise solutions for common services;

= review and endorse the S5C investment and work plan, and provide input 1o 88C
transformation initiatives;

= provide stralegic advice and recommendations on matters relating to the management
and delivery of government services to individuals and businesses; and

= endorse enterprise architecture and government-wide standards for information
technology.

220, DM Enterprise Priorities and Planning is co-chaired by the Secretary of the Treasury
Board and the Chief Operating Officer of Service Canada. is membership consists of eight
senior government executives, including the Chief of CSE, the President of S8C, the Chief
information Officer of Canada and the Deputy Clerk of the Privy Council. %2

Operations, policy and programs

221.  The Assistant Depuly Minister Information Technology Security Tripartite Commities
{ADM Tripartite} is the primary body responsible for the governance of inferdepartmental
information technology security intliatives. It is chaired by the TBS Chief Technology Officer of
Canada and its membership s made up of assistant deputy ministers from C8E, 88C, TBS and
mvited departments. | provides direction and oversight to iis supporting Director General
Information Technology Security Tripartite (DG Tripartite).

222.  The ADM Tripartite has a two-part mandate. First, it serves as a decision-making body
supporting the effective design, defivery and management of priority information technology
security inftiatives affecting internal government systems and government-wide operations.
Under this part of its mandate, ADM Tripartite is responsible for:

S1TBS, Deputy Minister Commitize on Enterprise Priorities and Planning Bpeaking Notes, August22, 2018,
#TES, Depuly Minister Comimiize on Enterprize Priorilies and Planning Terms of Reference, undated.
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#  providing advice 1o sel stralegic and policy dirsction in the ares of information lechnology
sacurity for the government;

#  providing direction and guidance to the DG Tripariite (further describad below) fo ensure
that information technology security strategic priveities are sligned with the erterprise
direction established by the ADM Tripartite: and

# raising key initiatives and recommendations (o senior-level executive commitiess for
consideration or decision,

The second part of the ADM Tripartite mandate is to manage major cyber events, discussed
further below. This committee meets on an ad hoo basis and has held four meetings since 2018,

223.  The DG Tripariite plays an active role in supporting the ADM Tripartite. iis mandate is fo

= align information technology securily strategic priorities with the enterprise direction
established by the ADM Triparlite or ADM Enterprise Priorities and Planning;

= provide advice, guidance, oversight and divection to CSE, TBS and 85C o address
significant issues and obstacles that may affect progress of enterprise information
technology security initiatives;

« monitor the progress and health of select CSE, TBS and S8C horizontal projects and
intiatives relatad o enterprise infonmation technology secwrity, and

# proyide the ADM Tripartite with strategic cyber security guidance and reporting on the
status, risks and issues related to CSE, TBS and S8C enterprise information technology
security inifiatives.,

The DG Tripartite is chaired by TBS and its membership comprises officials from TBS, CCCS,
S5C and invited gussts, | mests about 10 times a vear, On July 9, 2021, NSICOP was
informed that in March 2021, the ADM Tripartite and three other ADM-level governance
commitieas wers amalgamated {o create the new ADM Quad Committes. The DG Tripartits
supports this new committee ™

Incidentresponse

224, The Cyber Security Evert Management Plan is the primary mechanism to govern
departments’ roles and responsibilities In the context of cvber security incident responsa. i
provides an operational framework for the management of cyber security events that affect or
threaten {o affext the government’s ability fo deliver programs and services to Canadians.
Pursuant to the Policy on Government Security, TBS first issued the plan in 2015 and updated i
in 2019, TBS s cutrently reviewing the plan o ensure that the roles and responsibilities of the
newly created COUS are clearly articudated ® The Cyber Security Bvent Management Plan

TS, Director Gensral 1T Seowily Tripadite Commities Terms of Reference, February 20277 TRS, Sssistant
Deputy Minister Quad Draft Terms of Referance; March 2, 3021 and 78S, “NSICOP Revew - TBS Commaents on
Draft Final Report{(8-Jube-2021 pp B, Sy B, 2021

B COOE, NSICOR appaarance, Cotober 30, 2020,
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applies to all departmenis and agencies subject to the Policy on Government Security {currently
110 departments and agencies)

Cyher Security Event Management Plan response levels

225.  The plan establishes four lavels that govern the government's response o cyber security
gvents targeting its systems and networks. Response levels are based on two faclors: severity
and scope. The severity of a cyber incident is measured through standardized departmental
assessments of injury, including harm {o the health and safety of individuals; financial losses or
gconomic hardship to an individual, business or the economy; effects on government programs
and services; effects on civilt order or national sovereignty; damage o the reputations of
individuals, businssses or the government; and damage o federab-provincial relationships and
international relations. The scope of the event is measured by the number of people,
arganizations, facilities, systems and geographic areas affected by the svent and the expected
duration of the injury. Based on thelr analysis, departments identify o CCCS the expecied
results of & compromise. Theserangs from low harm {(2.g., physical harm or financial stress to
an individual, minor impediment to departmental service delivery) to very high {g.g., major
damage to public safely, national secwrity or the economy, loss of confidence in government).

226, Based on this deparimertal input, CCCS and TBS use a standardized matrix to calculale
the government's overall response level.®® The matrix considers whether a compromise is likely
to affect one or more internal government programs or services, whether external services are
affected, and whether there is polential for broader propagation of the injury. Based on these
values, CCOS and TBS determine the response level required, ranging from Level 1 {requires
the least governmaent coordination} to Level 4 {requires the most government coordination).
There are four government response levels:

» Levell: The severity and scope of the cyber security event does not engage the plan.
Such events require only a departmental response and the standard lavel of government
coordination. Departments respond consistent with standard internal procedures, apply
regular preventive measuwres, and communicate with CCCE for advice and guidance.

» Level2: The severity and scope of the cyber secuwrily event surpasses a Level 1 event
and engages the plan: a limited government-wide response is required. All primary
stakeholders are on heightened alert for cyber activity, This includes mon#toring
departmental and government-wide sensors (e.g., network- and host-based sensors) o
verify whather the event has affected other depariments and ensuring that any real or
potential impactis contained and mitigated. Specialized stakeholders are engaged when
a threat or incident is related 1o crime, terrorism or national defence.

o Level 3: The severily and scope of the cyber security event suwrpasses a Level 2 event
and reguires an immediate and comprehansive government-wids response. Event

¥ The TraasUry Board Poliay on-Government Securily is applicable tothose arganizations Hsted in schedales ! L1
{Column iy, 1 I, and V of the FAA
¥ETRS, Gowernment of Canads Cyber Seaurity BEvent Management Plan (CSEMP), 2018,
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responss at this lsvel is coordinated through the plan's governance structure, with
departments and agsncies given ongoing direction on how to proceed.

s Leveld: These evends reprasent the highest level of severily and scope and ars
considerad “savere catastrophic evenis” that affect multiple government institutions,
confidence in government or other aspects of the national interest. They require the
wocation of Public Safety Canada's Federal Emergency Response Plan, which identifies
the mechanisms and processes to facilitate a harmonized federal government response
to emergencies.® There have been no Level 4 cyber events of incidents o date

Cyber security avents are dynamic and their injury and scope may increass or decrease as the
event unfolds. As a resull, the government may escalate or de-escalate s response level over
the course of a particular cyber secuwrity event. Decigions regarding the escalation and de-
escalation of the government's response level are made by increasingly senior governance
bodies, described below.

Cyber Security Event Management Plan governance bodies

27, Three categories of siakeholders are involved in the Cyber Security Bvent Management
Plan, TBS and CCCS are primary stakeholders and are engaged in all Level 2 and 3 evants.
CCUS would also provide advice and guidance in the context of a Level 1 event. Public Safety
Canada, SSC, the RCMP, CBIS and DNIVCAF arg specialized stakeholders and are engaged
for confirmed cyber security incidents or threat events based on theilr specific mandates and
areas of expertise. The plan lisis othar stakeholders who play different roles in cyber defence,
ncluding the Chief Information Officer of Canada, the Government Operalions Centre, the Privy
Council Office, the CBE Canadian Committee on National Securily Systems {responsible for the
governance and protection of Top Secret systems),™ the Director General Event Response
Commities, and external partners, such as private sector suppliers and gther levels of
government,

228 The plan establishes three govermnance bodies that are responsible for prioritizing the
government's responsea o serous oyber incidents and managing the ascalation of responses to
a syber security svent,

= Event Coordination Team: This group of working-leve! stakeholders is co-chaired by
TBES and COCS. | s activated for Level 2 evenls or when invoked by other govermance
bodies for Level 3 or 4 events. The BEvent Coordination Taam works with stakeholders o
recommend courses of action and to ensure the Executive Management Team (below} is
apprised of svents.

B public Safety Canads, Federal EmergencyResponse Plan, 2011, www publicssfely gocaiontirsrcsiohichsimgng.
sEpnespinfmrgnorsois-pinengndf

BOSE, Brinfinglo NSICOP Seorstariel March 11, 2021

FOBE, Canadian Commitee on National Becurity Systams, Bulletin, Ediion 1, March 2018,
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+« Executive Management Teany This Director General-level comumittee is co-chaired by
TBS and CCUS. It is triggered for Level 3 events. The Execulive Management Team
provides the Event Coordination Team with strategic direction and ensures that senior
government officials are apprised of events,

» ADM Tripartite: This assistant deputy ministerdevel committee is chaired by the TBS
Chief Technology Officer. It s triggered for Level 3 events. This commitlee provides
direction to the Executive Management Team to respond to and mitigate an event. tis
also responsible for ensuring that deputy ministers are apprised of events, During Level 4
incidents, the ADM Tripartite would support the Federal Emergency Response Plan
Committee of assisiant depuly minisiers as appropriate. CCCS's Deputy Chief and 580's
ADM, Networks, Security and Digital Services co-chair this committee.

For all three governance bodies, other government departments can be engaged as required.
For example, when an svent involves national security concems or is believed 1o be criminal in
nature, any of the governance leams may inchude officials from C5I5 and the RCMP,
respectively, Departments directly affected by specific threals or incidents are invited fo
participate in governance discussions.

Phases of the cyber security event management process

229.  The cyber security event management process has four phases: preparation; detection
ard assessmeant; mitigation and recovery; and post-gvent activity.

230,  Prepargtion involves ongoing steps (o ensure that the government is ready to respond o
cyber events. This includes establishing roles and responsibilities, documenting and testing
plans and procedures, training personnel, and applying protective and preventive measures at
the host, application and network levels of government information systems. As part of this
ongoing phase, all of the Cyber Security Event Management Plan's stakeholders, including all
departments and agencies o which the plan applies, are responsible for implernenting such
measures within thelr respective areas of responsibility. For its part, TBS is respongible for
developing and maintaining the plan, coordinaling regular exercises with all implicated
stakeholders, and reviewing lessons-learned reports from past events o drive policy changes.
CCCS s responsible for ensuring that departments and agencies are provided with the required
advice and guidance to mitigate cyber threats and vulnerabiliies in order to prevent cyber
security incidents.

231, The second phase, detection and assessment, involves monttoring for emerging cyber
security events and the assessment of their potential or actual impact on government service
delivery, government operations or confidence in the government. As part of this phase, CCCS8
is responsible for monitoring technical sources and information reported by other stakeholders;
the government's perimster and all endpoinis visible to CCCS; cloud-based environments;
govermnment networks and inteligence sources: and information from domestic and international
sources, DNDJ/CAF is responsible for monitoring all DND-managed networks. The ROMP and
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CSIS are responsible for monitoring information from criminal surveiliance sources and
irtelligence sources, respactively.

232, The Cyber Security Event Managemernt Plan imposes a number of general and specific
responsibiliies. Generally, the plan obligates organizations 1o implemeant security controls
consistent with the Policy on Government Security. |t also obligates them to notify relevant
authorities when an event falls under the domains of national security or law enforcerment. More
specifically, the plan obligates primary and specialized stakeholders to report detected cyber
securily evends o TBS and CCCE and, when cyber events related to crims, ierronsmoor the
military are detected, o the ROMP, C5I8 and DND, respectively. When iformation Is recelved
indicating that a potential or actual cyber security event may exist, CCCE establishes the initial
government response level in consultation with TBS, and other partners as necessary.

233, The third phase of the plan is mitigation and recovery. The purpose of this phase is o
mitigate events before they become incidents and to condain and minimize the elffects of
incidents that have cocurred 1o enswre the timely restoration of normal operations,. Responses
here may include installing patches, containment and mitigation of an incident, the invocation of
business continuity and disaster recovery plans, or the temporary shutdown of vulnerable
Bervices.

234, The plan eslablishes the roles and responsibilities of applicable depariments relaled to
rtigation and recovery, For Level 3 events {and when delsrmined by iwolved stakeholders, for
certain Level 2 svenis), TBS provides stralegic coordination, including strategic direction to
departments on minimizing the government-wide effect of cyber evants, The Government
Cperations Cenire assumes this role for Level 4 svents, For all events, CCCE provides
operational coordination, including technical direction and advice 1o departments on mitigation
or containment measures. All of the plan's primary and specialized stakeholders provide advice
and guidance based on information recelved from thelr respective sources. Finally, departmants
and agencles must implement direction provided by CCOCS and TBS within established
fimalines.

235 Forall Level 3 and 4 incidents {and when determined by involved siakeholders, for
certain Lavel 2 incidends), CCCE leads the development and implementation of @ government-
wide containment plan, and facillitates a targeted response. it also leads forensic examination
and aralysis of information technology systerns in collaboration with affected departments.
Affected depariments and agencies and applicable service providers implement the
containment plan, and 550 worlss to identify and report on affected or vulnerable systems.

236, The fowrth phase of the Cyber Securily Event Management Plan is post-event activity, In
improvements 1o the cyber security event management process. As part of this phase, affected
departments and agencies must produce a lessons-learmned report and action plan, and
contribute o government-wide post-event activities as required. CCUS collates deparimental
findings and produces a postevent report, including a timeline of events and root cause

08



JKW0000007

analysis. For Level 3 events (and when determined by involved stakeholders, for cerlain Level 2
events), TBS must produce a lessons-learned report and action plan on behalf of the
government and monitor implementation of the recommendations. The Government Operations
Centre Is responsible for producing a simiar lessons-learned report and action plan for Level 4
avents. Finally, all other stakeholders must support the development of government-wide
lessons-learned reports and implemeant action items under thelr particular areas of
responsibiiity. ¢

YRS, Government of Canada Cvber Securily Event ManagementPlan (CSEMP), 2018
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Part V: The Committee’s Assessment of the Cyber Defence
Framework

237, The Government of Canada has created the foundation for a strong and resilient cyber-
defence framework. Where other siates have recently fallen victim o successiul cyber
sxplofiations and ransomware aitacks, Canada has sither blockad the attacks or limited theilr
worst effects. This was not always the case. Less than a decade ago, Canada sustained
mutltiple, damaging cyber attacks against some of its core government institutions, The
government's understanding of the nature of the threal was limited; its cyber defences ranged
from poor at some departments {o good at others; and governance suffered from litte central
coordination and siloed accountabiliies. The Communications Security Establishment,
Canada's foremost lechnical expert on cyber defence, was only just deploying its defensive
sensors outside of a handful of government organizations and had yet to build the type of
dynamic, automated defences necessary to fight the unrelenting attacks by cyber threat actors
that markthe modem cyber threat environment.,

238. By 2020, however, Canada had bacome a world leader in defending its networks from
cyber attack. What changed is a lessonin three things: the importance of maxdmizing authorities
in the face of change, responding fo crises to not only solve the problem but also build for the
future, and ensuring that authorities and organizations are it for purpose. This does not mean
that Canada is perfect: the government must continue to adapt in the face of changing threatls
and the svolution of technology, and the Commiltes makes a number of recommendations o do
s50. The Commilise provides its assessment ofthese changes below,

The evolution ofcyberdefencein Canada: A virluouscycle, but
incomplete

238, The Communications Securily Establishment {C5E) is central to this story, Whenlt was
provided statutory authority i 2001, CSE's activities to protect data and information ischnology
systems were focused on system testing and high-end cryptology. The idea of cyber defence
hardly existed. For several years thereafter, CSE was the only federal organization with the
lawful authority to operate systems which risked intercepling private communications, such as
firewalls and intrusion detection, that could protect a government network. Building on the
organization's knowledge of signals intelligence, CSE developed and deployed proprietary
defensive sensors to organizations being attacked by sophisticated state adversaries: China
and Russia These activiies would have Deen impossible were i not for the govermment’s
willingness {o allow CSE to use its novel authorities, that is, ministerial authorizations, in
unexpected ways. Between 2002 and 2007, CSE experimented with new approaches and
technigues while working to protect several departments from cyber attack, Iis efforts were not
without problems:in 2008, CSE was forced to pause iis cyber defence activities for morethan a
year because those aclivities did not comply with legal obligations stemming from those
authorities, After restructuring of the ministerial authorization program and its policy framework,
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USE resumed its ovber defence activities and deepened s expertise o detect and then block
the most sophisticated oyber threals. Nonetheless, CSE's success inidentifying threats and
working with specific departments to implement mitigating measures likely would have
continuad {o be constrained by the government's department-by-department approach o cyber
defence.

240, [™* This paragraph was revised fo remove Injurious or privileged information. ***] Major
cyber attacks proved to be important lurning points, In 2010, CSE deployed its cvber defences
anto the government's Securs Channet Netwaork, whers 75 departments had migrated thelr
internet access onto a single network managed by Public Works and Government Services
Canada. That deployment revealed that China had penetrated the digital systems of a number
of government organizations, key among them the Treasury Board of Canada Secrefariat (TBS)
and the Departmeant of Finance, and stclen significant data. As a result, TBS directad all
government deparbments 1o join the Secuwre Channel Network, which caused a number of
departments o migrate their intermet aceess and lald the foundation for the evolution toward the
Enterprise Interngt Service several yvears later. In 204, government nefworks were bit by the
HEARTBLEED altack and the National Research Councll suffered a separate, critical
compromise involving the exdensive theft of research information and scientific data, Both
incidents were seminal events for the government, revealing broed system vulnerabilities and
weaknesseas in the government’s oyber defence framework, They also resulted in C5E's first
deployments of specific cyber defences. These deployments laid the groundwork for the Rurther
axpansion and modernization of these services. These altacks also revealed significant
problems in interdepartmental coordination and governance of major cyber incidents. As a
rasult, TBS modemized various policies and directions to clarfy roles and responsibilities and
key departments took on increasingly prominent leadership roles in cyber incident response.

241, The government's development of new authoritizss and organizstions was critical, In 2011,
the government established a new organization, Shared Services Canada {88C), to standardize
ard consolidate the purchase and provision of information technology and services across
depariments, Inilially, the government smphasized the cost-saving elements of 58C's creation,
but when the scops of the challenge was recognized (for example, S50 inherfted a wide mix of
new and ouldated infrastructure), the government invested significant amounts o modernize the
government's information technology infrastructure. Among other things, this meant that 880
would builld security into the government's fulure technology modernization inftiatives, Froma
cyber defence perspective, the mostimportant changes arising from the creation of SSC were
{more on this below) and the forcing function’ played by SSC to oblige subject depariments to
patch thelr devices, systems and networks.

242, Important changes {o the machinery of governmsnt continued in 2018 with the creation of
a unit in CBE: the Canadian Centre for Cyber SBecurity (CCCE). The amalgamation of three
organizations, CCCE s the unified and authoritative source for oyber security in Canada. | is
responsible for protecting and defending Canada’s cyber assels through advice, guidance and
direct operational assistance and, in collaboration with TBS, leading the governmant’s response
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o cyber security events.  continually modifies its approach to cyber defence, updating its
natwork-based sensors o better detect and block malicious cyber behaviour, creating new host-
based sensors o deepen the lavers of network defence to the level of individual devices, and
working to identify new threals through the accumulation and analysis of new inlelligence and
anomatous data. The promudgation of the Communications Securfty Establishment Actin 2019
may contribute further o these efforls by clarifving CSE authorities and immunities, including
the addition of defensive cyber operations as a stillb-nascent tool to protect government systems
in specific circumstances.

243.  Over fime, these changes have created a virtuous cycle. As more depariments migrate o
the SSC Enterprise Internet Service, the more they benefit from the sophistication of CCCS's
dynamic defences. The more departments subscribe to CCCS cyber defence sarvices for
endpoint devices and cloud environments, the more the government's systems and data are
secured from advanced cyber threats and cyber crime. The more data that CCCS obtaing and
analyzes from its expanding number of cyber defence sensors, the greater its ability to identify
and block new cyber threats. Finally, the greater clarity over roles and responsibilities,
governance, and incident response resulling from the creation of new departments and the
promulgation of new authorities, policies and directives, the more the government can react
guickly and deliberately to evolving threats. This should be true for the foreseeable fidure, as
weall, For example, TBS has mandated cloud-based sensorusage as part of the government's
cloud security guardrails, thereby ensuring that strong security measures are built in by design.
These changes and their ongoing evolution have produced clear results: Canada now sees
increasingly fewer successful incidents of network penetration, data loss or damage.

10 is protected depends on whoyou ask

244, Perfection of this system is impossible: threats evolve, mistakes ocour, defences fall. But
improvement is always possible, and there are three imporiant challenges (o address. The first
challenge is the inconsisient application of Treasury Board policies and direclives. These
instruments determine the scope of services afforded to government departmends. The
Financial Administration Act groups most federal organizations into specific schedules
according to thelr mandate, governance structure and degree of independence, and provides
the legal authority for Treasury Board to issue policies and directives. This facilitates the
standardization of accountability requirements for organizations across govemnment. However,
the three primary Treasury Board instruments for cyber defence do not have the sama scope of
application. On the one hand, the Policy on Government Security and its related security
directives, such as for the secure use of commercial cloud services, apply fo 110 federal
organizations,; whereas the Policy on Service and Digital {and its denvative policies) and the
Digital Operations Strategic Plan apply to 87 federal organizations. More broadly, these corg
glements of the government's administrative framewaork for cvber defence do not apply evenly
{or in some cases, at all) to all of the Govemment of Canada’s 189 organizations.
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245, The second challenge is the way 88C's mandate and responsibilities for cyber security
senvices are set oul. A sernes of orders in council reference specific schedules of the Financial
Administration Actio identify the departments to which S8C must provide its emall, data centre,
networking and endpoint device services, and those to which 58C may provide such services.
The group of departments and agencies {S5C's core partners) to which 850C must provide
services are the best-protecied, as they recewve the full complement of 88C services. For the
group to which 38C may provide services (S8C's mandatory and optional clients), 588C's
provision of services is essentially 8 la carte, where 850 provides some or all of ils services on
a cost-recovery basis. When government organizations find the costs for these services
profibitively expensive, they do not subscribe to them, leaving thelr data polentially vulnerable
to exploitation. Yet these organizations have slectronic links to other organizations’ digitat
infrastructure, and may inadveriently provide access to a malicious cyber actor and potentially
threaten the wider security of the government,

246, [ This paragraph was revised to remove injurlous or privileged information. ***] The
third challenge is establishing a basis for expanding the number of government organizations
recelving the protection of CSE’s oyber defence program. CSE's mandate under the
Commurications Secwrlly Establishment Act provides the most expansive authority to provide
cyber defence protection to federal institutions. Yel no government departments are obligated to
use one or more of CSE's cyber defence sensors. While OSE currently provides one or more of
its cyber defence sensors to ™ percent of the 168 federal organizations that make up the
Government of Canada, that leaves ™ parcent of federal organizations unprotected by any of
L5E's oyber defence sensors. This causes problems. For ong, # limils how much malicious
cyher threal activity targeting government departments that C8E can obssrve. For another,
handicaps CSE’s ability to react quickly when one or more unprolected depariments are
compromised in 8 cyber attack, Further, those organizations ouiside the umbrella of CS8E's
cyber defence sensors are themsaealves unlikely to know when thay have been victimized. The
one possible avenue of protection for these organizations would be where C5E's signals
intelligence prograrm, through its tracking of global cvber threats, oblains some indication of
compromise and shares this information with COCE. As discussed in case study 8 on the aftack
against a Crown corporation, such assistance would almost always come after data had heen
stolan and the integrity of the arganization’s system compromised. Going forward, maximizing
the number of departments using all three types of sensors (where applicable) o protect thewr
networks and information will be important to further protect the sensitive information held by
government organizations and to ensure the provision of government services oritical o
Canadians,

The success and the gap: Securing Internetaccess in government
247.  The question of which federal organizations use the governmant’s securs Intemet access
underfies all three challenges. The creation of 88C's Enterprise Inlermel Service and iis

progressive adoption by departments have played a foundational role in strengthening the
aovernment’s cyber defence framework, Further, the integration of CSE's ™ dynamic defences
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nto the BEnterprise inlernst Service's Internet access points is arguably the single-most
fnportant defensive measure currently in the government’s defensive framework. Extending this
framework to all Govemment of Canada organizations requires addressing the three challenges
described above.

248,  First, departments should be applving Treasury Board policies and direclives
consistently. Since 2008, on four separate occasions, Treasury Board has issued ‘mandatory’
direction o government departments requiring them to use secure Internat services, most
recently in 2018 as part of the Digital Operations Strategic Plan. This suggests that government
organizations still exercise considerable discration on which Treasury Board direction they
accept and when. As of August 2021, 94 of 169 organizations subscribe to the Enterprise
internet Service. This includes nearly all organizations subjectto Treasury Board policies,
aflowing the Committee to conclude that Treasury Board directives in this area have, eventually,
been successful. Currently, the gap in the government's cyber defence framework is found
among the 75 federal organizations not subjectto Treasury Board direction in this area (more
on this at paragraph 251 below). These organizations remain outside of the government's
secwre perimeter and the protection of CS8E's cyber defences.

248, Second, the serigs of orders in council that establish S8C's mandate and responsibilities
for cyber securily services creates a patchwork of coverage for government organizations. The
94 organizations that receive or subscribe to the Enterprise Internet Service include 43 core
partners, 27 mandatory clisnts and 24 optional 58C clients. For 88C’'s core pariners, full 55C
service provision includes the Enterprise Intemet Service, and S85C is obligated to provide it
The mandatory and optional S8C clients that receive the Enterprise Infemet Service have
chosento do so. In sum, these organizations condribute to and benefit from the framework’s
virtuous cycle, discussed above. In contrast, other federal organizations remain culside of the
government's secure perimeter and the protection of CSE's cyber defences. Notwithstanding
the vulnerability of these organizations, there is currently no plan or dedicated funding to
incorporate some of them - namely, smalldeparbments and agencles — info 85C s wider
security services, including in the Enterprise Internet Service. This is of significant importance.
Az the Commitlee heard:

Internet gateways and the connections to the Internet were consolidated, starling with
only the 43 large depariments and agencies that fell under 85C's mandate, All small
depariments and agencies were left to thelr own devices. ... Bringing them inlo the
capabiliies of S8C and CSE Is imperalive to being able to secure them. They need those
services more than anyone, !

250.  Third and finally, of the govarnment organizations recelving the protection of CSE's cyber
defence sensors, most are protectad because they receive S8C's Enterprise Internet Service,
Simply put, itis the means of acquiring this advanced protection from CSE. Of the ™ federal
organizations that receive one or more cyber defence sensors from CSE, ** of them benefit

BUTRS offivials, NBICOP appearance, November 27, 2020
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from ™ dynamic defences. ™™ A few departments have thelr own bilsteral agresments with
CEE for deploying network-based sensors. The Committee lauds the efforts of 88C and CE8E o
enable such comprahensive protection for government systems. The concern now must be for
establishing CSE cyber profection for those organizations that are not considered federal
departments or agencles but are nonetheless digitally tied to the federal government,

Crown corporations and government interests

251, The 75 grganizations that fall outside of Treasury Board direction and the Enterprise
internet Service are primarily Crown corporations and some government “inferests.” These
corporations and interests have been created by the government for a varisty of reasons and
thelr mandates are meant 1o be hdependent of government direction fo varying degress. Most
have considerable latitude o develop and secure thelr own information technology
infrastructure, and many contract privale sector companies 1o provide their infrastructure, host
thelr data and protect thelr systems. Nonetheless, those organizations ulimately hold fiduciary
and aoccountability requirements 1o the Crown. Most importantly for the purposes of this review,
buginessas, information that is at risk of compromizse by the most sophistivated of cyber actors,
including states, Nonetheless, they are not required o adhere to Treasury Board policies meant
i ensure the security of they information technology infrastructre, They are also sxcluded from
the obligatory portions of S5C’s enabling orders in council and therefore mostdo not oblain
cyber defence services from SSC. The result is that mostdo not benefit from C8E's protection
of the Enterprise Internet Service. This leaves thoss organizations worryingly vulnerable 1o the
loss of thelr own dala and, where they maintain electronie links with related federal
departments, 1o inadveriently act as a vector into the government's protected systems, pulting
the govemment's data and systems atrisk,

252, The Committee recognizes the importance of independence for Crown corporations and,
where applicable, government interests. Independence of mandate is essential o protect the
integrity of important areas of public policy, including the sdministration of justice or Canada’s
financial and economic systems. The Commitlee emphasizes lwo issues, however, In assessing
whether independence of mandate should equate o exclusive control of data, systerns and
networks. First, it is clear that commercially avallable products and services are insufficient
protection against the most sophisticated cyber threats. Ching and Russia have shown
repeatedly thal they are capable of penetrating well-defended systems and networks,
particularly those that are not protecied by equally advanced, state-supported cyber defences,
The protection offered by CSE and S5C may be imperfect, but thelr combined cyber defences
offer the greatest kelihood of protecting government dals and the integrity of s systems inthe
future,

253, P This paragraph was revised 1o remove injurious or privileged information. ™1 Second,
Crown corporations and other government interests are fargets of state cyber activities and
cyber criminalg, ag demonsirated in specific ncidents over the past several years. Morg
generally, Russia, Ching and other states target critical infrastructure providers, including as
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noted in the Committee’s 2020 Annual Report, American natural gas and electriclty providers. In
Canada, some critical infrastructure organizations are federal Crown corporations. Based on the
known behaviour of the most sophisticated state cyber threats, it would be naive {0 believe that
those organizations would not be {argets (or are not currently targets), either for the purposes of
gsplonage or system degradation at some point in the future.

254, In the context of such organizations falling under the 350 and CSE protective umbrella,
the Commities recognizes that organizations may have privacy concerns about C8E, in
particular, monitoring system network traffic, email or web browsing. In that respect, the
Committee takes note of the conclusions of the CSE Commissioner, who found that there were
very low levels of privacy implications associated with CSE cyber defence aclivities conducted
under ministerial authorization, an important consideration for organizations that cite privacy as
a reason for ramaining outside of the government's cyber defence framework. More importantly
for the Commites, however, is the choice faced by Crown corporations and relevant inferests:
rely on the government, through a rigorous statutory mechanism with strong privacy safeguards
and external review, to protect data, systems and networks from exploitation and potential
degradation, or accept the relatively high probability that sophisticated cyber actors will
compromise these organizations” systems inthe fulure and steal the data they hold. For the
Commities, the consequances of those choices are clear: not obtaining the govermnment's cyber
defence services means choosing to leave data and the integrity of svstems vulnerable to the
world’s most sophisticated cyber threats,
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Conclusion

255.  The government is heavily dependent on iis electronic infrastructurs. i is how the
government conducts its business and provides services to people in Canada. As a resull,
government systems and networks hold significant amounts of data of interest o forsign states,
many of whom use sophisticated methods to try o infilrate these systems and steal the data
Some of those states also increasingly target the very inlegrity of those syslems themselves,
leaving behind mabwvare that could be triggered in the fulure o compromise the systems or
render them inoperable. This is a threat 1o Canada’s national security and the privacy of
Canadians.

256, Over the last decade, Canada has bullt a strong cyber defence system (o counter this
threal. Al its core are three organizations — Treasury Board of Canada Secretariat, Shared
Services Canada and the Communications Security Establishment — that work closely together
and with other government departments to build securily into the government's cyber
infrastructure and o strengthen its cyber defences. In its purast form, the system can be distilied
into a few key elemeants:

» government systems fall within a single perimeter,

» the perimeter has a handful of access points to the Internet;

¢ those access points are monitored by sophisticated sensors that are capable of delecting
and blocking known threats;

v defences are lavered, with specialized sensors capable of detecling and blocking threals
deployed on individual devices and {o cloud environmaents;

« anomalies in natwork traffic are analyzed for new threats, information that is used to
continually update ™ cyber defences for threat identification and blocking, and

s deparbnents continually update and patch their devices and systems under the
coordinated direction, advice and guidance of the three organizations.

257.  The current cyber defence system has not yel achieved this ideal. An overarching
challenge is that the system is increasingly managed horizontally, while its foundational
authorities remain vertical. This creates significant discrepancies: Treasury Board policies
infended to secure government systems are not uniformly applied; individual departments and
agencies retain considerable latitude whether to opt into the framework or to accept specific
defensive technologies; and 3 large number of organizations, notably Crown corporations and
potentially some government interests, neither adhere to Treasury Board policies nor use the
cyber defence framawork,

258. The threat posed by these gaps is clear. The data of organizations not protected by the
government cyber defence framework is al significant risk. Moreover, unprotected organizations
potentially act as a weak link in the government’s defences by maintaining electronic
conneclivity to organizations within the cyber defence framework, creating risks for the
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government asz a whole. Thesa challenges are wall-known io the government. The Gommittes
expects thal its review and recommendations will help 1o address them.
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Findings

258

The Committee makes the following findings:

JKW0000007

F1.

F2.

F4.

Cyber threats to government systems and networks are a significant risk to national
security and the continuity of government operations. Nation-states are the most
sophisticated threat aclors, but any actor with malicious intent and sophisticated
capabilities puts the government's data and the integrily of its electronic infrastructure
at risk. {(Faragraphs 25 -67)

The government has implemented a robust, ‘horizontal’ framework to defend the
government from cyber attack. The Treasury Board of Canada Secretarial, Shared
Services Canada and the Communications Security Establishment play fundamental
roles in that framework. Nonetheless, this horizontal framework appears 1o be
increasingly incompatible with the existing department-by-department ‘verlical
authorities under the Financial Administration Act. (Paragraphs 95 - 213)

The government has established clear governance mechanisms to support the
development of strategic cyber defence policy, the effective management of
information technology security initiatives affecting governmeant-wide operations, and
the government response to oyber incidents. This framework has evolved over time in
response to changes in government policies, machinery and the cyber threat
environment. (Paragraphs 214 - 236)

The strength of this ramework is weakened by the inconsistent application of
security-related responsibilities and the inconsistent use of cyber defence services.
These wesknesses include:

= Treasury Board policies relevant 1o cyber defence are nol applied sgqually to
departments and agencies. As a result, not all organizations must fulfill the same
responsibilities, requirements and practices. This creates gaps in profecting
government networks from cyber attack. (Paragraphs 85 - 125)

o Crown corporations and potentially some government interests are known
targels of siate actors, but are not subject to Treaswy Board cyber-related
directives or policies and are not obligated to oblain cyber defence services from
the government, This puts the integrity of their data and systems and potentially
those of the government at significant risk. (Paragraphs 251 - 254)

¢ Cyber defence services are provided inconsistently. While Shared Services
Canada provides some services to 180 out of 188 federal organizations, only 43
of those receive the full complement of its services. The Communications
Security Establishment provides services in support of Shared Services Canada
and through agreemenis with some individual organizations. This inconsistency
introduces risks o those organizations and to the rest of government and limits
the overall efficacy of CSE’s cyber defence program. (Paragraphs 126 - 153)
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Recommendgations

R1

R2.

The government continue to strengthen its framework for defending Aga}vemmeﬁni
networks from cyber attack by ensuring that its authorities and programs for cyber

defence are modernized as technology and other relevant factors evolve, including to

align them with the horizontal framework for cyber defence that has emerged over the
last decade

To the greatest extent possible, the government:

e Apply Treasury Board policies relevant to cyber defence equally fo departments

and agencies.

» Extend Treasury Board policies relevant (o cyber defence 1o all federal
organizations, including small organizations, Crown corporations and other
federal organizations not currently sublect to Treasury Board policies and
directives related to cyber defence;

= Extend advanced cyber defence services, notably the Enterprise internet Service
of Shared Services Canada and the cyber defence sensors of the
Communications Security Establishment, to all federal organizations.
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Government response to recommendations

Recommendation (R1)

The government continue {o strengthen its framework for defending government networks
from cyber attack ensuring that its authorities and programs for cyber defence are
muaodernized as technology and other relevant factors evolve, including to align them with
the horizontal framework for cyber defence that has emerged over the last decade,

Response

Agreed. Public Safety, Communications Security Establishmant, and Treasury Board of
Canada Secrelariat agree that the government continue to strengthen its framework for
defending government networks from cyber attack, ensuring that its authorities and
programs for cyber defence are modernized as technology and other relevant factors
evolve,

Public Safely, in collaboration with Communications Security Establishment and Treasury
Board of Canada Secretariat, will continue to work together to align with the horizontal
framework for cyber security to ensure that an appropriate governance struclure is in
piace {o advance cyber security policy.

Responsible organizations: Public Safety, in consultation with Communications Security
Establishment and Treasury Beard of Canada Secretariat.

Recommendation (R2.1}
To the greatest extent possible, the government:

Apply Treasury Board policies relevant to cyber defence squally to departments and
agencies.

Response

Agreed. The Treasuwry Board of Canada Secretariat will review the Treasury Board policy
framework o ensure that cyber defence is applied equslly to departments and agencies

o the greatest exdent possible. This includes alignment between the scope of the Policy

on Government Security and the Policy on Service and Digltal,

Responsible organization: Treasury Board of Canada Secretarial,

Recommendation (R2.2}
To the greatest exdent possible, the government;
Extend Treasury Board policies relevant to cyber defence to all federal organizations,

including small organizations, Crown Corporations and other federal organizations not
currently sublect to Treasury Board policies and direclives relaled o cvber defence.
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Response

Agresd. The Treassury Board of Canada Ssoretarial will underiake a review of the
Treasury Board policy framewaork o explore and identify potential oplions o exiend
Treasury Board policies relevant 1o cyber defence to all federal organizations, including
small organizations, Crown Corporations, and other federal organizations not currently
subiect to Treaswy Board policies and directives related to cyber defence, This review
will take into consideration the Financial Administration Act and the authorities under that
Act, as well as any legal considerations.

Responsible organization: Treasury Board of Canada Secretariat,

To the greates! extent possible, the government;

Extend advanced cyber defence services, notably Enterprise Internet Service of Shared
Services Canada and the cyber defense sensors of the Commurnication Security
Establishment, to all federal organizations.

Response

Agreed. Treasury Board of Canada Secretarial, in consuliation with Shared Services
Canada and Communications Jecurity Establishment agree that the governyment should
extend advanced ovber defence services, notably the Enterprise Infemst Bervice of
Shared Services Canada and the cyber defense sensors of the Communication Security
Esiablishment, 1o all federal organizations 1o the greatest sxtent possible.

Treasury Board of Canada Secrelanat will continue to strengthen cyber defence
measures as part of the updates o the Policy on Service and Digital, specifically hrough
the mandatory procedures outlined under Appendix G: Standard on Enterprise [T Service
Common Configurations of the Directive on Service and Digital which will be published in
Early 2022,

Bhared Services Canada, in consultation with Treasury Board of Canada Secretariat and
Communications Security Establishment, and as part of a funded study, is evaluating the
current posture of small departments and agencies (SDAs) that have not adopled the
Enterprise Internet Service of Shared Services Canada. The goal of the evaluation is o
produce 3 costed business case outlining the funding necessary to migrate 53D4s o the
Enterprise Infermnet Service of Shared Services Canada, sliminate the use of non- Shared |
Services Canada managed internet services, and provision other enterprise services
{including the cyber defense sensors of the Communication Security Establishment,
which will help to improve the security posture of SDAs and reduce the threat exposure of
the government’s enterprise networks.

Communications Secuwity Establishment, in consultation with Treasury Board of Canada
Secretariat, will explore options o extend the cyber defense sensors of the
Communicstions Security Establishment o all federal organizations.,

Responsible organizations: Treaswry Board of Canada Secratarial, in consultation with

Shared Services Canada and Communications Security Establishment.
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Annex A -~ List of

Communications Securily Establishment

Head, Canadian Centre for Cyber Security

Associate Head, Canadian Centre for Cyber Securily

Director General, Cyber Defence Capabilities, Canadian Centre for Cyber Security

Director General, Incident Management and Threat Mitigation, Canadian Centre for

Cyber Securily

Director General, Policy, Disclosure and Review

s Director General, Program Evolution, Canadian Centre for Cyber Security

s Director, Incident Management and Operational Coordination, Canadian Centre for
Gyber Security

s Director, Policy and Review

B o8 9w &

® @

Treasury Board of Canada Secretariat

«  Acting Chief Information Officer of Canada
= Acting Executive Director for Cyber Security
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